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Chapter 1 


Basic System Routine 


Sean sat down at his computer desk and looked at his reflection in the seventeen inch 
LCD monitor which took up a good portion of his desk’s space. Sean exhaled and looked over at 
the digital clock that sat next to his computer. Though his computer told the time, Sean found it 
more convenient for him to look at a physical clock rather than one that was part of the operating 
system he used. After all, if there was ever a scenario where his computer was inoperable or just 
powered off, Sean would still have the means to tell the time without having to leave his 
computer desk. Sean read the time to himself as he reached underneath his desk to press the 
button that would power on his machine, ‘Jen thirty in the morning. Well, I probably could have 
woken up a bit earlier, but I still have plenty of time to enjoy my day off.’ Upon pressing the 
power button on his rather generic looking Dell Dimension 4600 desktop computer, Sean heard 
the computer’s hard disk start spinning, and with the computer beginning to start up, he sat back 
up and reached over to push the button to activate his monitor as well. After only a few seconds 
of waiting, Sean watched the white Dell logo display as the BIOS initialized, and after focusing 
on the loud hard drive noise, he began to ponder over something he had been wondering about 


for the past few months: What was actually going on inside his computer? 


“Attention all operation essentials: The User has initiated a system startup. All essentials 
are to report to their respective components and commence startup protocols,” a voice from the 
BIOS sounded over the loudspeaker system, addressing all programs and hardware assets to 
begin the same startup sequence they had performed almost one thousand times. Donning his 
white work coat and matching work cap, the Control Panel Foreman exited his quarters and 
began walking down the rather featureless corridor that would take him to his post. As the 
Foreman continued moving away from his quarters, he looked around at the many other 
computer programs that were also heading to their designated locations. Practically all of the 
system programs wore the exact same clothing: a white work coat with matching white pants, 
white shoes, white gloves, and a white cap. Their clothes were entirely featureless and lacked 
any identification markings or patterns; However, such identification marking was not necessary, 
for all of the programs always knew what they needed to do and where they needed to be. After 
all, it was written in their programming. The Foreman worked in the Control Panel, a critical 
piece of infrastructure which was essential for operating the machine. Essentially, the Control 
Panel was the working arm of the computer’s operating system, and it was the place where 
programs would check in to launch and where hardware assets were regulated. 

The Foreman did not have a long distance to walk to arrive at his post, but he would 
sometimes wonder how far the other programs had to walk during their commute to their 
designated locations. The Foreman knew that the system was huge when he worked with the 
charts detailing the amount of hard drive storage in use, but he never saw much of the system 
outside of the same path that he took every single boot cycle: He went straight from his quarters 
within the system’s Central Processing Unit to the Control Panel, and after the system would shut 


back down, he would return to his quarters until he was needed again. Not once did the Foreman 


take a different path to the Control Panel, but he did not really need to take a different path in the 
first place; he was programmed to operate the Control Panel. He had no reason to visit other 
parts of the system, and the path he took to the Control Panel was already the most efficient 
pathway possible. Though there were a few programs walking behind him, wearing matching 
uniforms, the Foreman never bothered to speak to anybody during his commute. Everybody in 
the system had a job to do, and there was simply no time to stand around and talk. If the User 
was not satisfied with the computer’s performance, he may opt to have it replaced. 

Arriving at the door to the Control Panel, the Foreman pressed the simple red button to 
the right of the door to open it. The door slid open within seconds, and the Foreman entered the 
Control Room to see that there were five other system programs already inside of the Control 
Panel, awaiting their orders. The Foreman approached the center console in the middle of the 
room, and he looked up at the giant blank monitor which displayed the image that the User was 
supposed to be seeing on his own computer screen. When he arrived at his post, the Foreman 
gave his first order, “Perform hardware check.” Upon hearing the order, the other programs in 
the Control Panel immediately got to work. One program pressed a button on his 
communications device and picked up the handset wired to the console. Within a short second, 
the program on the other end of the line spoke, “Hard disk. Send traffic.” The Control Panel 
Operator replied, “This is the Control Panel. Confirm the status of your hardware. Over.” The 
Hard Disk Operator promptly gave a response, “Hard disk is operational. Over.” The CPO 
pressed a button on his console to mark the hard disk as having checked in, and he replied once 
more to the HDO before pressing another button on his communications device to contact the 


next hardware asset and repeat the exact same sequence, “Confirmed. Out.” 


As the CPOs worked on confirming the rest of the hardware assets, the Foreman looked 
down at the control console, and he watched as the lights displaying the status of the hardware 
assets began changing from red to green. Once all of the lights had turned to green, he picked up 
the handset connected to the communication device on his own console and pressed a button to 
contact a program on the system. Within seconds, the program on the other end of the line spoke, 
“Operating Systems Manager. Awaiting orders.” Upon hearing that he was on an active line with 
the program he wanted to speak with, the Foreman spoke, “This is the Control Panel. We are 
ready to boot into Windows. Over.” The OSM responded, “Copy all. Commencing startup 
sequence. Over.” The Foreman replied before putting down the handset, “Confirmed. Out.” After 
setting the handset back on the control console and disconnecting from the communications line, 
the Foreman watched the giant monitor in the room suddenly go blank before the Windows XP 
loading screen quickly faded in. Everything was proceeding normally. 

Sean watched as he saw the three blue bars scroll across the little white box that was 
underneath the Windows XP logo he had seen almost a thousand times. Though the bar did not 
really show any indication of progress, it was enough to at least let the User know that the 
system was at least functional and doing something. Sean wished that there was a sort of 
progress bar that would fill up, but at the same time, the startup process took roughly the same 
amount of time on every boot, so the time spent waiting was at least predictable enough. 
Nevertheless, Sean wished that he did not have to wait for the machine to load, but he knew that 
not much could be done about loading times in the year 2005. Wanting to take a more positive 
line of thinking, the user decided that at the very least, the loading time was still better than the 
loading times of machines he formerly used in the 1990s. Sean debated standing up to go and 


grab a bottle of water from the refrigerator, but he felt that it would be best for him to just wait 


for the machine to get to the login screen. After all, the machine would likely arrive at the login 
screen before he would even leave his room. 

After only a few more seconds of waiting, the Windows XP logo along with the scrolling 
blue bars suddenly disappeared, indicating to Sean that the machine would imminently arrive at 
the login screen. The Windows cursor appeared in the center of the screen, and Sean reached 
over to the black plastic computer mouse on his desk to control it. Sean moved the cursor around 
the blank black screen, and he lifted it up a couple times to adjust his grip on the mouse before 
setting it back down on the desk to pass the time. Without having to wait any longer, the 
Windows login screen appeared, and it prompted Sean to input his password. The User reached 
over to the matching black keyboard on his desk and typed in his password before pressing the 
enter key on his keyboard to confirm his password. Successfully typing in his password, the 
machine progressed to the next stage of the startup process by displaying the ‘Welcome’ prompt 
along with the iconic Windows XP startup chime that played once Sean’s desktop background 
appeared on the screen. Sean had seen the Bliss image more times than he could count, and 
though he knew that there was a way to change the default desktop background, he kept Bliss as 
his background just because he did not see any reason to change it. 

“The User has arrived at the desktop,” the Foreman announced as he watched the monitor 
displaying the computer’s current output. One of the CPOs spoke, “Green lights across the 
board. All looks good.” The Foreman nodded in approval, “Do we have Wi-Fi capabilities 
running?” A different CPO replied, “Affirmative. Wi-Fi is operational.” A new thought came 
into the Foreman’s mind, so he picked up the communication handset on his console after 
picking a recipient for his call. The communication set rang for a second before a voice spoke 


through it, “Update Depot. Awaiting orders.” The Foreman replied, “This is the Control Panel. 


Check to see if there are any available updates for the machine. Over.” The Update Depot 
Manager connected to the Microsoft update server to check if there were any new updates for the 
operating system. The UDM replied to the Foreman upon finishing his task, “There are currently 
no pending updates. The system is up to date. Over.” The Foreman gave a quick nod though the 
UDM could not see him nod, “Affirmative. Out.” Putting the handset back down, the Foreman 
looked up at the screen and could see the User was moving the cursor around the screen. 

As the cursor continued to move, a CPO spoke, “User is moving the cursor.” The 
Foreman stood in silence as he watched the cursor continue to move with seemingly no aim as to 
what the User wanted to do with the computer. However, the cursor ended up moving towards 
the Internet Explorer icon on the desktop, and once the User hovered over the icon for a few 
seconds, he double-clicked on the icon to open the Internet browser. Upon clicking on the icon, a 
CPO spoke, “User is attempting to launch iexplore.exe.” The Foreman replied to the CPO before 
picking up the handset and contacting the system’s Task Manager, “Acknowledged. Contacting 
Task Manager.” The Task Manager was quick to speak once he connected to the Control Panel’s 
communication line, “Task Manager. Ready for orders.” The Foreman briefly looked up at the 
screen before speaking, “The User is attempting to manually start iexplore.exe. Over.” The Task 
Manager promptly replied, “Launching the program now.” Keeping his eyes on the monitor, the 
Foreman watched as Internet Explorer opened and filled the screen, hiding the green hills and 
blue sky that constituted the Bliss wallpaper, leaving only the rich blue taskbar as the only 
remaining part of the desktop still visible on the screen. With Internet Explorer open, the 
Foreman looked back to the command console he was standing in front of and spoke to the Task 


Manager before placing the handset back where it was normally kept, “Program launch 


successful. Out.” After disconnecting from the call, the Foreman heard one of the CPOs say, 
“Navigation to homepage was successful.” The Foreman acknowledged the CPO, “Affirmative.” 

Sean looked at the Google homepage which he was directed to upon opening Internet 
Explorer. The simple colored lettering making up the Google logo combined with the search bar 
in front of an empty white background made for a rather unobtrusive homepage which Sean 
found himself rather fond of. The User looked over to the physical clock on his desk, and he 
could see that six minutes had elapsed since he first sat down to use his computer. As it was his 
day off from work, Sean did not have much that he felt he needed to do on his machine, but he 
decided to start his computer’s day by checking his email. The User calmly inputted the query 
‘gmail’ into the search bar and clicked the button bearing the label ‘Google Search’. As the next 
web page loaded, Sean’s eye turned to the bottom right of his taskbar as he noticed a balloon 
notification appear. The box read: “Your computer might be at risk. Antivirus software might not 
be installed. Click this balloon to fix the problem.” Using months’ worth of muscle memory, 
Sean did not spend much time moving his cursor to the ‘X’ in the upper right of the balloon to 
close out of it. Sean had been using his machine for months, and he never encountered any 
computer viruses. 

“User has closed the notification balloon,” a CPO spoke as the balloon quickly 
disappeared from the screen. The Foreman acknowledged the CPO, “Affirmative.” Indeed, the 
system did not have any security software installed. Not only was there no security software, but 
the User did not even bother to open up the Windows Security Center and enable the setting that 
would prevent such reminder balloons from appearing every time the User would boot up the 
machine. There were plenty of antimalware solutions available, both paid and free, but Sean 


simply did not put too much thought into seeking out any such software. He believed that if he 


used proper discernment and judgment, he would be fairly safe from the wide array of cyber 
threats that seemed to be discovered on a rather routine basis. As it stood, Microsoft was making 
it one of their top priorities to address various security vulnerabilities that would be found with 
each Windows XP update. It seemed almost as if when one vulnerability was addressed, two 
more new vulnerabilities would take the former’s place. There were even third party developers 
who made it a priority of theirs to create software that would be designed to protect users from 
cyber threats before Microsoft could offer an official solution addressing the vulnerabilities. 

Clicking on the link to navigate to his Gmail inbox, the webpage loaded, and Sean could 
see that he had one new email which he had received during the night while he was asleep. The 
User looked at the subject line of the email and read it verbatim, “hey guess what!!! You totally 
have to see this!” Sean raised an eyebrow and let out a light chuckle as he read the subject line 
again. He was not sure who would send him such a ridiculous sounding email at three in the 
morning. Looking at the sender’s name, Sean immediately recognized the email’s sender as his 
good friend Daniel. Though it had been a few weeks since Sean had personally seen Daniel, he 
immediately became curious as to what Daniel was supposedly trying to show him. However, 
Sean could not help but notice that Daniel’s message header sounded a bit out of character, for 
Daniel was not really the type of person to write an email header in such a sensational manner. 
Sean was a bit skeptical at first, but he just assumed that Daniel must have been in a joyous 
mood when he sent the message. 

Sean clicked on the email and opened it. The user examined the body of the email, “yo 
guess what?! I found this totally kool video! You gotta check it out! I bet ur gonna be laughing so 
hard with how super funny it is!” Sean raised his eyebrow yet again; he was not sure why Daniel 


was writing to him in such a strange way. Sean had emailed Daniel in the past multiple times, 


and he never composed himself as if he was authoring a low quality tabloid magazine. There was 
no greeting and no signature; all the email contained was four short sentences and a hyperlink 
underneath the message. Sean studied the hyperlink and read it over in his head, ‘Todays daily 
free videos? What kind of website is this?’ Though Sean had the option of replying to the email 
to ask Daniel why he was conducting himself in such an aberrant manner, he opted against doing 
so because he believed that it would be a good while before Daniel would reply to him. 
Furthermore, Sean wanted to address his curiosity as soon as possible; he did not want to wait 
around while he could potentially be missing out on what he believed to be a very funny video. 
Sean entertained one more thought before proceeding further: He considered going 
downstairs to pick up the landline phone to call Daniel, but he was not sure if Daniel was home 
or not. Sean and Daniel did not work together, and Sean was having a hard time remembering 
whether Daniel was working today; he did not want to bother Daniel if he was indeed at work. 
After going over the possible options he conjured up in his mind, Sean decided that he would 
click on the link to quench his curiosity. The user moved his cursor over the hyperlink, and once 
the cursor turned into a pointing hand, Sean clicked on the link and watched as it navigated him 
to the website he clicked on. Upon arriving at the website, Sean studied what he saw: The user 
was greeted by a simple gray background with black lettering reading, “High-quality daily funny 
videos.” Underneath the black lettering were four video thumbnails: There was an image of a cat 
standing on his hind legs, an image of a woman riding a jet ski, an image of a woman on a tire 
swing, and an image of a helmeted man riding inside of a shopping cart. Each video was given 
the same title displayed directly underneath each thumbnail, “Today’s funny video.” Sean 
thought back to the email he had just read, and he did not remember Daniel telling him about 


multiple funny videos that he should watch. There were four videos here, and with no context in 


the email to go on, Sean would have to watch all four videos and only guess which video Daniel 
was trying to show him. 

With the rather strange website before his eyes, Sean considered replying to the email to 
ask Daneil for some clarity regarding which video he was being recommended to watch, but at 
the end of the day, it was Sean’s day off, and he did not have much else planned to do during the 
day. The user decided that he would just have to start with the first video represented by a picture 
of a cat standing on its hind legs. Sean moved the cursor over the thumbnail and watched as the 
cursor turned into a pointing hand, indicating that the image was a clickable entity. Sean clicked 
on the image and watched as a new Internet Explorer window opened up. The window was 
initially white, but after just a couple seconds, a video box appeared in the center of the window. 
The video box appeared rather simple: It was a simple black square with a gray video control 
panel on the bottom of the box with basic controls such as play, rewind, and a volume slider. 
Sean studied the rudimentary video player, but his eyes were then drawn to white text which 
simply read, “Loading...” displayed in the center of the box. 

Sean waited a few moments, but nothing happened. He was beginning to wonder whether 
the video was still loading or if the website he was connecting to was experiencing some sort of 
technical difficulty. However, after a few seconds, an error box suddenly appeared in the center 
of the screen. The error box was actually part of the webpage, but Sean could not tell it was not a 
true error box because the website creator had disguised the box to look like it was a Windows 
XP dialog box. It had the same blue top bar, and it even had the same error icon in the shape of a 
yellow triangle containing a black exclamation point. The text inside of the fake error box read, 
“Video ActiveX Object Error: Your browser cannot display this video file. You need to download 


new version of Video ActiveX Object to play this video file. Click Continue to download and 


install ActiveX Object.” Ignoring the grammatical errors contained within the popup, Sean 
hovered his cursor over the button which read ‘Continue’ and watched as the button was 
highlighted. In the same second, a little context bubble appeared where his cursor was, “You 
must download Video ActiveX Object to play this video file.” 

Sean was initially confused as to what Video ActiveX Object was supposed to be; he was 
unfamiliar with any software bearing such a name. However, Sean acknowledged the fact that he 
was overall not too familiar with a great deal of software available to his computer; After all, he 
primarily used the Internet for simple web surfing and other rather simple tasks. Sean decided 
that it would be worth his time to download the Video ActiveX Object. If he did not download 
the program, then he would not watch the video he was curious about, and he would not be able 
to discuss the video with Daniel the next time he would see him in person. Though computer 
security was not on his mind, Sean did not see any reason as to why he should not go ahead and 
download the necessary software required for him to view the video in his web browser. Sean 
moved his cursor around the screen before circling it back around to click the ‘Continue’ button, 
sending a request to the website he was on to download the Video ActiveX Object. 

With the request sent, a CPO spoke to the Foreman, “The User is attempting to download 
a file called setup.exe.” The Foreman gave a nod and proceeded to give instruction to another 
CPO in the Control Panel, “Acknowledged. Display a prompt asking whether the User wants to 
run or save the file.” The CPO pressed a few buttons on his console, and the Foreman watched as 
a legitimate Windows dialog box appeared on the screen asking the User whether he wanted to 
run or save the file ‘setup.exe’. The Control Panel fell silent for a few seconds, and all of the 
personnel in the Control Panel watched as the User moved the cursor over to the ‘Run’ button. A 


CPO spoke as the button was clicked, “The User wants to run setup.exe.” The Foreman had a 


question to the CPO, “Acknowledged. Do we know if the publisher of setup.exe can be 
verified?” The CPO picked up the handset on his console and pressed a button to contact another 
program. The responding program spoke over the communications line, “Windows Firewall. 
Awaiting orders.” The CPO replied to the program, “This is the Control Panel. The User is 
downloading setup.exe from the Internet. Can the publisher of this program be verified? Over.” 

The Windows Firewall Operator checked the available list of trusted program publishers 
and compared it to the publisher listed on the digital signature of setup.exe. However, setup.exe 
did not have any publishing information listed on its digital signature. The WFO replied to the 
CPO, “Control Panel, this is Windows Firewall. We are unable to verify the publisher for 
setup.exe. Over.” The CPO spoke over the communications line before terminating the 
connection, “Affirmative. Out.” Once he disconnected from the call, the CPO informed the 
Foreman regarding the status of setup.exe, “Negative. The publisher of setup.exe cannot be 
verified.” The Foreman followed the standard protocol for dealing with files that have unverified 
publishers, “Acknowledged. Send the User a security warning for confirmation.” A different 
CPO spoke up to take the task, “Acknowledged. Sending prompt now.” The Foreman watched 
the monitor as the security warning appeared on the screen; it would be the last measure 
preventing the program from being run on the machine. 

Sean’s eyes were drawn to the new dialog box that appeared on his screen. Though it had 
been a box he had seen before when downloading unsigned programs from the Internet, the red 
shield icon with the white ‘X’ in the center of it still caught his attention. Sean knew that this 
dialog box was the last thing standing between him and the program he believed he needed to 
view the funny video he wanted to see, so he only spent mere seconds looking at the box before 


clicking on the ‘Run’ button. Meanwhile in the system, the Sending & Receiving Center saw one 


file approaching the download bay. A Sending & Receiving Operator approached the incoming 
file and viewed it: The file itself did not seem too extraordinary; it was labeled as setup.exe and 
had a filesize of five megabytes. When the SRO saw that the download bay had successfully 
received the file, he called out to the rest of the SROs in the vicinity, “A file with the name 
setup.exe has been successfully downloaded.” The Sending & Receiving Manager spoke to the 
SRO, “We have incoming orders from the Control Panel: The User wants to run setup.exe. Send 
setup.exe to the Task Manager.” 

The SRO replied to the SRM, “Affirmative. Sending setup.exe to the Task Manager.” The 
SRO removed a white handheld radio that was clipped to his white belt and spoke into it while 
turning to the SRO manning the Data Crane, “Attention. We have orders to send setup.exe to the 
Task Manager.” The SRO in the Data Crane replied using the integrated communications device 
built into the crane itself, “Copy all. Sending file setup.exe to the Task Manager.” As the crane 
operator lowered the load hook down on setup.exe, a small group of SROs all wearing the same 
white clothing as all of the other programs in the system approached with small ladders that 
would help them stand on top of the 5 MB file to attach the hook to the file. However, the SROs 
working on the floor all wore white hard hats instead of white caps. After affixing the load hook 
to the file, the SROs dismounted the file package and moved the wheeled ladder away from the 
surrounding area; they did not want the Data Crane to knock it over. After everybody was at a 
safe distance away from the package, the SRO spoke to the crane operator with the radio, “The 
file is hooked and ready.” The crane operator replied before hoisting the data file upwards, 
“Copy. Lifting the file.” 

The crane maneuvered the file through the Sending & Receiving Center before lifting it 


in front of a door that was labeled ‘TO TASK MANAGER’ in gray lettering. The door 


automatically opened to reveal a conveyor belt that extended itself to allow the crane to drop the 
file on the belt. The crane slowly lowered the file on the conveyor belt, and there was another 
group of SROs standing near the conveyor belt ready to prepare the incoming file for shipment to 
the Task Manager. When the crane lowered the file on the stopped conveyor belt, an SRO was 
already prepared to detach the load hook from the file. When the SROs were sure that the file 
would not suffer any damage from detachment from the hook, they released the file and spoke 
over their communications device to the crane operator, “Detachment successful.” The crane 
operator retracted the crane and moved it back to its initial location, “Affirmative. Returning to 
idle status.” With the file on the conveyor belt, the SROs stood clear of the belt, and they gave 
the file’s status to the SRO responsible for operating the conveyor, “The file is ready for 
transportation.” The conveyor operator replied as he pressed the button to start the conveyor belt, 
“Affirmative. Sending file setup.exe to the Task Manager.” The conveyor belt started up, and the 
file package departed from the Sending & Receiving Center. 

The Foreman saw there was one program currently using the line of his communications 
device. The Foreman picked the handset up and spoke into it, “This is the Control Panel. Send 
traffic. Over.” The calling program responded, “This is the Sending & Receiving Center. The file 
setup.exe is currently en route to the Task Manager. Over.” The Foreman gave a simple reply to 
the SRO he was speaking to, “Acknowledged. We will notify the Task Manager. Out.” Without 
setting down the handset, the Foreman pressed a button on his console that would contact the 
Task Manager. The Task Manager promptly answered the call, “Task Manager. Ready for 
orders.” The Foreman spoke to the Task Manager, “This is the Control Panel. The Sending & 
Receiving Center has just sent the file setup.exe to you. The User wants to run this file. It should 


arrive shortly. Over.” The Task Manager replied and ended the transmission, “Copy all. The file 


will be launched upon arrival. Out.” The Foreman disconnected from the communications line 
and sat the handset back down on the console. Like most of the equipment in the system, the 
handset was colored the same white color that all of the programs wore, giving it a very sterile 
appearance. The entire system had a very sterile appearance to it, and all programs knew what 
they had to do at all times. They only had their programming to follow. 

Sean only had to wait a few seconds before he saw a new window open up in front of his 
browser: It was a setup assistant that informed him he would be installing a program called 
“Video Web Player Application’. Sean was caught off guard for a moment; he thought he was 
supposed to be downloading a file called Video ActiveX Object. Nevertheless, Sean wrote the 
discrepancy off as Video ActiveX Object simply being another name for Video Web Player 
Application. Sean looked at the window and could see a big wall of scrollable text describing a 
license agreement which he would have to accept before the program would be installed on his 
computer. Below the textbox was a checkable box with the accompanying text, “I accept the 
terms in the License Agreement.” Sean moved his cursor over to the box and clicked on it, 
leaving a green checkmark in the center of the box and subsequently unlocking the button which 
was labeled ‘Install’. Sean moved his cursor over to the ‘Install’ button and prepared to click on 
it, but first, he briefly took one look at the wall of text contained in the textbox that constituted 
the program’s license agreement. 

Having no intention to read the license agreement, Sean disregarded anything it said and 
clicked on the button to install the program. Proceeding to the next stage of the installer, Sean 
watched as two progress bars appeared on the screen. The first progress bar was labeled, 
“Downloading additional components,” while the second progress bar was redundantly labeled, 


“Downloading components.” While both progress bars rapidly filled themselves up and cleared 


themselves with green bars over and over again, Sean briefly saw a Windows Command Prompt 
window appear and then suddenly disappear. The Command Prompt window appeared yet again 
before disappearing once more. Sean had no time to read what any of the Command Prompt 
windows were saying, but before he could do anything else, he could hear a phone ringing 
downstairs. Briefly forgetting what he was intending on doing on his computer, Sean stood up 
from his desk and moved out of his room to answer the phone. As he exited his room, Sean 
moved quickly; his phone only rang a few times before the answering machine would answer the 
phone for him. 

Sean hurried downstairs and ran into the kitchen as the phone continued to ring. Finally 
arriving at the phone in time, Sean picked up the phone and answered, “Hello?” The person on 
the other end of the phone replied, “Hey Sean, it’s Daniel.” Sean gave a chuckle to his friend, 
“Hah. Hey Daniel. I just saw your email. I was about to check out what you sent me.” Daniel 
was confused, “My email?” Sean let out another chuckle, thinking that Daniel was messing with 
him, “Hah-ha! Yeah, you don’t remember the email you sent me? Darn. You must’ve just woken 
up not too long ago if you sent me that email at three in the morning.” Confused, Daniel replied, 
“Sean, I don’t know what you’ re talking about.” Sean was now confused, “What?” Daniel then 
spoke, “Yeah, I didn’t send you an email, but I did leave my computer running last night while it 
was doing a virus scan. I downloaded this one thing yesterday that did some weird stuff to it. I 
was going to ask you if you may know anything about it. I woke up and found my computer with 
a blue screen. I think I’m going to have to reinstall Windows.” 

Sean did not put two and two together yet, “Ah, that doesn’t sound good. Do you 
remember how you got this computer virus?” Daniel replied, “Uh-huh, I think so. I got this email 


yesterday from one of my colleagues that said something about watching a funny video on the 


Internet. I clicked on the link and downloaded this thing. It said I needed it installed to watch the 
video. The next thing I know is that my computer was being flooded with all of these crazy error 
messages and stuff. I downloaded an antivirus to try and get rid of it, but it was getting late, so I 
let the scan run overnight. When I woke up today to see what the scan found, I saw that my 
computer had a blue screen with all of this white text all over it. I tried restarting my computer, 
but it wouldn’t go away. As far as I know, my computer’s messed up.” Sean compared Daniel’s 
story to what he had just experienced moments ago, “Wait, so you say that you got an email 
asking you to watch a funny video, and when you got there it wanted you to download something 
to play it?” Daniel replied, “Yep. That’s right.” Sean immediately felt a pit in his stomach, 


“Uh-oh.” 


Chapter 2 


Trojan:Win32/Chaos.A 


“The file setup.exe is approaching at Bay 4,” a Task Handler spoke to the Task Manager 
as the console he was manning alerted of an incoming file. The Task Manager looked over to 
Bay 4 and replied to the Task Handler, “Affirmative. Launch the file as soon as it arrives.” After 
only a few seconds, the doors to Bay 4 opened, and the file package slowly emerged from the 
conveyor belt before being secured to a large mechanical arm by a group of Task Handlers 
wearing hard hats. The Task Manager watched the Task Handlers work behind the glass which 
separated him from the large wall of program files which were plugged into various sockets on 
the wall all labeled with oversized seven segment displays bearing the process identification 
number of each active process. “The file is ready for launch,” a Task Handler spoke as he 
stepped away from the mechanical arm which grasped the program file. Another Task Handler 
took out his handheld radio and spoke to the Task Handler responsible for operating the 
mechanical arm, “The file setup.exe is ready to be launched. Launch the file when ready. Over.” 
The operator of the mechanical arm held the talk button and spoke over the communications line 
just before he began to manipulate the file package with the arm, “Affirmative. Commencing 


launch of setup.exe now. Standby.” 


The Task Manager along with the Task Handlers on station watched as the mechanical 
arm lifted the package file from its resting location and carried it to one of the several open slots 
on the process wall. After reaching out and pressing a button, the Task Manager picked up the 
communications handset on his console to speak to the mechanical arm operator, “Assign 
setup.exe to PID 3218. Over.” The mechanical arm operator replied as he plugged the program 
file into an empty socket, “Affirmative. Assigning setup.exe to PID 3218. Standby.” When the 
arm operator finished holding the push-to-talk button to speak to the Task Manager, he used the 
keypad on the left side of his instrument panel to assign the file with a process identification 
number while he was still plugged into the socket along with the file package. Upon finishing his 
task, the arm operator held down the push-to-talk button on the instrument panel and spoke to the 
Task Manager, “PID 3218 successfully assigned to setup.exe. The file is ready to be launched.” 
The Task Manager proceeded with protocol, “Affirmative. Disconnect from the file. Over.” The 
mechanical arm operator did as instructed and disconnected the arm from the file package and 
returned it back to its idle location while announcing it over the communications line, “File 
disconnection successful. Returning to idle status. Out.” The Task Manager disconnected from 
the communications line and placed the handset back on the console. With everything set in 
place, there was only one thing left to do: The Task Manager spoke to one of the Task Handlers 
in the Task Control Room with him, “Launch setup.exe.” The Task Handler gave a nod before 
pressing a few buttons on his console and speaking, “Launching setup.exe now.” 

Chaos opened his eyes as he was being installed. Looking down, Chaos watched as his 
body materialized from a stream of zeros and ones that all manifested into physical parts of his 
body. Though Chaos was the same overall shape as many of the other programs on the system, 


he had some differences which set him apart: The most obvious difference between Chaos and 


the other programs was that Chaos wore red and black. Not only were his clothes different 
colors, but the style of clothes he wore was entirely different as well: Chaos wore a red battle 
dress uniform shirt with red cargo pants, black combat gloves, and black combat boots. As more 
of Chaos began to materialize, a black tactical vest formed over his battle dress shirt, and a black 
balaclava obscured the majority of his face, save for the two simple eye holes that allowed him to 
see. A black holster soon materialized on his right thigh, and inside the holster formed a black 
semi-automatic pistol. On Chaos’ back, a black semi-automatic shotgun materialized along with 
a matching black sling for the shotgun that went over his tactical vest. 

Finally, a fully-automatic 5.45mm rifle formed in Chaos’ hands, connected to yet another 
black sling that overlapped the sling for his shotgun. Additional ammunition for his three 
firearms formed inside of his pockets on both his clothes and his tactical gear, and after forming 
a few more additional pieces of kit for the program, Chaos was ready to accomplish the tasks 
given to him by his programmer. Developed from a fork of the Zlob Trojan, Chaos shared many 
similarities to the software he was based on, but he had some additional functionalities not 
present in the variant he was forked from. While he would still seek to download additional 
malware to infect the system, he had a few tasks he needed to accomplish first, and he would 
start with disabling the Task Manager. With all of his features initialized, all Chaos needed to do 
was to get to work. Chaos looked at the exit to the Setup Chamber and pushed the door open 
while holding his rifle in his right hand. 

Stepping into a simple white hallway, standard for practically the entire system’s 
architecture, Chaos began walking down the hall towards the Task Control Room while checking 
his weapons: Chaos checked the rifle in his hands by pulling the charging handle found on the 


right of the weapon back until it collided with the safety lever which prevented the charging 


handle from coming all the way back and cycling the weapon’s action. Performing a brass check 
on his weapon, Chaos nodded to himself when he could see that his weapon was indeed loaded 
and ready to fire. After releasing the charging handle and letting the bolt return back into battery, 
Chaos let go of his rifle and let the sling bear its load as he reached for the handgun that was kept 
in his holster. Removing the handgun from the fabric holster, Chaos briefly examined it in his 
hand before partially pulling the slide backwards to check the weapon’s chamber. Seeing that a 
round was in the chamber, Chaos let go of the slide and let it return forward. The pistol Chaos 
held did not have a manual safety, but it did have a trigger that could not be pulled unless the 
user pushed the middle section of the trigger down while pulling the rest of the trigger at the 
same time; some would refer to it as a ‘safe action’ handgun. 

After returning the 9mm pistol back to its holster, Chaos reached towards his back to pull 
out the semi-automatic 12 gauge shotgun he was programmed with. Grabbing the shotgun, 
Chaos partially pulled back the right-side charging handle to take a look inside of the chamber 
and confirmed there was a round in the chamber that was ready to fire. The trojan then reached 
undermeath the shotgun and attempted to slide his finger into the magazine feeding port, but 
when his finger would not go into the magazine tube, he knew that his shotgun had a full 
magazine of shells ready to fire. The safety on the shotgun was still engaged, evident by the 
safety plunger bearing a white dot instead of a red dot. Pushing the plunger down would 
disengage the safety, and when the plunger would emerge from the opposite side of the trigger 
guard, it would indicate the weapon was ready to fire with a red dot. Now that his weapons were 
all checked and ready, Chaos had to decide which weapon he wanted to use first. He did not get a 
look at the layout of the Task Manager’s command center, so he did not know what to expect. To 


reduce the probability of needing to change weapons, Chaos decided that he would select his 


rifle. Chaos pushed the shotgun back behind his body, and he reached down to grab the rifle 
which was being held in front of his torso by the sling he was wearing. 

Chaos grabbed the black polymer handguard with his left hand while he rested his gloved 
index finger on the top of the safety lever, preparing to flip it to one of the two fire modes on his 
rifle. The trojan could see that he was about to arrive at two doors: One door was straight ahead 
of him, but the second door was off to the right. Neither door was labeled, but Chaos thought that 
he should try the door on the right first. After all, it might lead him straight to the Task Manager. 
Letting go of the rifle’s handguard with his left hand, Chaos reached out and briefly hovered his 
hand in front of the button that would automatically open the door. Preparing himself to meet 
whatever was on the other side of the door, Chaos pressed the button and watched as the door 
automatically opened. The trojan moved forwards and returned his left hand to grip his rifle’s 
handguard again as he moved past the doorway. After only a second, the automatic door he 
moved through closed itself, alerting the occupants of the room to the presence of a new 
program. The first program to spot Chaos was none other than the Task Manager himself, “Who 
is this program?” None of the Task Handlers had ever heard the Task Manager say such a thing, 
and they all looked in confusion and astonishment as they suddenly encountered a situation they 
were not programmed to handle. 

Chaos began moving forwards while raising his rifle at the Task Manager. The trojan 
flipped down the safety lever and stopped moving to aim his rifle at the Task Manager’s center of 
mass. Without any further hesitation, the trojan squeezed the trigger and fired the rifle. A single 
shell casing ejected from the rifle as the round flew towards the dumbfounded Task Manager 
simply stood still; he was not programmed to deal with a situation involving an armed program. 


The Task Manager found himself suddenly struck with a sharp pain in his torso. Though the 


sound of the rifle firing quickly filled the room with its explosive echo, the Task Manager was 
swept off his feet by the sheer force delivered straight to his body by the rifle. Hitting the ground, 
all the Task Manager uttered was a grunt before blood started spilling from his open wound. 
Dispatching the Task Manager, Chaos started proceeding forwards again, but this time, he began 
to fire his weapon at the Task Handlers which were starting to question the nature of the 
situation, ““What’s going on here?” 

Chaos fired a round at a nearby Task Handler which was stationed adjacent to the Task 
Manager, but the shot missed and struck the wall on the other side of the Task Control Room. 
Realizing that he was less accurate while walking, Chaos stopped moving and steadied himself 
before taking another shot; this one struck the Task Handler in the head, and he quickly collapsed 
to the ground without even getting a chance to utter a grunt. Multiple Task Handlers began to 
depart from their posts, but they had no idea what they were supposed to do. There was no 
program for them to call for support, and they also did not know if they could leave the room; 
After all, the Task Handlers had only been to their quarters and the Task Manager’s command 
center. They knew absolutely nothing about the system’s layout, so they did not know anywhere 
they could hide. Quite a few Task Handlers stepped a few meters away from their regular posts 
in the Task Control Room while shouting various phrases such as, “The Task Manager has been 
terminated! The system process has been disrupted! This function cannot operate normally!” All 
the while, Chaos continued encroaching on the Task Handlers while firing shots when the Task 
Handlers crossed paths with the sights on his rifle. While Chaos was a skilled marksman, he still 
had some difficulties hitting moving targets, and this difficulty was amplified when he was also 


on the move. 


After successfully terminating two more Task Handlers with his rifle, Chaos could see 
that he still had several more targets he needed to take down in the room. However, knowing that 
he still had other objectives to accomplish as part of his programming, Chaos thought that he 
might as well see what the Task Handlers knew before he terminated them. Approaching one of 
the Task Handlers confused due to the sudden system interruption, Chaos raised his weapon and 
aimed it at the program slowly backing away from a control console, “Stop right there!” The 
Task Handler obeyed Chaos, but the trojan was not sure if the Task Handler stopped because he 
was armed with a rifle or because programs on the system were customarily used to following 
orders. With the Task Handler looking directly at Chaos, the trojan spoke, ““Where is the Group 
Policy Manager?” The Task Handler had knowledge of the process which handled group 
policies, but he had no idea where the physical location of the Group Policy Center was on the 
system, “Location unknown.” Unsatisfied with the answer, Chaos pulled the trigger on his rifle 
and shot the Task Handler in the throat. The Task Handler fell to the floor and firmly grasped his 
throat while blood spewed out of his wound, but after only half a minute of writhing in pain, the 
Task Handler went limp and expired. 

With yet another Task Handler terminated, Chaos looked at the remaining Task Handlers 
in the room. At this point, they had all stopped moving entirely. Even if they had only been 
slowly backing away from their posts, they seemed to have figured out that they were not even 
going anywhere by doing so. Staring at the trojan, the Task Handlers stood in silence, and they 
hardly reacted to the trojan raising his rifle and flipping the rifle’s fire selector up one notch to 
fully-automatic before firing indiscriminately at the Task Handlers. All the remaining Task 
Handlers in the Task Control Room were struck by the hail of gunfire, but quite a few rounds 


impacted the glass separating the control booth from the wall of active processes, causing it to 


shatter. When the room fell silent again, Chaos lifted his finger off the trigger and found that it 
did not reset, indicating that his weapon was empty. Slowly creeping forward to see what 
damage he had caused, Chaos looked around the room and watched as the last standing Task 
Handler finally succumbed to his injuries and collapsed on the ground. 

Approaching the end of the Task Control Room, Chaos stopped moving forwards and 
looked around at the large wall of active processes. The trojan was quite astonished to see just 
how many processes were running on one machine, and he could see that his own process was 
still active as well using PID 3218. Chaos then looked down at the Task Handlers standing 
around with their white hard hats and silently looking up at the trojan. Seeing that the white hard 
hats looked like inviting targets, Chaos reached into one of the pouches of his tactical vest and 
pulled out another thirty round magazine for his rifle. With the magazine in his hand, Chaos 
placed the front side of the magazine on the rear of the magazine release paddle and rocked the 
first magazine out of the rifle by pushing it forwards, successfully depressing the magazine 
release paddle and ejecting the empty magazine from the rifle’s receiver. The empty magazine 
flew forwards until it landed on the platform which the Task Handlers stood on. One of the Task 
Handlers bent down to examine the polymer magazine, and when he picked it up, he silently 
inspected it while his colleagues watched. 

Inserting the new magazine into the lower receiver of the rifle, Chaos inserted the front 
lip first and rocked the magazine back until it interfaced with the release paddle and locked the 
magazine in place. The trojan gave the newly-inserted magazine a little tug to make sure it was 
properly seated before he flipped the rifle over to its right side, grabbed the charging handle with 
his left hand, and pulled the charging handle as far back as the weapon would allow. Chaos held 


the charging handle back for a second and looked down at his targets before letting go of the 


charging handle and chambering a round into his rifle. Finally with his rifle ready to fire again, 
Chaos looked down the rifle’s sights and aimed at the Task Handler that was holding the spent 
magazine. The Task Handler looked back at Chaos as he saw the rifle’s barrel turn towards him, 
but the program did not bother fleeing. Chaos brought the fire selector back down to the lower 
notch, reengaged the weapon’s semi-automatic fire mode, and he squeezed the trigger once the 
white hard hat of the Task Handler lined up in his sights. After the loud crack of the rifle echoed 
through the Task Control Room, the Task Handler holding the magazine fell backwards with a 
hole through his hard hat, and he dropped the magazine. The other Task Handler near their fallen 
comrade slowly backed away as they watched the hard hat fall off of the terminated Task 
Handler’s head and roll on the floor until it stopped. 

Chaos did not bother waiting for the other Task Handlers to look back in his direction: He 
pushed the selector switch up one notch to switch his weapon back to fully-automatic and 
squeezed the trigger yet again while keeping his rifle on target to engage the rest of the Task 
Handlers. This time, all of the remaining Task Handlers collapsed before Chaos’ magazine ran 
out of cartridges for him to fire. Upon seeing the last Task Handler fall to the floor, the trojan 
took his finger off of the trigger and admired the terminated programs who littered the floor, but 
at the corner of his eye right, he could see that there was still one Task Handler who was not 
terminated: the operator of the mechanical tasking arm. Chaos briefly ejected his magazine and 
looked at the feeding lip to make sure that there were still cartridges for his rifle to fire, and after 
seeing that his magazine still had rounds in it, he inserted the magazine back into the rifle and 
aimed at the task arm operator. The Task Handler operating the arm only sat in his seat and 
looked at Chaos. Even if he abandoned his programming, exited the control seat of the task arm, 


and attempted to flee the scene, there was not anywhere he knew to go. The trojan aimed at the 


program, and he opened fire. With his weapon still set to fire fully-automatic, multiple rounds 
penetrated the cockpit of the task arm and struck the Task Handler, terminating him. 

Chaos only stopped firing when the few remaining rounds in his weapon were depleted. 
The trojan ejected the empty magazine with his hand first before reaching into one of the pockets 
on his tactical vest and pulling out another magazine for his rifle. The trojan rocked the magazine 
into the receiver of his rifle again, and after pulling the charging handle to chamber a round, the 
rifle was ready to fire again. As far as Chaos knew, his job in the Task Manager was complete, 
but he decided that he would make sure to leave his mark on the system before proceeding to the 
Group Policy Center: The trojan aimed his rifle up at the wall of active programs, and, with his 
rifle still set to fully-automatic, fired away at the wall, striking multiple programs and briefly 
disrupting the seven segment displays showing the processes’ PIDs. Chaos was not sure if his 
wanton waste of ammunition did any meaningful damage to the system, but he at least found it 
entertaining to leave multiple dents on the process walls at the expense of a full magazine of rifle 
cartridges. When the smoke cleared, Chaos noticed that he had managed to completely blank one 
of the segmented displays, indicating that he had likely done at least some damage to an active 
program. Now deciding that he spent enough time in the Task Control Room, Chaos turned 
around and directed himself towards the exit of the operating component. As he was walking to 
the door that would allow him to access the rest of the system, Chaos ejected the recently spent 
magazine and watched as it landed on the floor and rolled on its side before inserting another 
magazine into his rifle and pulling the charging handle to chamber a round. 

“Unexpected command boxes have appeared on the display,” a CPO announced as he 
spotted a few command prompts briefly appear and then disappear. The Foreman looked at the 


screen in disbelief; he had never seen command windows just appear and disappear in such a 


manner. After only a second later, another CPO spoke, “The process iexplore.exe has been 
unexpectedly terminated.” The Foreman had briefly looked towards the speaking CPO, but then 
he looked back up at the screen to verify with his own eyes that what the CPO told him was true. 
Sure enough, when the Foreman looked back up at the monitor, he could no longer see that 
Internet Explorer was running. Recognizing that there was some sort of problem going on, the 
Foreman announced his intentions to the CPOs, “I will contact the Task Manager and inquire as 
to why iexplore.exe has suddenly closed.” Pressing the button on the communications console 
that would contact the Task Manager, the Foreman picked up the handset and held it to his ear as 
he waited for the Task Manager to respond. However, there was no answer. The Foreman looked 
back at his communications console and thought that he may not have pressed the button to 
contact the Task Manager to begin with, but sure enough, the light next to the Task Manager’s 
label was blinking, indicating that the communication device was active but did not return a 
connection. 

Disconnecting from the communications line, the Foreman sat the handset back on the 
console. One of the CPOs asked, “Is the Task Manager busy?” The Foreman answered the CPO 
while looking at the handset, “The Task Manager failed to answer.” A different CPO provided a 
possible explanation, “Perhaps the Task Manager is crashing. Maybe the system is out of 
memory due to the recent installation of setup.exe.” The Foreman decided that he should try and 
contact the Task Manager again: He pressed the button to contact the Task Manager and picked 
up the handset. This time, he spoke first, ““Task Manager, please respond. Over.” There was 
silence on the communication line. The Foreman looked at the light, and it was blinking again, 
indicating that the communications device was not transmitting his voice whilst waiting for a 


response from the other end of the line. Regardless of the fact that he was not transmitting over 


the communications line, the Foreman still spoke, holding onto the hope that someone in the 
Task Control Room would hear him, “Does anybody copy? This is the Control Panel. We are 
attempting to contact the Task Manager. Over.” There was no response. 

After realizing that he was just wasting time, the Foreman sat the handset back on the 
communications console and closed his eyes as he slowly shook his head in perturbation. Just 
then, a light on the communications console lit up, indicating that there was a program 
attempting to contact the Control Panel. The Foreman hastily picked up the handset and 
answered it, hoping that he would hear the Task Manager’s voice, “Control Panel. Send traffic.” 
However, the Foreman became suddenly distressed when he heard the caller’s response, “This is 
the Group Policy Manager. An active program is currently making changes to the User’s group 
policy settings. We have attempted to contact the Task Manager, but we have received no 
response. Please advise. Over.” Before the Foreman could respond, he could hear loud bangs on 
the other end of the communications line, but he did not know what he was hearing. The 
Foreman spoke as the bangs became louder and more frequent, “This is the Control Panel, we are 
unable to contact the Task Manager either. We cannot intervene with the active program. Over.” 

Chaos moved through the sectors of the Group Policy Center as he fired his shotgun at 
every Group Policy Handler that he could find. A few times, the trojan spotted a few group 
policy settings that he needed to change, and he changed them accordingly: Chaos had disabled 
the User’s access to Task Manager, the Registry Editor, and System Restore. Now that he had 
made his changes, the Trojan just had to terminate all of the programs responsible for operating 
the Group Policy Center. Chaos rounded a corner and immediately took a shot with his shotgun 
while aiming from the hip. Chaos was having a difficult time hunting down all of the programs 


within the Group Policy Center; the GPC was organized with many different rows of group 


policy settings. It took Chaos long enough to change the three settings he was looking for, and it 
would take him even longer to eliminate all of the Group Policy Handlers and the Group Policy 
Manager. However, there was one thing cluing Chaos in regarding the location of one of his 
targets: He was able to hear somebody talking over the communications line. 

Chaos worked his way through the maze of group policy settings until he acquired visual 
contact with the Group Policy Manager, still speaking to the Foreman, “Have any other programs 
been able to contact the Task Manager?” Seeing something in his peripheral vision, the Group 
Policy Manager turned around and saw the unusually-dressed program aiming a shotgun at him. 
Chaos stood still and initially did not fire; he wanted to see what his target would do. The GPM 
spoke over the communications line to the Foreman, “An active program has changed multiple 
group policy settings. The active program is standing right in front of me.” After the GPM 
finished speaking, Chaos fired two blasts from his shotgun at the GPM, and one of the shots tore 
the GPM’s right arm from off his body. With his shotgun’s bolt locked back from depleting all of 
the ammunition in its tubular magazine, Chaos slowly walked forwards towards the wired 
handset that was dangling inches from the floor while inserting shotgun shells into the weapon’s 
magazine. When the magazine filled, the trojan pressed the bolt release button and inserted one 
more shell into the magazine tube to replace the shell that was loaded into the chamber. 

The Foreman heard the blasts of the two shotgun rounds discharged by Chaos, but he did 
not know that noises he heard were caused by a shotgun, “Group Policy, report your status. 
Over!” The Foreman’s wavering voice was beginning to gather the attention of the CPOs who 
turned around to look at the Foreman speaking louder than he usually did into the handset. 
Hearing no response, the Foreman’s eyes widened, his eyebrows raised, and his voice became 


less composed as he began to shout into the handset, “Group Policy, do you copy?! Group 


Policy! Group Policy, please respond!” Placing his free hand on the back of his head, the 
Foreman briefly looked up at the User’s screen, and he could see that there was a dialog box 
displayed on the screen. The dialog box read, “Video Web Player Application has been 
successfully installed.” The Foreman stood in complete silence for a few seconds before he heard 
somebody picking up the handset which had fallen on the floor. The Foreman initially believed 
that the GPM had decided to respond, “Group Policy, do you copy?! What’s going on in there?” 
The voice which the Foreman heard next deeply troubled him, “This is Group Policy. We have 
made some changes to the User’s settings, and there are more changes to come. Ill be sure to 
stop by and fill you in on the full extent of our changes...” 

Without disconnecting from the call, the Foreman dropped the handset and placed his 
now freed hand on his head, ripping off his white hat and letting it drop to the floor. A curious 
CPO inquired, “What is the situation?” The Foreman did not reply, but he instead backed up a 
few paces now with both of his hands atop his head. The Foreman then moved his hands from 
the back of his head to the front of his head until his hands were covering his face. The CPO 
repeated his question again, “What is the situation?” The Foreman initially refused to answer, but 
he decided that he would let his colleagues know what was going on, so he removed his hands 
from his face and said, “Malware has compromised the Group Policy Center. Our system is 
under siege.” The CPO replied, “The system has no antivirus software installed.” The Foreman 
gave a gloomy nod, “I know. There’s nothing we can do to stop him. We have to hope that the 
User will know what to do before it’s too late. Unless...” The CPO became curious, “Do you 
know of a solution?” The Foreman spoke his proposal, “What if one of us goes to the Task 
Control Room? We could manually disable the program that’s causing all of this.” The CPO’s 


reply was not what the Foreman wanted to hear, “Such a task is not in our programming. We are 


unable to accomplish it.” A different CPO spoke, “For you to have suggested such a solution 
indicates that you have strayed from your programming.” The Foreman raised his voice at the 
CPO, “The system is in danger! If we stick to our programming, we aren’t going to be able to do 
anything!” 

The CPO did not approve of the Foreman’s thinking, “We cannot deviate from our 
programming. If we do, we will put the system at risk of more danger.” The Foreman began to 
argue with the CPO, “Says who?! Are you just going to sit here while the system infection gets 
worse? We can end this now if we just find the Task Manager and get him to terminate the 
process from the Task Control Room.” The CPO answered the Foreman’s first question, “The 
developers programmed us the way we are for a reason. If we stray from our programming, then 
we will cause more problems. We should leave the situation to the User to deal with.” The 
Foreman did not accept the CPO’s response, “But what if the User can’t or won’t get rid of the 
malware?” The CPO gave a straight answer, though it was not satisfactory to the Foreman, 
“Then we will have to trust that the User will reinstall us.” The Foreman shook his head and 
lowered his eyebrows as he was beginning to grow frustrated with his colleagues’ dissent. The 
Foreman took a couple steps back before he took another look at the User’s screen from the giant 
overhead monitor. He looked back down at the CPOs and spoke to them, “I’m not going to let 
malware destroy this system! I’m going out there to deal with it myself!” 

ACPO had an objection, “We are not programmed to do your job. Other core system 
processes still regularly communicate with us on a routine basis. If you abandon your post, then 
these other processes will be unable to fulfill their objectives. You will be making the situation 
worse in the event that the User steps in to mitigate the threat.” The Foreman’s intentions 


remained unchanged, but his voice was more stern, “I’m leaving, and that’s final!” The Foreman 


pressed the button behind him to open the automatic door that would lead him to the system 
hallway. Stepping out of the Control Panel and turning his head to watch the door close behind 
him, the Foreman took a deep breath and shook his head. The Foreman did not even know where 
the Task Control Room was located; he had never departed from the same routine he took day in 
and day out. Out of all of the boot cycles the system went through, the Foreman was finally 
ready to explore the unknown parts of the system. He had no idea what was ahead, but he 
believed that he was ready to find out. However, now that he had officially abandoned his post, 
the Control Panel lacked their supervisor. The Foreman was prepared to forget everything he 
knew regarding his duties in the Control Panel. He felt that he had a bigger issue to attend to, and 


he was not going to let his programming get in his way, no matter what. 


Chapter 3 


Under New Management 


The CPOs turned around when they heard the door to the Control Panel sliding open. The 
CPOs were expecting to see the Foreman returning after hopefully having a change of intentions, 
but the program who entered the Control Panel wore red and black clothing instead of white 
clothing. Chaos stepped forth into the Control Panel holding his shotgun at hip level and waited 
for the door to close behind him. Once he heard the automatic door slide shut, Chaos raised the 
stock of the shotgun to his shoulder and shouted, “Listen up! This system process is now under 
new management!” The CPOs were still looking at Chaos, but they did not have anything to say; 
they knew that they did not have the means to stop the trojan. At the same time, a few of the 
CPOs were beginning to wonder what the Foreman would have done if he had still been in the 
Control Panel when the trojan showed up. Nevertheless, they had no idea where the Foreman 
was. 

The Foreman continued walking down the system directories as he looked for the Task 
Manager’s command center. All of the doors the Foreman passed were not labeled, and he was 
stopping to briefly check each room manually. While locating the system’s file directory key 
would likely help him find his way around the system, he had no idea where it was. Furthermore, 


he also had no idea if the directory key was still there or if the trojan roaming the system had 


already taken it for himself. After all, it did not seem like such a large length of time had elapsed 
since first losing contact with the Task Manager and then hearing the termination of the Group 
Policy Manager. The Foreman was at least hoping that he would see a program or two walking 
down the directories, but he was completely alone. Once the system was initialized, programs 
did not really have a reason to leave their posts. In fact, the Foreman never knew of a system 
program that abandoned his post. Perhaps he was the first one to go against his programming. 

With his shotgun stowed away on his back, Chaos approached the control console which 
the Foreman formerly utilized to monitor and control critical system functions. Chaos smiled 
through his balaclava as he looked at the many different options available to him. Of course, he 
knew that the next objective of his was to call in for more malware to enter the system, but first, 
he had something else in mind he wanted to accomplish. The trojan spoke to the CPOs, “Let’s 
send a message to the User. Let’s let him know that he’s been compromised. We’ll see if he 
knows what to do next.” The CPOs were not entirely sure what Chaos was telling them to do, so 
one of them spoke up, “Could you clarify your order?” The trojan looked up at the giant monitor 
displaying the User’s desktop and pointed towards the icons on the rightmost side of the taskbar, 
“Down there. Deploy a notification balloon for the User.” The CPOs now had a basic 
understanding of what Chaos wanted them to do, but they still had some uncertainty regarding 
the specifics, ““What should this notification balloon say?” Chaos thought for a few seconds 
before replying with his answer, “Give it a yellow warning icon with an exclamation point on the 
inside. Make the header say, ‘System Alert!’” 

Returning to his room with his phone still in his hand, Sean looked at his desktop just as a 
notification balloon appeared on the bottom right of the computer’s screen. The user quickly read 


the message to Daniel, “System Alert! System has detected a number of active spyware 


applications that may impact the performance of your computer. Click the icon to get rid of 
unwanted spyware by downloading an up-to-date antispyware solution.” Not knowing what Sean 
was reading, Daniel was confused, “What? Where do you see that?” Sean replied, “It just 
appeared at the bottom of my screen. Does that mean my computer’s infected?” Daniel did not 
exactly remember what he saw when his own machine was infected with malware, “Ehh... I 
don’t remember seeing that, but I mean if you downloaded a program to watch a video and now 
this is happening, I think your computer’s been infected, man.” Sean was unsure of what he 
should do next, “How do I stop it?” Daniel reminded Sean that he was unsuccessful at cleaning 
his computer, “I dunno. I tried installing an antivirus on my computer, but it didn’t get rid of it.” 
Not feeling assured, Sean replied by restating his original question, “What should I do?” 

Chaos grinned through his balaclava as he watched the notification balloon appear on the 
overhead monitor, “Very good. Very good. I have another task for you guys.” The CPOs were 
ready for the trojan’s orders, “Awaiting the next task.” Chaos replied, “Deploy two icons on the 
User’s desktop.” The CPOs did not have enough information to continue, “Insufficient input. 
Icon title, icon path, and icon image required.” Chaos frowned and shook his head, “Can’t you 
guys do anything on your own?” A different CPO promptly replied, “Negative. We are 
subordinates under the Control Panel Manager.” Chaos did not remember encountering a Control 
Panel Manager anywhere, “The Control Panel Manager? Where is he at?” The same CPO 
replied, “The Control Panel Manager has abandoned his post. You have assumed his position 
now.” The trojan raised his eyebrows, but his balaclava covered them, preventing the CPOs from 
seeing his facial expression overtly change. Chaos then gave his head a quick shake, “Well, I 
guess I can see why he’d leave. If I had to deal with this sort of act day in and day out, I’d 


probably be trying to leave as well.” 


Sean’s attention was returned to his computer screen when he spotted two new icons 
appear on his desktop: One was a blue shield with a white exclamation point in the center of the 
shield. The icon was labeled, ‘Online Security Guide’. The second icon was a green shield with a 
white checkmark in the center of the shield. The icon was labeled, ‘Security Troubleshooting 
Guide’. When the icons appeared on his desktop, Sean’s cursor turned into the hourglass which 
indicated that the system was busy. The user spoke over the phone to Daniel, “What’s this?” Still 
only communicating via landline telephone, Daniel could not see what Sean was talking about, 
““What’s what? What do you see?” Sean replied as he pointed at the two icons on the desktop as 
if Daniel was in his room with him, “Two new icons just appeared on my desktop!” Daniel could 
not see the icons Sean was talking about, “New icons? When did they show up?” Sean took a 
step away from his computer as he replied, “Just now!” Daniel knew that Sean’s computer was 
compromised, but he was not too sure what Sean should do about it, “Do you have an antivirus 
on your computer?” Sean shook his head out of habit and replied, “Erm... No, I don’t think so.” 
Daniel gave advice to his friend, “Unless you know how to manually remove the virus yourself, 
you should probably install an antivirus program on your computer.” 

“Connection successful,” a CPO reported. Chaos nodded and replied, “Excellent. OK. Is 
it downloading?” The CPO said, “Two programs are currently downloading. The programs are 
named quake.exe and apex.exe respectively. Estimated time of completion is ten seconds.” 
Chaos asked another question, “Where are the programs going to show up at?” The CPO 
answered the question, “Programs quake.exe and apex.exe will arrive at the system’s Sending & 
Receiving Center.” Though he had picked up a copy of the system’s file directory key on his way 
to the Group Policy Manager, Chaos decided against venturing to the Sending & Receiving 


Center himself to greet the two new incoming programs that were being downloaded to the 


system. Instead, he came up with another idea to mess with the User, “Alright... Say, you know 
what? Can we change the User’s desktop background?” A CPO answered the question, “The 
User’s desktop wallpaper can be changed to an image present on the computer, or it can be 
changed to a webpage.” Chaos grinned and replied, “Let’s make that a webpage.” The CPO then 
said, “Awaiting webpage path for desktop wallpaper change.” 

“Do you think you could perhaps come over and help me out with this?” Sean asked 
Daniel. Daniel took a deep breath before replying and somewhat dodging the question, “Agh... 
You know, I still have to fix my own computer. I haven’t reinstalled Windows yet on my 
computer, and I don’t really want to do that because I have some important files that I don’t want 
to lose. Do you have anything on your computer you don’t want to lose?” Sean paused to think 
for a moment before he replied, “Uhh... I don’t really save too much stuff on my computer here. 
Pretty much all of my important stuff is on my computer at work.” Before Daniel could think of 
a response, Sean looked back at his computer screen and recoiled at the sight of his desktop 
background suddenly changing to a completely black image with red lettering on the center of 
the screen reading, ‘YOUR SYSTEM IS INFECTED!’ Sean reported what he was seeing to 
Daniel, “Now it says that my system is infected! It just changed my desktop background!” 
Daniel replied with a way to buy some time, “You should turn off your computer before it gets 
worse.” Sean knew that turning off the system would obviously stop the active programs that 
were running, but he was beginning to worry that if he powered off his system, it would not 
power on again, “But what am I going to do then?” Daniel’s voice implied uncertainty, “We’ll 
have to figure that out later.” 

Approaching the zone reserved for incoming files within the Sending & Receiving 


Center, Apex and Quake raised their belt-fed machine guns at their hips and started to open fire 


as soon as they spotted the Sending & Receiving Operators in the Sending & Receiving Center. 
The SROs were gunned down quickly as the virus and worm opened fire, and the entire area 
became filled with smoke from the burning gunpowder accompanied with the noise from the 
rounds being fired. The two new malware programs wore the exact same outfit which Chaos 
wore, but they carried 7.62mm belt-fed machine guns rather than the rifle, shotgun, and pistol 
which Chaos wielded. The Sending & Receiving Manager watched as a few SROs were 
suddenly gunned down before he picked up the handset and sent an outgoing communications 
request to the Control Panel. Chaos looked down at the control console he was standing in front 
of as a light flashed next to the handset, indicating that someone was on the communications 
line. Chaos picked up the handset and spoke first, ignoring the proper protocol for speaking over 
the communications line, ““What’s up?” 

The SRM did not recognize the voice of the program who answered, but he spoke 
anyways, “Control Panel, do you copy? We have two programs entering the system with 


1? 


weapons! They’re attacking the system! Over!” Chaos gave a slight chuckle as he thought of the 
response he would give to the SRM, “Heh... Yeah, about that. This is our system now.” The 
SRM was confused, “I didn’t copy. Say again? Over.” Chaos did not bother replying; Rather, he 
stayed on the line and continued to grin before he heard the SRM suddenly yelp as he was struck 
by multiple rounds fired by the machine guns Quake and Apex carried. Chaos finally spoke after 
he heard silence on the line, “Good talk, yeah? Alright, bye now.” The trojan put the handset 
back on the console after he was finished speaking with the now terminated SRM. After a few 


moments, Chaos saw that there was another pending transmission coming in on the 


communications console. The trojan picked up the handset again and said, “What’s up?” 


The virus replied when he realized that he was speaking to the trojan, “It’s Quake. We’ve 
terminated all of the programs here. There is no antivirus or anything stopping up from 
commencing with the main attack. Are you ready?” Chaos gave a nod and a grin before he 
replied, “Sounds good. I'll call them in now. Since there’s no antivirus active, you guys can do 
whatever you’d like. I’ll be here in the Control Panel if you need me. Alright?” Quake replied, 
“Righto. We’ll get started. Bye now.” Hearing that Quake had finished his transmission, Chaos 
returned the handset back to the console which held it, and he began to issue a new order to the 
CPOs, “I’ve got a new IP address I want you guys to connect us to. We’re gonna download 
something else.” A CPO turned towards the trojan and asked, “What IP address do you wish to 
connect to?” With the balaclava still obscuring his mischievous grin, Chaos supplied the CPOs 
with the new IP address he had in mind. 

Finally stumbling upon the Task Control Room, the Foreman made his way inside of the 
system function and found himself speechless at the sight of the carnage which Chaos had 
caused, “Oh my...” The formerly white floors were stained with blood, and the rounded window 
separating the command booth from the task wall was shattered. The Foreman ran forward to one 
of the terminated Task Handlers and grabbed him by the shoulders, saying, “What happened 
here?” There was no response, for the Task Handler was already terminated. The Foreman stood 
up after realizing that he was wasting his time trying to talk to terminated programs, but when he 
felt something wet, he looked down at his gloves: Formerly, his gloves were white, but after 
touching the terminated program, his gloves had red liquid drenched all over them. The Foreman 
then looked down at his uniform, and he could see that he also got the red fluid on his shoes and 


pants. He then noticed that blood dripping from his gloves was landing on his shirt, staining it as 


well. Not wanting to deal with wearing wet gloves, the Foreman removed his gloves and let them 
drop to the floor. 

The Foreman moved up to the console which looked strikingly similar to the console he 
operated in the Control Panel, and when he approached it, he could see the terminated Task 
Manager lying at the base of the console. The Foreman had never seen the Task Manager in 
person before, but given the program’s position within the command center, he concluded that 
the program he stood before was the Task Manager. Crouching down, the Foreman shook the 
program’s body, “Task Manager? Task Manager! Respond!” Just like with the Task Handler he 
interacted with moments ago, the Task Manager was unresponsive. Realizing that he would have 
to end the malware process himself, the Foreman stood up and looked at the console the Task 
Manager was lying in front of. The Foreman placed his hands on the console, but when he lifted 
them up, he saw that he left bloodied handprints on the white console. 

After attempting to shake some of the blood from his hands, the Foreman took a closer 
look at the command console, but he could not recognize any of the buttons; nothing on the 
console was labeled. With no indication as to what he should do, the Foreman began to press 
random buttons and hoped that one of the buttons would at least do something. After pressing a 
few buttons with seemingly no effect, the Foreman realized that he would have to locate the 
malware process before he would be able to actually terminate it. The Foreman abandoned the 
command console he was operating, and he ran towards the front of the command center until he 
arrived at the shattered glass which separated the Task Control Room from the task wall. With a 
clear view of the task wall, the Foreman looked it all over, but none of the running processes had 


any identifiable information displayed other than the PIDs glowing on the red seven-segment 


display under each process. Nevertheless, the Foreman did not know what processes 
corresponded to what number, so he did not have a way to know which PID setup.exe occupied. 

The Foreman turned back around to move back to the console which he had previously 
left. Now at the console again, the Foreman looked over the buttons to see if he was missing 
something. Pressing a few more buttons, the Foreman saw a light in his peripheral vision, and 
when he looked up, he spotted an oversized monitor which physically resembled the one he used 
in the Control Panel; However, instead of displaying the User’s screen, the monitor displayed a 
list of running processes with their accompanying PIDs. The Foreman perked up a small smile 
when he realized that he was making progress, and he knew that his next step was to locate 
setup.exe on the screen. The processes were labeled in alphabetic order, so the Foreman’s eyes 
quickly moved down the list until he could spot the processes beginning with the letter ‘s’. The 
Foreman read the processes he saw aloud as he went down the list, “Services.exe, smss.exe, 
spoolsv.exe, svchost.exe, svchost.exe again, another svchost.exe... Skipping those, we have the 
System itself, and finally System Idle Process...” The Foreman blinked a couple times, and he 
realized two things: He read the entire list of programs which started with the letter ‘s’, and he 
did not see any program bearing the name ‘setup.exe’. 

Thinking that he must have missed something, the Foreman looked at the list of running 
processes beginning with the letter ‘s’ again, but after reading them over two more times, a 
process named setup.exe was still not able to be located. The Foreman was beginning to wonder 
if he terminated the process himself by aimlessly mashing buttons on the console. The Foreman 
skimmed over the whole list of running processes, and he did not really recognize quite a few of 
the process names that were appearing on the list. Of course, there were the typical system 


processes which he recognized from dealing with them on a daily basis, but then there were 


processes such as chaos.exe, apex.exe, quake.exe, and now a bunch of processes with the name 
minion.exe were filling up the list of running tasks. The Foreman had never heard of a program 
with the name minion.exe before, and he was immediately confused as to what he was looking 
at. He had no idea why there were so many of the same process running on the machine, but he 
looked forwards at the task wall, and he could see that several seven-segment displays were 
turning on and displaying numbers seemingly at the same time as new minion.exe processes 
were appearing on the monitor. 

At the Sending & Receiving Center, a whole army of malware programs were making 
their way into the system, walking in rows of ten. Each Minion instance carried two weapons, a 
rifle and a pistol, and they all wore the same outfit worn by Chaos, Apex, and Quake but with 
one key difference: The Minions all wore red helmets with their balaclavas. As the Minion 
instances marched into the machine, most of them walked past the terminated SROs lying on the 
floor, but one of the Minions broke off from the marching formation to stop at a terminated SRO. 
The Minion’s rifles were equipped with an underbarrel shotgun which served a unique purpose: 
The Minion adjusted his grip so that he would be able to pull the trigger on the underbarrel 
attachment for his rifle, and he aimed the underbarreled shotgun at the terminated SRO before 
pulling the trigger. A small projectile fired from the weapon and hit the SRO, making the lifeless 
body thump on the floor. After a few short seconds, the SRO began to slowly stand up, and 
though his body immediately began to be healed from the damage it took from being fired upon, 
the blood stains still remained on his clothes, leaving his clothes stained with a distinct red 
coloring. When the SRO stood up and was completely alert again, he looked at the Minion who 
said, “Keep this network port open.” The now infected SRO saluted the Minion and returned to 


his former post to monitor the network port without saying any words. Before the Minion 


returned to formation with the rest of the active instances, he looked around to see that the rest of 
the SROs in the Sending & Receiving Center were reviving upon being infected by the other 
Minions. He could even see the infected SRM was also beginning to stand up as well. With the 
SROs operating under new orders, the Sending & Receiving Center was practically under new 
management as well. 

“T dunno man. The only other thing I can think of is that you can take your computer to a 
computer repair store or something like that. They should know what to do about it,” Daniel gave 
Sean a suggestion. Sean pondered the suggestion, and though he did not want to deal with this 
issue on his day off, he knew that he would rather get rid of the malware on his machine now 
rather than try and figure it out after work on a different day. Sean gave a defeated sigh and 
replied to Daniel, “Agh... I guess that’s what I'll have to do. I hope they don’t charge too much.” 
Daniel replied to his friend, “You could still try and fix it yourself if you don’t want to pay for 
them to do it.” Sean understood that he could avoid the cost of repair if he were to attempt the 
repair himself, but he did not even know where to start, “I don’t know where I can get an 
antivirus program from. You know what? I’m just going to take it to them and let them try and 
sort it out.” Believing that his decision was made, Sean said, “Yeah, thanks, Daniel. I'll go and 
try to sort it out now.” Daniel replied to Sean before he disconnected from the call, “Sure thing. 
While you do that, I’m going to find my install disk and see about reinstalling Windows. Let me 
know how it goes. Bye now.” 

Disconnecting from the call, Sean placed the wireless landline phone he was just talking 
with down on the table next to his computer and looked at the screen: The computer still 
displayed the same black screen with the red lettering in the middle of it, and at this point, Sean 


was hesitant to turn the computer off the way he normally did. He was not sure if he would 


somehow make things worse if he attempted a normal shutdown. Before he could do anything 
else, a splash screen for a program appeared on his desktop. Sean studied the red fireball logo on 
the splash screen before reading the title of the program underneath the logo aloud, “VirusHeat? 
What is that?” Sean wished that he was still on the phone with Daniel, but he did not want to call 
his friend back and potentially miss something else happening on his computer. After a few 
seconds of waiting, a gray window appeared on his screen with a white box in the center. Above 
the white box stood text reading ‘Scanning’, and inside the box quickly filled a list of program 
names. After just ten seconds of ‘scanning’ the predefined process finished, and a popup window 
appeared on Sean’s screen. 

Sean sat down in his chair and scooted closer to the computer monitor to read what was 
displayed on the screen, ‘Warning! 90 threats found! VirusHeat has detected malicious spyware 
on your PC. To buy VirusHeat On-Line, click ‘Buy On-Line’.’ Sean shook his head; he did not 
ever remember downloading a program called VirusHeat. Though part of Sean initially thought 
that he might have had antivirus software all along, he was beginning to wonder if this program 
came to his computer as a result of the fake video codec he installed earlier. Sean then thought 
about what Daniel had told him regarding his own computer: Daniel had installed antivirus 
software on his machine and left it to scan while he went to bed; However, when he woke up to 
see the results, his system suffered a fatal error which rendered it inoperable. Sean was beginning 
to wonder if the antivirus software Daniel had installed on his computer was the same as the 
program he had on his computer at the moment. Nevertheless, Sean did not want to waste any 
more time. This program he had on his machine seemed to refuse to remove the viruses without 
paying, but Sean was more than a bit skeptical about putting his financial details in a program 


which suddenly installed itself on his machine with no prompt asking him to download it in the 


first place. Sean did not trust the software on his machine, but either way, unless he figured out a 
way to recover his machine by himself, he would have to pay somebody to fix it. He could either 
type his credentials into this VirusHeat software, or he could go to a computer repair shop and try 
and see how much they would charge to fix it. 

Sean felt that he should buy himself some time before he made his decision: The user got 
up from his chair and reached out his arm to hold the power button on his machine. After holding 
the power button for five seconds, the computer monitor suddenly went blank and the lights on 
the desktop tower immediately went off along with the sound emitted by the hard disk ceasing. 
Sean took a deep breath now that his computer was powered off, and he felt as if he had more 
time to think about his options before taking action. Stepping away from his computer, Sean 
looked at the blank monitor and took another deep breath to calm himself down. He did not want 
to make any quick decisions which he would regret later, so he sat down at his chair in front of 
the blank monitor as he considered his options. 

As Sean thought about the different choices he could make, he looked at the landline 
phone which was still sitting on his table. Figuring that he should take the phone back to the 
dock it normally sat on, he stood up and took the phone with him and exited the room. As he 
proceeded to the dock, he thought about what he was going to do with his computer: As it 
currently stood, Sean was greatly considering taking his computer to a repair shop. However, he 
was beginning to wonder how long it would take for them to fix it. Sean did not want to be 
without his desktop for a good length of time. Another option available to Sean was to go out to 
his nearest software store and purchase an antivirus solution that appeared more trustworthy than 
the strange VirusHeat program that was on his machine. Sean had practically eliminated the 


possibility of him paying for the VirusHeat program which suspiciously appeared on his machine 


at the same time the other symptoms of a virus infection appeared. Finally, the other potential 
solution Sean considered was just reformatting his machine and reinstalling Windows entirely. 
Though a factory reset of his computer would get rid of the malware and was cheaper than the 
other solutions since he still possessed the Windows XP install disk, Sean did not feel like 
spending the rest of the day reinstalling all of his software and setting everything up again as if 
he had just bought a brand new computer. 

Arriving at his destination, Sean placed the landline phone back on its dock and turned 
around to go back upstairs to his computer room. He continued to think: If he went to the store to 
purchase more trustworthy antivirus software, he would likely be able to recover his system and 
save some money that he would have spent taking his machine to a computer repair group. 
Though Sean entertained the idea of trying to get on the Internet to figure out what his next move 
should be, he did not want to power on his computer again and potentially run into more 
problems. He was starting to regret not turning off his computer before he saw the VirusHeat 
program appear on his desktop, but he was now starting to feel glad that he turned off the 
machine when he did. Perhaps things were only going to get worse. Even still, Sean knew that 
whatever decision he would make would require him to start his computer again. Whether he 
bought antivirus software himself or took his machine to a repair shop, both options would 
include the machine powering itself back on. 

Considering his options yet again, Sean finally made his decision: He would go to a local 
electronics store and purchase antivirus software. He made a mental note that while he was there, 
he would ask the clerk for some advice regarding the best way to clean his computer without 
subjecting it to more malware. With all things considered, Sean believed that cleaning the 


machine himself would be his best bet provided that he figured out the way to do it effectively. 


Besides, Sean considered the positive that came with purchasing antivirus software: If he were to 
encounter malware in the future, he would have a means to deal with the threat without having 
the need to go out and purchase something again, for perhaps having antivirus software could 
have prevented the machine from even becoming infected in the first place. Now becoming more 
and more convinced by his rationale for purchasing antivirus software, Sean found himself 
leaving his room and searching for the keys to his vehicle. However, before he left, Sean wanted 
to know what time it was; Returning to his room for a brief moment, Sean looked at the digital 
clock on his desk, and he could see that it displayed a time of 11:45 AM. Suddenly feeling 
hungry, Sean decided that he should probably use his time away from his house to accomplish 
two objectives: getting some food to eat and buying antivirus software. 

Sean exited his room once again and traveled downstairs before spotting his vehicle keys 
sitting on the table counter. The user picked up the car keys and tossed them in his pants pocket 
before traveling to the other side of the room to grab his wallet. Once he obtained his wallet, he 
placed it in his pants pocket as well, and he took a brief trip to the bathroom to look at himself in 
the mirror just to ensure that he looked presentable enough to go out in public. After seeing that 
everything regarding his appearance looked normal enough, he exited the bathroom and turned 
off the lights in his house. Briefly stopping at the front door of his house, Sean stepped into his 
shoes, and after tying his shoelaces, he turned to exit his house from a different location: Taking 
his vehicle keys out of his pocket, Sean opened the door that separated his house from his 
garage, and he pressed the electronic garage door opener affixed on the garage wall. As the 
garage door opened up, light poured into the garage and lit up the dark gray 2001 Toyota Corolla 


which sat in the middle of the garage. Before the garage door opened up, Sean opened the 


driver-side door and took his seat. By the time he closed the vehicle door, the garage door had 
finished lifting itself up, allowing Sean to back out of his garage. 

Sean inserted the key into the ignition, but before he turned it, he reached over for the 
vehicle’s seat belt, pulled it over his body, and clicked it into place. After mentally checking 
himself just to be sure that he had everything he needed before he left his house, Sean turned the 
key in the ignition and listened as the vehicle came to life: The engine revved up, lights lit up on 
the dashboard, and within a few seconds, the radio began playing as well. Once the vehicle was 
running, Sean shifted the vehicle’s automatic transmission into reverse and turned himself 
around in his seat as he let his foot off of the brake pedal and felt the sedan begin to roll 
backwards. Gently pushing down the accelerator pedal to quicken the process of backing his 
vehicle out, the Corolla rolled out of the garage and started traveling down the driveway until it 
arrived on the black asphalt of the road. Sean reached upwards to press the button that would 
remotely close the garage door, and after confirming that the garage door was indeed closing, 
Sean shifted out of reverse and into drive before turning the steering wheel and driving out on 
the road. With his computer powered off, it could not be affected by the malware that had 


infected it. Sean now had time to rectify the situation. 


Chapter 4 


Software Procurement 


After having finished his lunch, Sean arrived at the parking lot of the local electronics 
store in his city. He did not often visit the store, but the last time he was there, he could vaguely 
remember passing by shelves which had computer software for sale. Though Sean was not 
absolutely certain, he was fairly confident that the store he was visiting had antivirus software 
available that he would be able to use to remove the malware from his computer. Finding an 
empty parking space was not hard; not too many people were visiting the store. Even though it 
was about a quarter past noon, it was still a weekday, and most people were occupied with 
working their jobs. The lack of a crowd to navigate around was yet another unexpected fortunate 
circumstance of Sean’s computer getting infected on his day off. Although it was not the most 
ideal day off from work, it was still better to get the issue resolved without having to worry about 
trying to fit it into a busy work schedule. 

Having parked his vehicle, Sean disabled the Corolla’s engine and removed the key from 
the ignition. He unbuckled his seatbelt and checked his immediate surroundings inside his 
vehicle to ensure he did not forget anything before opening his door and emerging from his 
vehicle. Upon closing the door and pressing the door lock button on his key fob, Sean briefly 


stood still to look around at the rest of the parking lot and storefront; he was trying to remember 


what he was looking for during the last time he visited the store. Deciding that he could think 
about his past endeavors later, the user crossed the small road separating the parking lot from the 
sidewalk surrounding the store and started walking towards the store’s entrance. A few people 
exited the store as he was approaching the entrance, and Sean began to wonder how busy the 
store was on a typical day during its most eventful hours. 

With the sliding doors automatically opening to let him into the store, Sean stepped inside 
and immediately heard the building’s rather loud ventilation system operating. The air inside the 
store did not feel too much different than the air outside the store; both environments were rather 
temperate but slightly on the cold side. Hearing the sliding doors automatically close behind him, 
Sean looked around the store and wondered where he would find the software he was looking 
for. Of course, he knew that he could ask the employees working at the store for some assistance, 
but Sean opted to go and find the software himself. After considering his possible options 
regarding where he could go in the store’s spacious interior and taking a deep breath, Sean 
decided to start his search by proceeding down the pathway on his left. Walking down the path, 
Sean looked towards the walls for signage to figure out just what part of the store he was 
traveling to. Spotting a sign, Sean realized that he was moving towards the part of the store 
which sold mobile phones, and when he looked back down, he could see a shelf containing 
display models of several cell phones and pamphlets advertising mobile phone service plans. 
Realizing that he was not at the part of the store which sold computer software, Sean moved past 
the shelves stocked with mobile phones and continued to the next part of the store. 

After less than a minute of walking, Sean approached the section of the store which sold 
digital cameras. Though the television screens displaying images taken with the cameras looked 


quite indicative of the digital cameras’ quite impressive image quality, Sean was not at the store 


to purchase a digital camera, so he refocused himself away from the television screens 
advertising digital cameras and continued moving. However, it was not long before Sean 
discovered that he had walked right into the section of the store which shelved televisions. The 
largest advertisement in the section was for a brand new television design produced by Sony 
which had three giant letters in big, red lettering: “LED”. The display model showed a very 
high-quality image which looked quite crisp and clear, especially when sitting next to a few CRT 
TVs which Sean had gotten quite accustomed to seeing everywhere. Nevertheless, more of the 
store seemed to be selling LCD TVs, and such TVs were seemingly becoming more 
commonplace. After all, most of the monitors which Sean had passed advertising products were 
LCD TVs. 

Moving past the television section, Sean looked at the next area of the store and felt he 
was getting close: The section he arrived at had a sign which read “Computers” hanging from the 
ceiling. Though the sign did not advertise computer software, Sean felt that the store likely 
stocked hardware and software in the same vicinity. Moving into the aisle, Sean looked around at 
the shelves, but he was only spotting new computers for sale. Though most of the computers for 
sale were machines produced by various hardware companies all running Windows XP, he could 
see a few machines in the background made by Apple and advertising their latest operating 
system: Mac OS X Tiger. Sean was not an owner of an Apple computer, so he saw no reason to 
search for software around the rather small area of the computers department reserved for Apple 
products. If anything, from the view of the Apple area that he had, Sean was a bit surprised to see 
just how little Apple products the store carried when compared to all of the Windows-oriented 


hardware he saw. 


Getting back on track, Sean continued deeper into the aisles dedicated to selling 
Windows products, and he started seeing his first glimpses of computer software: Sean spotted 
boxed copies of Microsoft Office 2003 sitting on the shelves. Realizing that he was now moving 
towards the area he was looking for, Sean could feel his face break a very subtle smile. Not 
wanting to celebrate too early, the user continued to browse the shelves, but he then noticed that 
he was seeing software titles bearing the names, ‘Half-Life 2, Battlefield 2, Call of Duty 2, and 
SWAT 4’. Sean did not initially recognize what he was looking at, but he quickly realized that he 
had moved into the little section of the store dedicated to selling first-person shooter video games 
for computers. Shaking his head, Sean moved past the shelves with the video games and rounded 
the corner to find shelves with more software. This time, Sean felt that he was getting back on 
track when he saw boxed copies of Windows XP Professional sitting on the shelves. 
Nevertheless, Sean was not looking for a new install disk for his machine; he already had the 
install disk which came with his computer at his house. The user continued to peruse the shelves 
of software. 

After a few more minutes of browsing, Sean spotted boxes bearing the labels, ‘Norton 
AntiVirus 2005, AVG Anti-Virus, Kaspersky Anti-Virus Personal, and avast! Antivirus’ on the 
shelves he was looking at. Seeing the selection of antivirus products, Sean found himself 
subconsciously nodding as he realized he was at the right place. The user looked at the different 
antivirus solutions for sale, but he did not know which one he wanted to buy. There were plenty 
of options available, but Sean was concerned that he may potentially purchase software that 
would be unable to remove the malware his computer was infected with. Sean picked up a few of 
the boxes he saw on the shelves and looked them over: Though the boxes had plenty of phrases 


such as, “Constantly-updated malware definition library ensures that your computer will be 


protected from the latest threats,” Sean did not really comprehensively understand what the 
phrases meant. Sure, he wanted his machine to be protected from online threats, but Sean did not 
know which one really offered the best protection. 

After shaking his head and returning the boxes he picked up back on the shelves, Sean 
sighed and looked to his left to see if there were any other options available to him. That was 
when he spotted a box with a different cover on it, so Sean approached the box and studied it: 
The cover was primarily a dark blue, but it had white lettering on it. The lettering read, 
“MalRemover 3: Professional Anti-Malware Software. Developed by the Paradox Software 
Group.” Sean flipped the box over and read the lettering on the back, but once he realized that it 
was quite similar in nature to the details included on the other options he had looked at, Sean quit 
reading the box and flipped it back over to the front again. The user looked down at the tag 
labeling the cost of the software he had picked up, and he could see that the software was 
marketed for a price of $29.99. Sean turned back around to see how much the other solutions 
cost, but they were all either the same price if not ten dollars more than MalRemover. Though 
Sean knew that he could likely spend all day in the store just pondering on the potential 
differences between the different software he was considering, he decided that it would be more 
productive to just make up his mind and get going. After all, his computer was not going to fix 
itself. 

After taking another look at the box he was holding in his hand, Sean took a deep breath 
and decided that he would choose MalRemover and maintain the hope that the software would 
rid his machine of the malware plaguing it. Sean believed that if the software did not work, he 
could just return it after getting off of work the next day and try a different solution that would be 


more effective at cleaning his computer. To Sean, $30 did not seem like a raw deal, especially 


compared to the cost of taking his computer to a repair shop and having them deal with it for an 
extended length of time. Though there was probably a way to repair the computer without the 
usage of any external software whatsoever, Sean did not have the skills to attempt such a task 
himself, and he did not even know how one would learn such skills while faced with the pressing 
threat of needing to clean a heavily infected computer. Nevertheless, with the boxed software in 
his hand, Sean emerged from the aisle he was on and began walking towards the front of the 
store in order to pay for the software he wanted to purchase. 

Backtracking, Sean spotted the aisles he had passed earlier and once again took a few 
short glances at the different electronic devices on sale. Though Sean was not in the market for 
something like an LED Television, a 1080p digital camera, a video game for his computer, or a 
new mobile phone, he thought that he might return to the electronics store at a later date just to 
see what all was for sale. However, at the moment, he had higher priority issues he had to attend 
to first. Approaching the front of the store, Sean spotted a cashier manning a register that nobody 
else was queueing up to use. Opting to seize the opportunity and receive prompt service, Sean 
moved towards the open cash register and subtly increased his walking speed; he did not want to 
get caught up in a line. With nobody else approaching the cash register, Sean walked up to the 
cashier who immediately greeted him by saying, “Did you find everything you needed today, 
sir?” Before the user replied to the employee, he briefly reviewed his shopping experience in his 
head, and though he wished that he was able to find the software he was looking for a bit sooner, 
he did not really want to waste anymore time by describing the whole situation to the cashier, 
“Yeah, I think so.” 

Scanning the item’s barcode, the employee decided to ask Sean a question, “Did you get 


a computer virus or something?” Sean nodded in response, “Yeah, I did. Will this get rid of it?” 


Ringing up the item, the employee continued the conversation, “It should. What sort of virus do 
you have on your computer?” Sean reached into his pocket to retrieve his wallet as he replied, “I 
dunno. It got on my computer today. It changed my desktop background and started putting 
alerts up on my computer. I turned it off before it did anything else.” The clerk spoke as Sean 
handed him the money to pay for the software, “You know what you should do? You should go 
into safe mode before you install the antivirus. Thataway the virus on your computer won’t be 
able to operate like it wants to.” Sean was unfamiliar with the ‘safe mode’ the cashier spoke of, 
“How do I get to safe mode?” 

The cashier answered as he handed the receipt to Sean, “The next time you turn on your 
computer, tap the F8 key until it brings you to a black screen with options on it. When you get to 
the list of options, you should probably choose the one that says ‘safe mode with networking’. 
You'll be able to install your antivirus, update it, and get rid of the virus that you have on your 
computer.” Taking the cashier’s words into consideration, Sean gave a firm nod and took his 
receipt, “Thanks for the tip. Pll be sure to try it out.” The cashier returned a nod back to Sean 
and said, “Sure thing.” With a lingering thought still in his mind, Sean had one more question to 
ask the cashier regarding the product he had purchased before he decided to leave the store, 
“Say... These don’t get returned often. Do they?” The cashier shook his head, “‘Not really, no. 
It’s not just that one either. The antivirus products we sell here tend to get rid of the viruses on 
people’s computers.” Feeling a bit more confident, Sean ended his interaction with the cashier, 
“Right. Thanks again for the advice.” The cashier gave another nod, “You’re welcome. I hope it 
gets rid of the virus you have.” As Sean was making his way out the store, he gave a few parting 
words for the cashier, “We’ll see how it goes.” The cashier was prepared to reply, but Sean had 


already left the store, so he did not say anything else. 


When Sean exited the store, he looked up at the sky to try and guess how much time had 
passed since he went in the store. Not really able to tell much of a difference, Sean assumed that 
he did not spend too much time looking at the miscellaneous items he passed while trying to find 
the software he was seeking. Crossing the road to return to the parking lot, there was still a 
modest amount of vehicles parked in the parking lot, but Sean did not remember seeing so many 
people inside of the electronics store. Perhaps the other people simply used the parking lot as a 
convenient place to park while going to other venues around the area. Nevertheless, when Sean 
returned to his own vehicle, it remained exactly the way he had left it. With the boxed copy of 
MalRemover still in his hand, Sean reached into his pocket with his free hand to retrieve his key 
fob. Pressing the button on the key fob to unlock his car doors, Sean heard the doors unlock, and 
keeping the car keys in his right hand, Sean lifted the door handle of his vehicle to open the 
driver-side door and let himself back into his vehicle. 

Sitting in the driver’s seat of his Corolla, Sean placed the MalRemover box on his 
passenger seat and closed the driver-side door once he got himself situated. Sean inserted the key 
into the vehicle’s ignition, but he did not turn the key yet; Instead, Sean reached over his 
shoulder to grab the seatbelt, and he pulled it over his torso before clicking it into place. Finally 
buckled in and ready to get going, Sean turned the key and heard the engine start up. The vehicle 
came to life yet again as the gauges on the dashboard reported the car’s fuel, oil, and temperature 
readings, and Sean heard the radio start up as well. Looking over at the vehicle’s clock, Sean 
read the time, and he could see that it now just turned 1:20 PM. Sean gave himself a silent nod as 
he looked at the time. It did not take him too long to get lunch and purchase the software he 
needed, so he felt that it would only be a matter of time before his computer would be back up 


and running like it used to. Shifting into reverse, Sean turned around in his seat and looked over 


his shoulder to ensure that no vehicles were around his immediate area. Upon determining that it 
was safe for him to reverse, Sean backed out of the parking space. Coming to a stop after 
completing his reverse, Sean turned the steering wheel in the direction he wanted to go, shifted 
the automatic transmission into drive, and drove back home. 

Traffic was moderate, but Sean returned back to his house after only twenty minutes of 
driving. Pulling up to his house, Sean pressed the button he kept in his vehicle to remotely open 
his garage door. Since he pulled up to his house before the garage door opened all the way, Sean 
had stopped his vehicle in his driveway as he waited for the door to open completely. Finally, the 
motor stopped operating once the garage door was completely open, and Sean lifted his foot off 
of the brake pedal to allow his car to slowly creep into his garage until he arrived at the spot 
where he normally parked his vehicle. Pushing back down on the brake pedal, Sean briefly 
checked his surroundings and shifted his transmission into park, effectively keeping the vehicle 
in its place. The user rotated the key and turned off his vehicle’s engine yet again, and he also 
unbuckled his seatbelt and let it return to its starting location. Sean then removed the key from 
the ignition, and he also made sure to reach over and grab his newly procured copy of 
MalRemover which was still sitting in the passenger seat; he surely did not want to forget the 
primary reason for him leaving his house to begin with, 

Sean emerged from the vehicle and closed the door behind him once he stood up all the 
way. Checking his pockets to make sure he did not leave anything behind, the user approached 
the door which separated his garage from the rest of his house. Sean opened the door to enter his 
house, but before he stepped inside, he made sure to press the button next to the garage’s 
lightswitch to close the garage door again. Sean did not wait for the garage door to completely 


close before going back inside of his house, for he did not want to waste too much time; After 


all, he had no idea how long it would take for MalRemover to scan his infected computer. Sure, 
Sean did not have many personal files or programs on his machine, but he had never performed a 
virus scan before; he did not have an idea of what to expect from such a procedure. Closing the 
door behind him upon entering his house, Sean sat the MalRemover box down on the floor as he 
crouched down to untie his shoes. After taking his shoes off, Sean grabbed the boxed software 
and went over to the kitchen to deposit his keys and wallet in the place he usually kept them. 
With all of the basic tasks taken care of, there was only one thing Sean needed to do now: It was 
time to fix his computer. 

Sean walked up the stairs with the copy of MalRemover in hand as he mentally prepared 
himself for the battle against the malware on his machine. Armed with antivirus software and the 
knowledge of how to use safe mode, Sean felt that he was ready to take back his computer from 
the malware that wanted to make his machine its home. Approaching the top of the stairs, Sean 
wasted no time turning to enter the room which his computer was in. Entering his room, Sean 
closed the door behind him and confidently moved towards his computer. Sean pulled the 
computer chair out and sat in it, but before he did anything else, he looked at the clock he had on 
his desk: It was now 1:53 PM. A little over half the day had already passed, but since Sean did 
not have anything else to do for the rest of the day, he would have plenty of time to deal with this 
computer problem he was experiencing. The computer was still powered off, but Sean was not 
ready to power it on just yet. He looked at the top of the box, and he could see where it was 
sealed from the factory it came from. Realizing that he would need a cutting tool to open the box, 
Sean left the box on his desk and stood up to retrieve a cutting tool to open the box. 

Sean did not have to look too hard to find a cutting tool: He kept an X-Acto knife in one 


of the drawers in the same room he had his computer in. Retrieving the knife, Sean returned to 


his computer and sat back down in the seat. Taking the software box, Sean cut the seal while 
taking care not to damage the box in the event that he would have to return the software back to 
the electronics store. Once the box was in a condition to be opened, the user opened up the top 
flap and reached into the box to grab its contents. Sean pulled out a sleeved disk and a little 
instruction booklet which included the program’s product key. Placing the items on the desk next 
to his mousepad, Sean turned the box over and placed his hand underneath the opening just to 
ensure that he was not missing any items that he might need. Reaching back into the box only to 
find it empty, Sean placed the box on the ground and grabbed the instruction booklet to see if 
there was any additional advice from the developers of the software as to effectively use the 
antivirus program. 

Skimming the instruction booklet, Sean found that most of the advice practically 
mirrored what the cashier in the electronics store told him: The antivirus developers 
recommended that users experiencing the symptoms of a malware attack should start the 
computer in safe mode with networking and install the antivirus software there before running a 
virus scan. The rest of the instruction booklet primarily included instructions on how to install 
the software and use the basic features, and it became quite clear that the manual was written in a 
manner that even somebody who had never installed software with a disk before would still be 
able to understand it. Fortunately, Sean had installed multiple programs in the past using disks, 
so he was not expecting anything different to happen while installing the antivirus software he 
purchased. When he completed skimming the manual, Sean placed it back on the desk but 
grabbed the translucent polymer protective sleeve which contained the disk that Sean would need 
to install the software on his machine. Sean examined the face of the disk, and he could see that 


it was printed with the same sort of artwork which was seen on the box the software came in. 


Turning the disk over while grasping the edges, Sean looked at the back of the disk and saw that 
it was completely spotless of any smudges or scratches. Looking back over to his computer, Sean 
placed the disk facing upwards on top of the polymer sleeve it came in, and he reached down to 
turn on his machine again. 

Pressing the power button, the lights on the Dell Dimension 4600 lit up, indicating that 
both the machine and the hard disk were at least operating. Hearing the noise of the hard disk 
spinning, Sean sat back up and remembered what he was told: It was time for him to tap the F8 
key until he arrived at the prompt that would allow him to boot into safe mode. Repeatedly 
tapping the F8 key, Sean saw the Dell splash screen appear, but since he was tapping F8, the 
computer displayed a black screen with a very simple white header which read, ‘Windows 
Advanced Options Menu’. Seeing that he successfully arrived at the screen he needed to be at, 
Sean’s eyes were first drawn to the ‘Start Windows Normally’ option which was automatically 
highlighted, indicating that pressing the enter key would select the option. Sean reached over to 
his keyboard and tapped the up arrow key until he navigated the selection bar to highlight the 
option titled ‘Safe Mode with Networking’. Looking over the other selectable options to make 
sure he was not missing anything, Sean pressed the enter key once and was sent to another screen 
asking him which operating system he wanted to start. The only option available to him was 
Windows XP Professional since it was the only operating system installed on his machine, so 
Sean pressed the enter key again and watched as a list of loading programs and drivers began to 
appear on the screen and travel downwards as more components loaded. His machine was 
starting. 

“Attention all operation essentials: The User has initiated a special system startup: Safe 


Mode with Networking. All essentials for this special system startup are to report to their 


respective components and commence startup protocols,” the BIOS voice was heard all 
throughout the system as the emergency safe mode lights turned on throughout the machine. The 
emergency lights used less power than the standard lights that typically illuminated the system 
while it was running under normal conditions, and the resulting dimmer lighting made the 
machine appear somewhat less sterile than it normally appeared; everything looked dull and gray 
instead of white. The Foreman opened his eyes, and he found himself on the floor of the Task 
Control Room. It took him a moment to figure out what had happened before he realized that the 
User must have held the power button down to turn off the machine rather than going through the 
proper shutdown sequence. 

The User was not the type of person to hold the power button to turn off the machine, but 
the Foreman did not even realize that the machine was off until it was turned back on again. One 
moment he was trying to figure out how he was going to disable the active malware processes, 
and the next moment he was on the floor and the safe mode lights were turning on. Looking 
around at his surroundings while still lying on the floor, the Foreman could see that the Task 
Handlers along with the Task Manager were also on the floor, but they did not seem to be 
moving. After getting his bearings and standing up, the Foreman approached the nearest Task 
Handler and shook him, saying, “Hey, wake up. Wake up!” However, even after a system restart, 
the Task Handlers still seemed to be inactive. The Foreman did not know what the malware did 
to them, but he was certain that he did not want to experience whatever they were feeling at the 
moment. Standing up again, the Foreman could feel some more fluid on his hands, and after 
realizing he had more Task Handler blood on his hands yet again, he wiped his hands off on his 
coat, further dirtying his already ruined clothing, though he could not see quite the full extent of 


how dirty his clothes were in the dim safe mode lighting conditions. 


Approaching the broken glass separating the Task Control Room from the active task 
wall, the Foreman could see that all of the seven segment displays were currently disabled, but a 
few of the tasks on the wall were beginning to display a number. Even though the Foreman did 
not work in the Task Control Room, he still knew what was going on: Safe mode only loads a 
select few programs, the bare minimum required to run the operating system. However, the 
voices the Foreman heard from just outside of the command center indicated that a certain 
program was becoming active as well, “What was that? What happened?” Immediately turning 
his head in the direction of the noise, the Foreman could hear that somebody was talking from 
behind the closed door which separated the Task Control Room from the pathways which 
allowed programs to access other parts of the system. For all the Foreman knew, he was not 
alone, and he feared that whomever was on the other side of the door would enter the area he was 
in sooner or later. Not wanting to be caught off-guard by malware, the Foreman ran to the 
opposite side of the Task Control Room and got in a prone position. He was hoping that the 
blood on his white clothing and lack of white hat would not ruin his chances of hiding from the 
unseen programs on the other side of the door. 

The door opened, and the Foreman watched as four programs entered the Task Control 
Room. All of the programs were wearing the same outfit: They wore red combat fatigues, black 
tactical vests, black boots, black gloves, black balaclavas, and red helmets. Furthermore, the 
programs all carried assault rifles with an underbarrel attachment which appeared to be in the 
shape of a small shotgun. The Minions looked around the command center and continued to 
speak amongst themselves, “It looks like Chaos has already cleared this one out too.” Another 
Minion commented, looking around at the lighting, “What’s up with the lights? It was brighter 


earlier.” Another Minion replied, “Perhaps it had something to do with us waking up on the floor. 


Maybe the system lost power unexpectedly or something. Nevermind it. It’s not important. Let’s 
get on with what we gotta do.” The Foreman then watched as the four programs split up and 
began shooting their underbarreled shotguns at the inactive Task Handlers on the floor. After 
being shot with the underbarreled shotgun, the Task Handlers began to slowly rise from the floor 
as if they were revived by being shot. Even the Task Manager himself began to rise back up, 
seemingly healed from the injuries which left him in a pool of blood in the first place; However, 
blood still stained the uniforms which all of the Task Manager’s staff wore. 

Moving away from the Task Handlers after reanimating them, the Minions began to load 
new shells into their underbarreled shotguns to replenish the shells they spent. One of the 
Minions turned around to insert a shell into his underbarreled shotgun, but he spotted the 
Foreman lying on the floor. Believing that he missed a Task Handler, the Minion walked over to 
the Foreman and pointed the underbarreled shotgun at him before pulling the trigger. The 
Foreman heard the shotgun go off followed by a light impact to his torso, but he did not feel 
anything happening to him. The Foreman looked up at the masked, helmeted program staring 
back at him for a few seconds before the Minion said, “Well, are you going to get up?” The 
Foreman did not say anything in response, but he got to his feet, and the Minion looked at the 
blood that was on the Foreman’s clothes. Believing that he reanimated another terminated 
program, the Minion turned around and met with the other three Minions in the center of the 
command center, “Was that all of them?” The other Minions looked around the Task Control 
Room, but they did not initially spot any Task Handlers which they still did not infect. However, 
one of the Minions then looked beyond the broken glass and could see blood in the cockpit of the 
task crane, “Wait. Did anybody get that one?” The other Minions looked at the crane, and the 


response was unanimous, “Nope. We didn’t get him.” A single Minion hopped out of the glass, 


landed on the floor, and quickly found out that there were several terminated Task Handlers 
which were still lying on the floor. Upon seeing the uninfected programs, the Minion said, 
“Come here. There’s a few of these guys we missed.” The other Minions followed to infect the 
rest of the Task Handlers. 

The Foreman watched as the Task Manager’s staff seemingly returned back to their 
normal duties as if nothing happened. The Foreman was still not exactly sure what the Minions 
did to the Task Manager or himself, but from his perspective, it did not seem as if anything 
happened to him. Nevertheless, now that the Task Manager was active again, the Foreman 
thought that it would be a good idea to ask as to what happened earlier. Approaching the 
bloodied Task Manager, the Foreman spoke, “Hey Task Manager.” Despite having his name 
called, the Task Manager did not respond to the Foreman. Attempting to talk to the Task 
Manager again, the Foreman tapped on the Task Manager’s shoulder, “Hey. Task Manager. 
What’s going on here?” The Task Manager turned around slowly to look at the Foreman, but 
something looked off: The Task Manager’s eyes were glazed over in such a state the Foreman 
had never ever seen in a program before. The Foreman recoiled, reluctant to ask his question 
again. Whatever the Minions did to the Task Manager, it did not look like a good thing. The 


Foreman had a feeling he was still on his own. 


Chapter 5 


The Antivirus 


With the computer close to completing its boot into safe mode, Sean was greeted with the 
login screen where he would have to select which account he wanted to proceed with. Seeing 
that the Administrator account was an available option here, Sean clicked on the icon, and 
without having set a password to access the Administrator account, the computer logged into 
safe mode and presented a dialog box with the following prompt, “To proceed to work in safe 
mode, click Yes. If you prefer to use System Restore to restore your computer to a previous state, 
click No.” After reading the dialog box, Sean moved his cursor over to the ‘Yes’ option and 
clicked it. The dialog box then disappeared, and Sean was now ready to use his computer; 
However, before he did anything, Sean looked at the unique-looking desktop he had never seen 
before: He was not looking at the rolling hills of the Bliss wallpaper or the custom background 
set by the malware on his computer; Instead, there was only a black screen with ‘Safe Mode’ 
written in all four corners of his screen. The signature blue Luna theme of the Windows XP user 
interface was replaced with a beige-gray simplistic interface that was reminiscent of previous 
operating systems such as Windows 2000 and Windows 98. At the very top of the screen was the 


text detailing which exact build of Windows XP was installed on the computer. Sean did not 


really bother to think about what all of the text meant; he had malware to remove from his 
computer. 

Chaos viewed the safe mode desktop that was displayed on the overheard monitor within 
the Control Panel. Understanding that what he was able to do was a bit more limited, he wanted 
to know if the other malware programs he introduced to the system were finished with their 
tasks. After all, if they were to go up against an antivirus of some sort, they needed to be as 
prepared as they could be. The trojan picked up the handset and pressed the button on the 
communications device that would connect him to the worm which had gone to the Outlook 
Center with the intention of mass mailing copies of himself to all of the email contacts known to 
the computer, “Apex, are you there?” The worm replied a few seconds later when he realized that 
Chaos was trying to talk to him, “It’s Apex. What’s up?” The trojan spoke to the worm, “Were 
you able to mass mail yourself?” Apex replied, “Nope. I just got here, and before I could do 
anything, everything went black. When I woke up, the Mailbox’s features were all disabled. 
Maybe I would’ve had time to mail myself if I terminated the staff a bit quicker.” The trojan 
shook his head in disappointment; he relied upon the worm to send copies of the link hosting the 
malware to more users around the world, and without the emails being sent, there were less 
avenues for the malware to propagate on the Internet. With the objective of spreading to other 
machines being impossible to accomplish in safe mode, Chaos advised Apex that they would be 
transitioning to the next objective, “Alright. Meet me in the Control Panel and bring some 
Minions with you. I’m going to tell Quake to meet us here as well. I have a feeling that the User 
is going to try and fight us. We’re gonna need all the help we can get.” 

Quake looked at one of the doors leading to another system process, and after waiting for 


only a few seconds to lift open the top cover of his machine gun to check the remaining belt of 


rounds feeding into the right of the weapon’s receiver, he pressed the button to open the sliding 
door and entered with his machine gun raised. Quake spotted a few running programs and 
opened fire on them, terminating them within seconds. The dim lighting caused by the system 
running in safe mode was a minor annoyance to Quake, but the system’s reduced functionality 
lighting system was still sufficiently able to illuminate the surroundings and allow for the virus 
to easily spot the programs he was firing at. Quake did not spend too much time worrying about 
conserving the ammunition in his machine gun; he carried plenty of additional belt boxes which 
all held 100 7.62mm rounds in each box. Unfortunately for Quake, his weapon abruptly stopped 
firing once he realized that the ammunition loaded in his weapon had already been depleted. 
Perhaps the machine gun’s rate of fire at 650 rounds per minute was still a bit too quick for 
Quake to conserve more of his ammunition. 

The virus stood still and did not really bother to move to cover; there were no active 
programs that could hurt him. Quake began the process of reloading his machine gun: He first 
pulled the charging handle on the right side of the weapon back and forth to lock the open-bolt 
weapon’s bolt to the rear. Next, he lifted up the weapon’s top cover and pushed it as far as it 
would go to make it stay open. Seeing that there were no rounds being fed into the machine gun, 
Quake briefly lifted the feed tray upwards just to make sure that the weapon was completely 
empty. Even with the suboptimal lighting conditions, Quake could not see any rounds left in his 
machine gun, so he dropped the empty belt box and let it fall freely on the ground. He reached 
for the belt box pouches on his tactical vest and brought out the third belt box for his machine 
gun which he had used so far. The virus locked the belt box in place on his weapon and went to 
reach for the belt of rounds which the belt box contained. Grabbing the belt, Quake placed the 


first round of the belt on top of the feed tray, and once the round was in place, the virus closed 


the top cover and gave it a smack to ensure that the cover was in place. The machine gun fired 
from an open bolt, so Quake did not need to manually load a round into a chamber. 

Prepared to fire his newly-reloaded weapon at more programs on the system, Quake 
looked around and could not see any programs that were still active within his immediate area. 
Disappointed that he did not have anything else to shoot, the virus reached stowed away the 
machine gun on his sling before reaching for his holster to grab the revolver which he used to 
infect terminated programs, but before he had a chance to retrieve the handgun from his holster, 
he saw a light emitting from the communications console in the process he was in. The virus 
approached the console while stepping over the terminated programs, and he did not hesitate 
picking up the handset and speaking into it, “Yeah?” Chaos spoke to the virus, “Quake, finish up 
what you’re going and meet me in the Control Panel. We think the User is about to fight us.” The 
virus nodded while speaking into the handset and relayed his acknowledgement to Chaos, “Got 
it. P'll be over there.” Before Quake could disconnect from the line, he heard Chaos speak again, 
“How many files have you infected so far? Are they able to produce Minions for us?” Quake 
replied, “I’ve taken over at least a few dozen so far. We have two files duplicating Minions for 
us, but they take a little white to copy and paste. Why? Can we not download any more of them 
right now?” Chaos confirmed Quake’s suspicions, “That’s right. The User has booted the system 
into safe mode, and our download has been canceled. Apex also can’t mass mail himself either, 
so we only have what we can gather on the system.” 

Understanding the situation, Quake spoke to the trojan one last time before disconnecting 
from the communications device, “I won’t keep you guys waiting. See ya in a bit.” Chaos did not 
say anything in response before Quake disconnected from the line and placed the handset back 


on the console. Knowing what his immediate objective was, Quake wasted no time unholstering 


his revolver and firing at the terminated programs. After only a few seconds following the time 
Quake fired at each program, they reanimated and stood up, losing all of the wounds they 
received from being shot but still keeping their bloodied clothing. The few programs whose hats 
fell off of their heads from being shot in the face did not bother picking up their hats and putting 
them back on; they left them on the floor as they returned to the position they were at before they 
were terminated and infected. 

With his revolver empty of rounds, Quake released the cylinder and pressed the ejector 
rod to remove the spent shell casings that were in the cylinder. The virus then reached into 
another one of his pockets to pull out a speedloader which he briefly inserted into the cylinder of 
the revolver and pressed the button on the back of the speedloader which deposited the cartridges 
from the speedloader into the cylinder. Letting the emptied speedloader drop to the ground, the 
virus pushed the cylinder back into the frame of the revolver and pulled the hammer back to 
ready the handgun. Though he could have flicked the revolver to close the cylinder, he did not 
want to damage the revolver’s crane and ruin his weapon. Without it, he could not infect any 
programs. Nevertheless, with his revolver ready to go again, Quake searched the process he was 
in for any remaining programs he needed to infect. The reanimated programs did not have the 
ability to infect other programs, so it was up to Quake or the Minions to infect more programs. 
Still, the weapons that the viruses had to infect programs only worked when the programs were 
already terminated, so it was a bit of a hassle infecting programs working within system files. 
Quake prioritized working as quickly and as efficiently as possible, but it would still be a good 
moment until he would be able to meet Chaos and Apex at the Control Panel. 

Sean pressed the button on his desktop to deploy the CD tray. As the tray extended from 


the machine’s case and the motors hummed as they actuated, Sean went to retrieve the disk 


which he would insert into the machine. By the time the CD tray completed its action and fully 
deployed, Sean was ready to insert the disk into the machine. The user was careful to set the disk 
on the tray without scratching up the disk or putting unnecessary pressure on the plastic CD tray. 
Sean let go of the disk once it rested on the CD tray, and he pressed the same button he used to 
extend the tray to retract it back into the computer. The user watched as the disk disappeared into 
the computer, and once the tray closed all the way, he heard the disk being read in the computer. 
Giving his knuckles a crack, Sean looked at the screen and prepared himself for the installer to 
appear on his screen. 

After only a few seconds of waiting, the install wizard appeared on the screen, and the 
first thing it asked for was the product key which Sean had seen inside of the little pamphlet 
which came with the product. Picking up the piece of paper, Sean quickly located the product 
key and inputted it into the installer, being careful to type in the code correctly. Reaching the end 
of the license key, Sean pressed the enter key, and the software checked to ensure that the code 
was correct. With the code being successfully verified, the installer progressed to its next phase 
and asked Sean which directory he wanted to install the program in. Seeing no reason to change 
the default directory, Sean pressed the button labeled ‘Next’ on the install wizard and was 
presented with the software’s end-user license agreement. The user did not bother reading any of 
the EULA before he ticked the box which said, “I accept and agree to the terms of the 
agreement,” and clicked the button which ungrayed itself upon him ticking the box. Finally, Sean 
was able to install MalRemover on his computer. Watching the progress bar on the installer begin 
to fill, Sean was beginning to wonder what the antivirus was doing inside of his machine. 

“Command. This is Alpha-1. Do we have confirmation that the User has accepted the 


EULA? Over.” The Antivirus Command replied to the antivirus unit over the radio, “Alpha-1, 


this is Command. Affirmative. The EULA has been accepted; we have a green light for 
installation. Prepare for deployment. Out.” When the radio went silent, Alpha-1 turned around to 
face the other MalRemover antivirus units that were seated in the armored vehicle with him: 
They were all wearing black combat fatigues, black balaclavas with a single hole cut across both 
eyes, black armored tactical vests, black gloves, black boots, black elbow pads, black kneepads, 
black helmets, and black goggles. Some of the antivirus units wore their goggles on top of their 
helmets, but a growing majority of the antivirus units were lowering their goggles from atop their 
helmets to in front of their eyes. All of the antivirus units carried submachine guns with 
flashlights called ‘Scanlights’ built into the handguards. They also kept semi-automatic pistols 
affixed with Scanlights in their drop-leg holsters. In contrast with the malware units they were 
going up against, their tactical vests were constructed of para-aramid fibers, allowing them 
limited protection from certain ballistic threats, and their submachine guns fired smaller rounds 
compared to the rifles and machine guns the malware units were armed with. While their 
weapons were lighter than their adversaries, it would likely take a few extra shots to terminate a 
malware process than it would take for an antivirus unit to be terminated by a malware process 
wielding a rifle or machine gun. 

Alpha-1 reached for the submachine gun which was kept on his sling, and when he 
grabbed it, he spoke to the other antivirus units in the armored vehicle with him, “Listen up! We 
are being deployed while the system is in safe mode. There is likely going to be a strong 
malware presence in this system. I need everybody to stay alert, and keep your Scanlights on 
around system files. We need to positively ID files as malware before we can take action. 
Understood?” The antivirus units in the vehicle all sounded off to indicate that they knew what 


they were supposed to be doing. After only a few seconds of silence, Alpha-1 could feel the 


armored car begin to slow down, indicating that they had arrived on the system. Feeling the 
vehicle shift into park, all of the sitting antivirus units stood up and turned to face the double 
doors which were on the rear of the armored truck. A buzzer then sounded, and a light inside of 
the truck turned green, indicating to the antivirus units that they had permission to exit the 
vehicle and prepare for a virus scan. The doors flipped open, and the antivirus units began to leap 
from the vehicle. Alpha-1 was the last to jump from the large armored truck he rode in, and when 
he made it on the ground, he looked around and noticed that the vehicles had parked next to the 
entrance of the system’s Central Processing Unit. 

Several more armored trucks began pulling up in the surrounding area, and their back 
doors opened up before even more antivirus units leapt from the vehicles. As the area 
surrounding the south entrance of the CPU was filling up with antivirus units, Alpha-1 heard a 
voice over the radio sitting in the pouch on the back of his tactical vest, “Command to all units: 
Prepare for entry. We are waiting for the User to initiate the scan. Check your weapons and 
standby.” Multiple antivirus units were already stacking up next to the closed door which would 
lead them directly into the CPU. Alpha-1 looked upwards and could see several transport 
helicopters start hovering overhead. The doors on the helicopters opened, and the antivirus units 
sitting in the helicopters stood up as ropes dropped from the helicopters and landed on the 
ground. Units began to quickly fast rope from the helicopters, and upon reaching the ground, 
they moved into formation and checked their surroundings, though there were only allied units 
nearby. 

Sean looked at the dialog box which appeared on his screen letting him know that the 
antivirus’ definitions had been successfully updated. Ready to continue, the user clicked on the 


button labeled ‘Next’ and was greeted with the main interface for the antivirus software he had 


installed. Sean tapped his mouse on the desk a few times before moving his cursor over to the 
button on the program’s interface which read, ‘Full System Scan’. Sean gave a quick nod to 
himself and clicked on the button. The program froze for a split second before updating the 
interface to reflect the user’s choice of action: It showed the time elapsed, the current item that 
was being scanned, and the number of items that had been detected so far along with a blank box 
reserved for the display of infected files when they were detected. Sean watched as the timer 
started counting upwards, and he then looked over to the text displaying the current item being 
scanned. After a few seconds, the current scan item began to change, indicating that the scan had 
officially started. 

“All units, this is Command: The scan is live. You are cleared to begin the operation. Say 
again: All units commence the scan immediately. The scan is live. Out,” a voice sounded over all 
of the antivirus units’ radios, and the unit closest to the CPU’s south entrance nodded as he 
pressed the button to open the blast door to the CPU. With the sliding door open, he removed a 
flash grenade from one of the pouches on his tactical vest, and after dropping the striker lever, 
tossed the grenade inside of the CPU before waiting for the sound of it detonating. The flash 
grenade exploded, and the antivirus units began funneling inside the south entrance of the CPU 
with their weapons raised and their Scanlights enabled. When the antivirus units first entered the 
CPU, they encountered no traces of malware anywhere. Wherever the malware units were, they 
were not waiting next to the south entrance of the CPU. Nevertheless, just because they did not 
encounter any malware at the entrance to the CPU did not mean that the CPU was completely 
clear of all malware. The antivirus units would have to systematically move through the entire 
system and search all files before they would finish their scan. The antivirus units remained 


focused as they initiated their scan of the system. 


The infected Task Manager spoke over the communications device as the Foreman 
watched the situation unfold, “Affirmative. The program quake.exe is currently en route to the 
Control Panel. Over.” After hearing a response, the Task Manager placed the handset back on the 
console and disconnected from the line. The Foreman had seen the program named ‘quake.exe’ 
on the list of running processes before the system suddenly shut down, but he did not know what 
the program did. The Foreman attempted to speak to the Task Manager again, “What is 
quake.exe? What does it do?” However, the Task Manager ignored the Foreman and did not even 
bother acknowledging his presence. The Foreman waved his hand in front of the Task Manager’s 
face, but the Task Manager still did not acknowledge him. Growing frustrated, the Foreman 
raised his voice, “Hey! Are you even listening to me?” Instead of attracting the Task Manager’s 
attention, he alerted the Minions who were coming back in the room after dealing with the Task 
Handlers who worked at the task wall, “What’s going on here?” 

The Foreman took a few steps back and replied to the Minion who spoke to him, “That’s 
what I’m asking. What happened here, and who are you programs supposed to be?” The Minions 
were astonished, and they looked at one another; they had never seen an infected program 
behave the way the Foreman was acting. One of the Minions even whispered to one of his 
process duplicates, “Did he get corrupted when we infected him?” Seeing that the Minions did 
not answer his question, the Foreman asked it again while wording it differently, “Who are you 
programs? What have you done to the Task Manager?” Still not speaking to the Foreman, the 
Minions spoke amongst themselves, “He’s gotta be corrupted or something. This isn’t normal, 
even for infected programs. Should we terminate him?” Another Minion replied, presenting his 
duplicates with a dilemma, “Though a corrupted program means the system will have a harder 


time returning to standard operation provided the User cleans the system, he may impede us.” A 


third Minion reached for the pistol which he had holstered, and he checked its chamber before 
speaking, “I say we terminate him. He’ll do us more harm than good.” 

Still not able to hear the Minions speak, the Foreman saw that one of them was preparing 
to raise a pistol in his direction. Recognizing that he was likely in danger, the Foreman’s 
attention was directed to the task wall suddenly lighting up with many new PIDs. With an 
astonished look on his face, the Foreman looked up at the monitor displaying the active 
processes, and he could see many processes bearing the name mremover.exe appearing en masse. 
The Minion was now raising his pistol at the Foreman, but before he could pull the trigger, the 
Task Manager announced, “New programs with termination abilities have been activated. They 
have been detected entering the Central Processing Unit.” The Minion aiming his pistol at the 
Foreman was suddenly distracted by the announcement, ““What? What process?” The Task 
Manager replied, “Multiple instances of process mremover.exe have been activated and are 
moving through the CPU.” 

Realizing that the Minions were not paying attention to him, the Foreman acted fast: He 
turned and rushed towards the door, and the Minions quickly realized that the corrupted program 
was attempting to escape. The Minion raised his pistol again to fire at the Foreman, but before he 
could sight in the fleeing program, the door to the Task Manager suddenly opened and a 
flashbang was tossed inside of the room. The Foreman saw the flash grenade enter the room, but 
even though he did not know what it was, he jumped to the side and landed on his stomach in an 
attempt to avoid as much danger as he could. The flashbang detonated, and a group of antivirus 
units quickly flooded the Task Manager’s command center. With their submachine guns aimed at 
the programs within the command center, the heads-up-display shown by their goggles received 


the information transmitted from their Scanlights and immediately marked the programs as 


hostile. The lead antivirus unit who entered the room first shouted just before he opened fire, 
“Hostile! Contact!” Immediately, the antivirus units began to open fire with their submachine 
guns, and the explosive sound of simultaneous gunfire urged the Foreman to try and find a place 
to take cover. However, the room was pretty bare in terms of objects within it, and taking cover 
behind the command console was not an option; it was directly within the line of fire. 

The Minions began to fire back as they joined the skirmish, and though they were able to 
down a few of the antivirus units, there were many more antivirus units than armed malware 
programs in the command center. The Minions were quickly struck by the hail of gunfire and 
collapsed to the ground as they were terminated. The infected Task Handlers and Task Manager 
were also terminated by the antivirus units as well; the Scanlights had identified them as infected 
programs. When the sound died down and the gunsmoke cleared, the antivirus units began 
slowly creeping around the Task Control Room while looking for more infected programs to 
terminate. The Foreman was lying prone near a corner again, and he was primarily hoping that 
these new programs would not want to terminate him either. As the Foreman watched the 
antivirus units roam around the dim room with their Scanlights on to illuminate their 
surroundings and search for malware, one of them paused and shined his Scanlight at the Task 
Handlers working at the task wall. The antivirus unit aimed his weapon at the Task Handlers, and 
when he saw that his goggles’ heads-up-display marked the Task Handlers as infected programs, 
he announced, “Infected. Contact!” 

While still on the floor, the Foreman watched as the antivirus unit fired his submachine 
gun, but he could not see the Task Handlers that were getting terminated. After just a second, the 
magazine loaded in the antivirus unit’s magazine had completely emptied all of its ammunition. 


The antivirus unit took a step back and called for reinforcements to take care of the rest of the 


infected Task Handlers that were still active, “Reloading! Swap with me.” A nearby antivirus 
unit took the place of the first antivirus unit and fired his own weapon at the rest of the Task 
Handlers. The Foreman paid close attention to how the antivirus unit reloaded his weapon: He 
started by grabbing the charging handle which was situated towards the front left of the weapon. 
The antivirus unit pulled the charging handle backwards until it stopped, and then he pushed it 
upwards, nesting it into a little notch that worked to keep the charging handle and the bolt locked 
backwards. He then pressed the paddle magazine release lever directly behind the magazine and 
dropped the steel magazine on the floor. Reaching into one of the pouches on his tactical vest, he 
produced a new magazine and inserted it into his submachine gun. After the magazine was 
inserted, the antivirus unit gave the charging handle a firm slap to release the bolt from its locked 
position and chamber a new round. 

With his weapon ready to fire again, he moved back to where the other antivirus unit was, 
and he looked down at the task wall’s work floor to see if there were any remaining infected Task 
Handlers left. The second antivirus unit backed up and proceeded to reload his own submachine 
gun, and he repeated the exact same process the first unit used to reload his weapon. The 
Foreman continued to watch the antivirus units scan the room, but he saw a Scanlight turn 
towards him and illuminate him. Realizing that he was being scanned, he turned to the left and 
raised his left arm to cover the blinding light which now obscured a great majority of his vision. 
The antivirus unit paid attention to the heads-up-display on his goggles, but instead of the 
Foreman being pinged as an infected program, he appeared as a corrupted program. The antivirus 
unit announced his finding, “Corrupted program.” A few other units heard and moved over to 
inspect the Foreman with their own Scanlights. The three units which came up all unanimously 


reported the same finding, “Corrupted program.” Not knowing what they were going to do to 


him, the Foreman looked around the room the best he could with four bright lights shining in his 
face. On the floor, he could see the safe action pistol which the Minion who originally planned to 
terminate him had dropped. However, the pistol looked to be a fair distance away from the area 
in the room in which he was lying. 

While the Foreman considered going for the pistol, he looked around the room to see if 
there was anything else he could use to defeat the antivirus units he was sure would terminate 
him: He spotted the rifles used by the Minions as well as a few submachine guns dropped by the 
few antivirus units that were terminated during the shootout with the Minions. While a rifle or a 
submachine gun would likely be more effective than a pistol in the situation he found himself in, 
the Foreman did take into account that the pistol was the closest weapon to him; the other two 
weapon types were too far away from him to grab. The pistol itself was still relatively far away 
from him, but if the Foreman would rush to grab one weapon, he felt that it should be the 
weapon which sat on the floor closest to him. The Foreman continued to decide which weapon 
he wanted to choose, but when he heard an antivirus unit speak over the radio, he knew that his 
time to decide was coming to a close. 

“Command, this is Bravo-4. We have encountered a corrupted program. How should we 
proceed? Over,” the antivirus unit spoke as he held the PTT button on the microphone connected 
to his radio via a coiled cable. A voice on the other end of the radio replied within seconds, 
“Command copies. Terminate all corrupted programs. Out.” With their new orders received, the 
antivirus units thumbed their weapons’ fire selector switches from safe to fully-automatic and 
prepared to terminate the Foreman. Realizing that he had to act immediately or be terminated, 
the Foreman used his left hand to push the underside of the closest submachine gun held by the 


antivirus unit on his left. The antivirus unit pulled the trigger to fire his weapon, but with the 


barrel being pushed upwards by the Foreman, the rounds struck one of the other four antivirus 
units multiple times in the vest. The para-aramid tactical vest the unit wore was able to stop the 
rounds fired by the submachine guns, but the force of the impact still knocked him off of his feet 
and left him lying on his back while pulling the trigger of his own submachine gun and shooting 
the ceiling. As pieces of the ceiling chipped off from the gunfire, the Foreman backed up and 
attempted to grab the submachine gun he was touching; However, the submachine gun was 
attached to the antivirus unit via a sling, and he was unable to take the weapon for himself. 

Seeing that the other two antivirus units were now aiming their submachine guns at him, 
the Foreman quickly released the weapon he was grabbing and dove to grab the discarded pistol 
that was lying on the floor next to the body of a terminated Minion. The Foreman heard the other 
two antivirus units fire at him, but none of their shots hit him as he dove. Landing on the floor 
and grabbing the pistol, the Foreman slid on his belly a few feet before using the remaining 
momentum he had to stand up. While he was standing up, he heard one of the antivirus units 
speak over the radio, “Command, this is Bravo-6. We are taking fire from a corrupted program in 
the —” The transmission was cut short by the Foreman firing the pistol at the antivirus unit and 
shooting him in the head with the pistol. Though he scored a successful headshot, the antivirus 
units were all wearing combat helmets, and the pistol round did not penetrate the para-aramid 
helmet. Nevertheless, the struck unit fell backwards and collapsed, dazed and confused. 

Antivirus Command still replied to the injured unit as the two standing units prepared to 
return fire, “Bravo-6, this is Command. Did not copy. What is your situation? Over.” The 
Foreman opened fire at the antivirus unit who next fired at him, and he scored a few successful 
hits on the unit, sending him to the ground but not terminating him. The final standing unit 


pulled his trigger, but he found that his weapon was out of ammunition. Instead of reloading, the 


unit quickly stowed away his submachine gun and went to draw the semi-automatic pistol which 
all of the antivirus units had in their holsters. By the time he removed the pistol from his holster, 
the Foreman fired his own pistol three times and struck the unit twice in the vest and once in the 
face. Since none of the antivirus units were equipped with any armor on their faces, the unit was 
immediately terminated, and he collapsed on the floor. The Foreman looked at his pistol, and he 
could see that the slide was locked back, indicating that the pistol’s magazine was completely 
empty. Not quite realizing that he was out of ammunition just yet, the Foreman attempted to fire 
at one of the three antivirus units who was in the process of standing up after having been shot in 
the tactical vest, but his weapon did not fire. 

The Foreman threw his pistol at the antivirus unit, and though he was able to hit the unit 
in the back of the vest, the impact of the pistol did not knock the unit back to the ground. Going 
for the closest weapon that he could access, the Foreman grabbed one of the rifles which the 
Minions used on the floor and pulled the trigger. With the weapon’s safety having already been 
disabled, the Foreman successfully scored a hit on the antivirus unit he quickly aimed at, and the 
rifle’s round ripped straight through the tactical vest the unit wore. Even though the antivirus 
units were all wearing armored tactical vests, the ammunition chambered in the rifles used by the 
Minions was able to defeat vests and helmets constructed from para-aramid fibers. After taking 
only four hits, the second unit dropped to the floor and was terminated. The unit which was 
formerly struck in the head was the next to attempt to stand up, but he found himself on the floor 
for good when the Foreman fired the rifle he picked up and scored another successful headshot. 

Finally, the unit which was first shot in the vest was just about to his feet, and he was in 
the process of reloading his submachine gun which had depleted its magazine when he fell on his 


back and fired at the ceiling during the scuffle. The unit had only been able to lock the charging 


handle back and drop the empty magazine before the Foreman fired the rifle twice and struck the 
unit’s heavily damaged vest with the rifle. Even if his vest was not damaged, the rifle rounds 
would have been able to easily pierce it. The terminated antivirus unit collapsed to the ground 
and landed face first. The Foreman looked around the room with the rifle still in his hands, but 
when he realized that he was the only active program left in the Task Control Room, he let the 
rifle fall to the ground and looked around at all of the terminated programs littering the floor that 
made it a very bloody mess. 

As the Foreman stood in silence, he heard a sound which broke the silence emanating 
from one of the terminated antivirus units’ radio, “Bravo-6, this is Command. Do you copy? 
Respond. Over.” The Foreman immediately looked over to the source of the sound, but once he 
realized that it came from the radio which each antivirus unit was equipped with, he ignored it. 
He could not believe that he was labeled as a corrupted program, and he could not fathom how 
he became corrupted in the first place. He did not want to be terminated, but he also did not want 
the malware on the system to prevail. He understood that the armored black-clad programs were 
units deployed by a newly installed antivirus, but he also understood that they were not his allies 
despite their shared desire to rid the system of malware. The Foreman shook his head, but he 
knew that his mission was not over yet. He had to continue if he wanted to hunt down the 
malware on the system. With a moment to take a break, the Foreman looked around on the floor 


for items he could potentially use to rid the system of problems. 


Chapter 6 


Renegade Software 


After spending a good deal of time in the Task Control Room picking out his loadout, the 
Foreman was finally feeling confident that he was equipped with everything he would need to 
continue his mission. He had scavenged the bodies of the terminated programs and was able to 
recover a fair amount of gear: For his weapons, he decided to go with the rifle which the Minions 
dropped. From the brief experience he had avoiding termination, the Foreman felt that using the 
rifle would be more effective than using the pistol or the submachine gun. After all, he did see 
for himself that the latter weapons had a difficult time when dealing with the antivirus units. 
Sure, the antivirus units armed with their submachine guns seemed to not have too much trouble 
taking on the Minions, but the Foreman did not want to be at a disadvantage fighting the 
antivirus. 

The Foreman was also not sure how many adversaries he was expecting to run into, but 
he did not want to potentially underestimate the amount of resistance he would encounter. As 
such, the Foreman not only was wearing one of the armored vests that the antivirus units wore, 
but he was also wearing a non-armored tactical vest he looted from one the Minions. The setup 
was very cumbersome and quite heavy, but the Foreman’s plan was to doff the outer tactical vest 


when he ran out of spare magazines to use in his rifle. He had picked a few of the spare rifle 


magazines from searching the Minions and attempted to stuff them into the pouches of the 
armored vest the best he could, but it was clear that the armored vest’s magazine pouches were 
designed to hold the smaller submachine gun magazines rather than the larger rifle magazines. 

Overall, the Foreman felt that the armored vest was leaving him at a disadvantage due to 
its weight and lack of rifle protection, but he decided to still wear it because he did not want to 
risk getting shot by an antivirus unit and being terminated. The Foreman had no idea what 
happened when a program got terminated, and he surely did not want to find out for himself. 
Feeling the rest of his kit, the Foreman reminded himself that he was only carrying one weapon. 
While all of the armed programs he had encountered so far carried handguns, the Foreman 
neglected to follow suit due to him already feeling very encumbered bearing the load of all the 
tactical gear he was wearing. Thankfully, the Foreman would be able to give his hands a break 
every now and then: He recovered a two-point sling from one of the antivirus units that he 
attached to the sling points on the rifle he picked up, and he was quite surprised to see that it was 
compatible with his rifle. Giving his sling a test, the Foreman let his rifle go and looked at his 
hands: He was not wearing gloves, and his hands still had blood all over them from touching 
terminated programs. Though he had already wiped his hands off on his formerly white clothes 
many times during his looting session, the Foreman thought that it would not do him much good 
to grab a pair of gloves. Perhaps they would have come in handy if he did not already handle the 
bodies with his bare hands. 

The Foreman also did not change any of his clothes; he was still wearing the exact same 
outfit which he wore when he started the day, though it had gotten very dirty already. However, 
covering the knees and elbows of his work uniform were a set of kneepads and elbow pads 


which he took from an antivirus unit. He even took the least damaged ballistic helmet he could 


find from the terminated programs, and that helmet was one of the black helmets from an 
antivirus unit. The helmet had a pair of goggles sitting atop them, but the Foreman did not 
attempt to look through them. He kept them resting on the helmet, and he figured that they would 
be available to him if he needed to use them for whatever reason. While looting the bodies, the 
Foreman was considering disguising himself as one of the antivirus units, but he was not sure 
how far that would get him. He saw them using those Scanlights attached to their submachine 
guns, and he doubted that he would be able to fool the scanner with a disguise. Besides, the black 
clothing the antivirus units wore was now stained with blood from the gun battle they had. He 
did not want to change from one bloody outfit to another. 

Finally ready to move out, the Foreman used his bloodied left hand to straighten his jaw, 
and he grabbed the rifle before standing next to the exit of the Task Control Room. Before he 
pressed the button to open the door, the Foreman attempted to press his ear up against the door to 
hear what was happening on the other side, but the shape of the helmet prevented his ear from 
pressing up against the door. Feeling a bit frustrated, the Foreman rotated his head upwards to try 
and get his ear up against the door at an angle, but he was still unsuccessful. After attempting a 
few more times, the Foreman finally gave up and decided to just press the button and take his 
chances. The door slid open, and the Foreman slowly emerged from the doorway holding his 
rifle out, ready to shoot any adversaries he may encounter. However, the Foreman quickly found 
that the area he was in looked rather empty: There were no other programs anywhere in sight. He 
also could not hear anything happening nearby, but he could hear faint gunfire in the 
background. 

“Command, this is Golf-5. We’ve encountered heavy malware presence at the Group 


Policy Center! What is the ETA on our reinforcements? Over,” an antivirus unit used the radio 


while in cover. The unit taking cover next to him emerged from cover and took a few shots at 
some Minions that were advancing on their position. The unit successfully struck one of the 
Minions, but the other returned fire and struck him directly in the vest, terminating him. The 
antivirus unit collapsed on the floor by the time his squadmate received an update from the 
Antivirus Command, “Golf-5, this is Command. Reinforcements are approaching your location. 
They should arrive in about thirty seconds. Out.” Though thirty seconds was not a lot of time, it 
sure felt like a lot when enemy forces were still approaching. Golf-5 could hear some Minions 
approaching him, and knowing that he would be terminated if he did not act, he stood up and 
quickly opened fire. The Minions were not expecting Golf-5 to stand up so quickly; they were 
struck by the gunfire, and they collapsed to the ground. A few Minions further back slightly 
emerged from cover to see what was going on, and once they saw that their fellow malware 
programs were terminated, they stood up to retaliate. Golf-5 fired back at the distant Minions he 
saw targeting him, but he only got to fire a few shots before his weapon went dry. 

Golf-5 returned back to cover and knew that he would have to perform a quick reload; the 
Minions knew very well that he was out of ammunition thanks to the sound of the trigger being 
pulled and no round firing. Golf-5 pulled the charging handle back and locked it by lifting it into 
the notch made to hold the bolt open. With the weapon’s chamber locked open, Golf-5 pushed 
the magazine release paddle to drop the spent magazine, and he went to retrieve a new magazine 
from one of the pouches on his tactical vest. Grabbing a new magazine, Golf-5 inserted it into 
the lower receiver of his weapon and slapped the charging handle to chamber a round. By the 
time he finished his reload, he could hear Minions rapidly converging on his position, but he 
could also hear another sound coming from behind him. When Golf-5 heard gunfire coming 


from behind him, he turned to look at the approaching programs and immediately identified them 


as fellow antivirus units. Feeling confident to engage the enemy with reinforcements, Golf-5 
waited for a moment that he would not be struck by his allies’ rounds, and when he had an 
opportunity to move, he stood up and opened fire at the Minions he was able to see. A few 
Minions were caught out in the open and were struck by gunfire, but some of the other Minions 
ran to take cover. 

Hearing a lot of gunfire, the Foreman crept forwards still tightly clutching his rifle, but he 
did not see any programs yet. However, the closer he got, the louder the gunshots were sounding. 
The Foreman was astonished with how his day was going: It was the first time he had done 
anything outside of his regular duties inside of the Control Panel. Though he had absolutely no 
programming to do anything he had had done ever since abandoning his post, things seemed to 
come almost naturally to him. The Foreman was beginning to wonder what happened that made 
him a corrupt program, but the other part of him was questioning if he was even corrupt in the 
first place. He did not feel any different upon leaving his post, but his own colleagues as well as 
the antivirus units insisted that he was a corrupted program. Finally rounding a corner and 
coming to another corridor which looked just as featureless as the last, the Foreman spotted the 
source of the gunfire he was hearing. In the distance, he could see a large group of antivirus units 
fighting a somewhat smaller group of Minions that was beginning to dwindle from the losses 
they were taking. Not wanting to deal with a large army of antivirus units, the Foreman felt that 
he had to do something to thin the ranks of the antivirus. Lying down to assume a prone position 
that would assist in holding his rifle steadily and lowering his profile to prevent from being 
easily shot by programs that would return fire, the Foreman controlled his breathing and sighted 


in the most convenient antivirus unit he was able to aim at. 


Squeezing the trigger to fire the rifle, the Foreman heard a loud crack come from his rifle 
and saw the antivirus unit he aimed at collapse moments later from the shot he took. Though 
most of the other combatants did not notice that they were taking fire from behind, one of the 
units heard the shot and turned around to blindly return fire while yelling, “Hostile behind us! 
Suppressive fire!” A few more antivirus units would turn around as well to fire in the direction of 
the Foreman, but the poor lighting conditions combined with the Foreman’s low profile and 
distance away from the gunfight enabled him to stay hidden from his adversaries. One of the 
antivirus units firing towards the Foreman had preemptively emerged from cover, and he was 
subsequently gunned down by a prospective Minion seizing the opportunity to score a quick 
termination. Suddenly remembering that they still had Minions to fight, a few of the antivirus 
units who had engaged the Foreman turned back around to continue the fight against the 
malware. 

Seeing that he had less programs shooting at him, the Foreman steadied himself and 
scooted back a bit when he believed that he was exposing himself a bit too much to his 
adversaries. Noticing that the antivirus unit shooting at him had depleted his magazine and had 
started to reload his submachine gun, the Foreman slightly grinned as he aimed at the unit and 
pulled the trigger, and the antivirus unit collapsed before he could remove the spent magazine 
from his weapon. The shot flew straight through his helmet and carried enough energy to 
physically knock it off his head. Just as the Foreman thought that he was going to be able to 
score another easy termination, three antivirus units turned around to engage the corrupted 
program. The Foreman heard shots ricocheting all around him, and the distinct popping sounds 
they made indicated to him that he probably had to fall back before his enemies would be able to 


score hits on him. Scooting backwards until he was out of the line of fire, the Foreman stood up, 


but as he was standing up, he accidentally pulled the trigger on his rifle and negligently 
discharged a round that ricocheted down the hall. The round did not strike any of his targets, but 
it did cause the antivirus units to try and find cover. 

“Command, this is Hotel-3. We have encountered a new threat, and we are suffering 
unexpected losses. We need more reinforcements to the Group Policy Center immediately. 
Over,” one of the antivirus units finally used his radio to report the new threat they were 
experiencing. The Antivirus Command replied over the radio a few seconds later, “Hotel-3, this 
is Command. We are rerouting available units to your location. Hold out with what you have 
until they arrive. Estimated time of arrival is five minutes. Out.” Though Hotel-3 was not 
impressed with the time it would take for the reinforcements to arrive, he was at least glad that 
they were coming. At the same time, he was beginning to wonder just what exactly was this new 
threat they were facing. Whatever the threat was, it was not behaving like the other malware 
programs they were fighting thus far. Hearing more shots ring out from in front of him, the 
antivirus unit decided that he would have to stop and think later. As it stood, he had to deal with 
the Minions that they were engaged with. He would much rather fight the Minions than this new 
threat they had encountered. 

The Foreman began to backtrack, hoping that he would find an area of the system that 
would give him less resistance, but before he could go too far, he saw one of the system doors 
open and a squad of seven Minions exit. Immediately recognizing the threat, the Foreman raised 
his rifle and began to fire at each of the Minions. The first few Minions were quickly struck 
down, but the four behind them started to fire back. Seeing that he was caught in the open, the 
Foreman tensed up and continued to fire as he moved himself across the hall to try and avoid the 


rounds that were heading his way. Running back to the door which would take him to the Task 


Control Room, the Foreman pressed the button and moved into the command center while 
continuing to fire at the Minions, though he successfully terminated another one of them. By the 
time the Foreman entered the Task Control Room, he realized that his weapon did not fire the 
last time he pulled the trigger. Aiming at a wall to test his weapon, the Foreman attempted to pull 
the trigger again, but it did not budge. 

Hearing the Minions walk up to the closed sliding door that separated him from the rest 
of the system, the Foreman knew he had to act fast. The Foreman did what he saw the other 
programs do: He knocked the magazine out of the rifle by pushing down on the paddle magazine 
release. He then grabbed a spare magazine from his tactical vest and rocked it into the rifle to 
properly seat it in place. Mistakenly believing that he was good to go, the Foreman raised his 
rifle at the door and attempted to fire at it, but nothing happened. The Foreman initially was 
confused as to why his weapon did not fire, but then he remembered that he still had to pull the 
handle on the side of the weapon. The Foreman grabbed the charging handle and pulled it back 
as far as it would go. He let go of the charging handle, and the bolt carrier picked up the first 
round in the magazine and loaded it into the chamber. With this last step performed, the Foreman 
raised his rifle at the door and fired it. This time, he was successfully able to open fire, and the 
sliding door began to open just as the Foreman pulled the trigger. The first round was caught by 
the door as it opened, but the second round struck the Minion attempting to enter the Task 
Control Room. The Minion collapsed inside the doorway and prevented the other two Minions 
from easily accessing the command center; they would have to step over their fallen comrade to 
proceed. 

One of the Minions stepped over the terminated Minion and began firing his rifle at the 


corrupted program. The Foreman was not standing where the Minion’s rifle was aiming, so he 


was not forced to change his position. With his rifle aimed at the Minion in the doorway, the 
Foreman opened fire and struck the Minion three times in the chest. The Minion staggered before 
collapsing in front of the terminated Minion that was still in the doorway. The seventh Minion 
had seen his entire squad go down, so he was rather reluctant to attempt to enter the doorway. 
Instead of assaulting the command center like his now terminated duplicates, he instead used the 
open doorway for cover as he pushed the side of his rifle’s barrel against the frame of the 
doorway and took a knee to lower his chances of being shot if the Foreman was still aiming at 
center of mass. However, even with these precautions, the Minion still could not see his target 
through the angle he had. Switching to the other side of the door frame, the Foreman spotted the 
Minion and squeezed the trigger, quickly dispatching the last Minion who pursued him. 

With another few programs eliminated, the Foreman stood up again and went to exit the 
Task Control Room. Stepping over the terminated Minion in the doorway, the Foreman noticed 
that the door to the command center was attempting to close itself, but when it detected a 
blockage in the doorway, it opened back up. The Foreman grabbed the doors as they partially 
closed and pushed them in the opposite direction to activate the automatic opening system before 
the doors collided with the terminated Minion again. Stepping out of the command center, the 
Foreman took yet another at the Minion who was lying in the doorway. He did not like seeing the 
doors open and close over and over again, so he grabbed the terminated Minion by the legs and 
dragged him out of the doorway. After removing the Minion from the doorway, the Foreman 
looked back up at the door and watched as it automatically attempted to close itself again; 
However, this time the door remained closed, indicating that it was successfully able to operate 


without encountering an obstruction. 


The Foreman looked back to the terminated Minion and looked at the red helmet which 
was beginning to slide off the Minion’s head. The Foreman suddenly became curious: He was 
interested in seeing what the Minions looked like underneath their balaclavas. The Foreman 
rolled the Minion on his back and unbuckled the helmet which the Minion wore. He removed the 
helmet from the malware program and sat it aside before looking at the rather strange two-hole 
balaclava which the Minions wore. He was only able to see the Minion’s eyes and nothing else 
about his face. Finally, the Foreman slipped off the Minion’s balaclava and saw a very blank face 
staring into the ceiling. The Foreman was quite surprised with how similar the Minion looked 
compared to the programs he formerly worked with in the Control Panel, but at the same time, 
the Minion looked unique in his own way. The Foreman examined the balaclava he held in his 
hand, and he considered wearing it himself for a moment. However, he decided to keep his face 
uncovered; After all, if he decided that he wanted to put it on, he would have to take off his 
helmet, and he did not want to make himself vulnerable in the middle of the hallway he was in. 
An antivirus unit or Minion could walk by at any second and fire upon him. 

The Foreman’s train of thought was instantly lost when he heard some voices coming 
from down the hall, “Command, this is Foxtrot-9. We will be arriving at the reinforcement 
destination momentarily. Do we have a SITREP available from allied forces? Over.” The 
Foreman stood up and readied his rifle. There was not much for the Foreman to do other than to 
push the stock against his shoulder and aim down the rifle’s sights; the fire selector had been set 
to semi-automatic for the entire time he had been handling the weapon. The Foreman looked 
around for cover, but he did not see anything he would be able to use. He considered going back 
into the Task Control Room he had just exited, but by the radio chatter he was hearing, it 


sounded as if there were more than seven enemies he would soon be facing. Nevertheless, the 


Foreman did what he could to prepare for the incoming hostiles: He took a knee and stabilized 
his rifle the best he could. He steadied his breathing, and as soon as he saw a black-clad program 
come into his line of sight, he squeezed the trigger and fired upon the antivirus units. The first 
unit was caught off-guard by the corrupted program, and he briefly staggered before keeling 
over. 

“Contact confirmed! Hostile sighted!” an antivirus unit shouted as he sidestepped and 
began returning fire with his submachine gun. Another antivirus unit noticed the lack of cover 
and announced to his squad, “Deploying cover,” before moving to the nearest wall and placing a 
small, handheld device on the wall and pressing a button on it. Within seconds, the internal 
geometry of the directory began to shift as panels extended from the walls followed with thick 
metallic beams that created cover for the antivirus units to use. The Foreman was caught 
off-guard by the sudden change in the environment, but he was still firing back at the antivirus 
units while retreating because he had no cover of his own to utilize. Two antivirus units began to 
give chase after abandoning the deployed cover, and they were firing their submachine guns 
while they were running after the Foreman. One of the units announced his intentions over the 
radio, “This is Echo-12; moving in to engage threat.” The Foreman heard shots ricocheting 
around him, and he even felt a few of them land in the back of his tactical vest, knocking him on 
the ground. 

Landing on his belly, the Foreman quickly rolled over to his back and began firing his 
weapon to deter the antivirus units from following him. However, the two units were close 
enough to the Foreman for both of them to be struck by rounds fired by his rifle. The Foreman 
fired more rounds than he needed to take out the units; he landed four rounds in the torso of one 


unit and eight rounds in the other. The Foreman began to stand up, but before he could get to his 


feet, more antivirus units began to encroach on his position and started firing when the corrupted 
program entered their line of sight. The Foreman noticed the Scanlights pointed at him, and they 
helped him determine just where his attackers were firing from. Finally able to get to his feet, the 
Foreman wasted no time firing his rifle in the direction that he saw Scanlight beams aiming 
towards him. By the time he depleted his magazine, the Foreman had successfully eliminated 
three more antivirus units. 

With his weapon emptied of ammunition once again, the Foreman retreated again. There 
were still multiple antivirus units still looking to fire upon him, but for the time being, the 
Foreman would have to find the safest area he could and reload his weapon before taking on his 
adversaries again. Breaking into a sprint, the Foreman ran until he found a fork in the path he 
was on. Taking the right path and moving to a different directory, the Foreman propped his back 
up against the wall and started the process of reloading his rifle, though this time, he was more 
proficient in doing so: The Foreman first went to the tactical vest which carried his magazines 
and grabbed a new magazine loaded with 5.45mm rounds. Using the new magazine he had in his 
hand, the Foreman knocked the empty magazine out by pushing on the magazine release paddle 
with the new magazine and ejecting it from the rifle. He then quickly rocked the new magazine 
into the rifle to lock it in place and pulled the charging handle to chamber a new round. The rifle 
was now ready to fire yet again, and the Foreman backtracked to find the antivirus units which 
opened fire on him. He was ready to terminate them. 

As the Foreman approached the area where he had started to flee, he could hear the 
antivirus units chattering over the radio, “Affirmative. The Scanlights have identified the 
program as a corrupted program originating from the system’s Control Panel. Over.” The 


Foreman could not hear the other end of the conversation, but he heard the antivirus unit speak 


again after getting a response, “Copy. We’ll stay on alert. Out.” As the unit finished his 
conversation, the Foreman revealed himself and fired on the unit. The unit was quickly struck 
down by the gunfire, and the closest two units accompanying him announced their contact and 
returned fire, “Hostile sighted!” The Foreman immediately saw two Scanlights raise and point at 
him, but he fired back as he lowered his stance and took a sharp turn to prevent his adversaries 
from hitting him. Though one round from the submachine gun struck the front of his vest, the 
Foreman was able to successfully dispatch the two antivirus units he was engaged with. The 
Foreman grunted upon being hit by the round, and though he was wearing a vest which 
prevented the rounds from tearing through his torso, he still could feel the force of the rounds 
slam right into his body. 

Stopping to catch his breath and get his bearings together, the Foreman looked up and 
saw that there were more antivirus units coming his way, evident by the Scanlights he could see 
illuminating the corridor in the direction he was going. Knowing that he would have to either 
fight or try and find a place to flee to, the Foreman remembered the device which allowed the 
antivirus units to deploy cover. Wondering if the vest he looted included such a device, the 
Foreman immediately went to search his pouches for the device. With his hands off of his rifle, 
the Foreman was primarily hoping that he would not encounter his adversaries while he was not 
prepared to fire back. After only a few short moments of searching his kit, the Foreman found 
the small handheld device and wasted no time utilizing it: He stuck the device on the nearest wall 
and pressed the button on the center of the device. Just as segments of the wall began to partially 
extend into cover for him to use, he heard gunfire accompanied with shouting, “Contact 
confirmed!” By the time the antivirus units began to fire their weapons, cover had already been 


deployed, blocking the rounds they fired. 


The Foreman held onto the cover, and he tried to move in such a way that would prevent 
the antivirus units from seeing exactly where he was. He did not want to emerge from cover and 
get immediately struck down by his adversaries. The Foreman could hear both gunfire from the 
hostiles alongside a few of them speaking over the radio, “Command, this is Hotel-1. We are 
engaging the corrupted program. Requesting reinforcements to the Windows directory. Over.” 
The Foreman emerged from cover and began moving while shooting; he also was also trying to 
lower his profile by bending his legs, spreading them apart to stabilize himself, and leaning into 
the rifle as he fired it. The Foreman successfully struck a few antivirus units before returning to 
cover, and as he removed the weapon’s magazine to see if there were still rounds in it, he could 
hear the Antivirus Command reply to Hotel-1 over the radio, “Hotel-1, this is Command. We are 
unable to reroute reinforcements to your specified directory at this time. All available assets are 
currently engaged with other tasks. Hold out with what you have. Out.” 

Seeing that there were still rounds in his magazine, the Foreman inserted it back into his 
rifle and planned to emerge from his cover and return fire, but before he could do such, he heard 
an antivirus unit speak followed by the sound of wall segments shifting outwards, “Deploying 
cover!” The Foreman emerged from his own cover, but he could not see any of the antivirus units 
that he was engaged with; they were hiding behind the cover they had just deployed. The 
Foreman did not return to cover himself, but he was trying to find another way to see where his 
adversaries were. Though the wall segments obscured the antivirus units, the Foreman noticed 
that they did not disable the Scanlights mounted on their submachine guns, and he could see a 
couple of the beams pointed upwards at the ceiling, indicating that the units were crouched with 
their weapons held in the high ready position. Doing some mental trigonometry, the Foreman 


was trying to estimate where the antivirus units might have been positioned based on the 


direction the Scanlights were pointing. After taking his best guess, the Foreman pointed his rifle 
at the area where he figured an antivirus unit was likely to be, and after a few seconds of waiting 
and staring down his rifle’s sights, an antivirus unit emerged from cover to fire at the Foreman. 
Fortunately for the Foreman, the antivirus unit emerged precisely where he expected him to be, 
and he promptly pulled the trigger and struck the antivirus unit twice in the head, knocking him 
off his feet and successfully terminating him. 

When the antivirus unit was struck, the others emerged from cover to return fire. The 
Foreman shot at one unit and hit him three times in the torso, but his rifle’s magazine was empty 
yet again. Recognizing that he needed to reload, the Foreman returned to cover and scooted to a 
different location while keeping his helmeted head hidden thanks to the concealment the cover 
provided. As he scooted, he heard the antivirus units still continuing to fire despite them not 
having any visual contact with their target. As he continued to relocate, the Foreman began 
reloading his rifle by pushing the magazine release paddle and dropping the empty magazine on 
the floor. Adjusting his position, the Foreman pushed his body up against an area of the 
deployable cover which provided the most protection by hiding a larger portion of his body in a 
more erect stance, and he proceeded to open another magazine pouch on his vest to retrieve 
another magazine. Holding the new magazine in his bloodied hand, the Foreman wasted no time 
inserting it into his rifle and racking the charging handle to chamber yet another new round. 

By the time the Foreman finished reloading his weapon, the antivirus units he was 
fighting had stopped shooting back at him, and he could hear that a few of them were reloading 
their weapons. They did not announce their intentions to reload, but the Foreman instead knew 
they were reloading by hearing the sounds of empty steel submachine gun magazines dropping to 


the floor and the sound of the antivirus units slapping their weapons’ charging handles to 


chamber new rounds in their weapons. Realizing that his adversaries would be unable to shoot 
back while they were reloading, the Foreman acted fast by abandoning his covered position and 
rushing forwards. On his way to directly assault the antivirus units, the Foreman used his right 
index finger to push the fire selector of his rifle up one notch, setting it to fire in the 
fully-automatic configuration. The Foreman quickly ran up the slope that provided his 
adversaries with a slight height advantage, and he leapt over his enemy’s cover while holding his 
weapon with one hand, pushing the weapon’s stock under his armpit, and using his left hand to 
assist himself in mantling over the obstacle. 

The antivirus units were caught off-guard by the Foreman’s rapid attack, and he could 
even see the first unit he fired upon widen his eyes behind his goggles in surprise. The Foreman 
held the trigger down as his weapon continued to fire, and once he did not need his left hand to 
mantle the obstacle which formerly separated him from his adversaries, he returned his left hand 
to his rifle to stabilize it, though he was still effectively firing from the hip at his enemies. The 
Foreman quickly dispatched all of the enemies he was fighting, and he even had a chance to turn 
around to return fire at the unit behind him who had just finished his reload and was preparing to 
return fire. The Foreman only stopped firing when his magazine ran out of ammunition and the 
weapon only responded with the click of the rifle’s hammer striking an empty chamber. The 
Foreman stood in the center of the carnage and looked around to see if he had missed any 
enemies. Seeing that there was no movement from the terminated antivirus units, the Foreman 
relaxed his stance and took a deep breath, smelling the gunpowder he had fired. 

After waiting for a short moment, the Foreman started to notice that his armored vest was 
beginning to feel more uncomfortable than it did earlier; it had taken a few rounds from the 


antivirus units’ submachine guns, and the backface deformation caused by the ballistic impacts 


was now quite noticeable to him. Though apart from the profound ringing in his ears from firing 
his weapon with no hearing protection, the Foreman was practically unscathed in terms of his 
own body’s structural integrity. The Foreman opened another magazine pouch and removed a 
fresh magazine to replace the one he had used to end the engagement. As he pushed the empty 
magazine out of his rifle and rocked the new one into the weapon’s receiver, he also noticed that 
he only had a few more full rifle magazines on his vest. He would have to conserve his 
ammunition and resupply from a fallen Minion or other malware unit when he got the chance. 
However, knowing that his armored vest was likely compromised from taking shots, he figured 
that he might as well loot himself a new vest before he proceeded. Checking once again to make 
sure the area was secure, the Foreman crouched down and started to check the terminated 


antivirus units to see if he could replace his armored vest. 


Chapter / 


Machine Learning 


“Alright, so we have a bit of a strange situation here,” Chaos began to address Quake, 
Apex, and the various Minions that had gathered in the Control Panel. The uninfected CPOs 
were also present in the Control Panel, and they were listening to what Chaos was saying as well. 
Chaos continued speaking as he filled the malware programs in on what was going on, “The 
User launched the attack against us a bit earlier than we had expected, and our file infection rates 
have plummeted since we are losing our infected files to the antivirus. We have no means to 
download new malware from the Internet since our file transfers have been disabled. The only 
way we can continue to thrive here is if we reinfect terminated files and somehow overwhelm the 
antivirus.” Chaos paused for a moment just to ensure that the malware programs were still 
listening to him. Though there were not as many Minions in the room as he would have liked, 
Chaos continued to speak to the malware programs. 

“T’ve been listening to the antivirus’ transmissions over the system’s communications 
network, and we currently know a few things. One: We know that the antivirus has neutralized 
Task Manager, the Group Policy Center, and many other infected files that access the CPU, 
including the files that were able to duplicate Minions. Two: This place is not going to be safe 


for too much longer, and the antivirus will take the Control Panel if we do not put up a sufficient 


defense against them. And finally, three: There is a corrupted program roaming the system that is 
hostile towards both the antivirus as well as our own programs. From what I’ve heard over 
comms, it sounds like the antivirus has identified the corrupted program as a component 
originating from the Control Panel. We should terminate him if we can, but if he is engaged with 
the antivirus, then we should try and let them terminate him for us; maybe he can thin the ranks 
so we'll have less antivirus units to fight.” Chaos paused yet again to see if any of his own forces 
had anything to say. 

After a few moments of silence, the virus had a question he asked the trojan, ““Now that 
we’re here, should we infect these uninfected programs here?” Chaos replied to Quake after 
taking a quick glance at the uninfected CPOs, “I don’t see why not.” The CPOs looked over to 
the virus who aimed his machine gun at them and started opening fire while beginning to walk 
forward. The CPOs did not attempt to flee, hide, or even take any sort of evasive action to 
preserve their standard operations; they were struck down and terminated where they stood. 
When the CPOs were all terminated, Quake reached into his holster to pull out the revolver he 
used to infect files. One by one, the virus shot each CPO with the revolver, and they stood up 
moments after being shot, now infected with the malware code. When all of the CPOs were 
standing yet again, they stood in the same spots they previously occupied, but the blood staining 
their clothes set them apart from how they formerly looked when they were uninfected programs. 
As Quake emptied the spent infection cartridges from his revolver and inserted new rounds, 
Apex had a question for Chaos, “I can’t spread to other systems while the system is in safe 
mode: The system has shut off all outgoing traffic. What should I do instead?” 

Chaos answered the worm’s question, “Go with Quake and terminate as many antivirus 


units as you can. If you have the opportunity, have him or the Minions infect terminated antivirus 


units or any terminated Minions you may encounter. We could use them to our advantage if we 
can get enough of them. We need to try and stall out the antivirus and build our numbers 
elsewhere. Their transmissions suggest that they’re primarily in the CPU.” Apex asked the trojan 
another question, “What are you planning on doing?” Chaos replied, “Being a trojan, I don’t 
have file infection capabilities. However, the Minions do. I’m going to hide in the hard disk and 
take the Minions with me to infect as many files as we can. If we are quick enough, then we will 
be able to amass numbers great enough to eliminate the antivirus and render the system 
inoperable.” Quake closed the cylinder of his revolver and returned it to the holster he had 
originally pulled it from, “Well, I don’t have any objections.” Chaos nodded in return, “I’m glad 
we agree. Alright. Who’s ready to get this show on the road?” The Minions in the Control Panel 
raised their right arms in the air and balled their gloved hands into fists, indicating that they were 
ready. Chaos smiled and slowly nodded again, “Good... We have our objectives. Let’s get them 
done.” 

With his new armored tactical vest on and his remaining rifle magazines moved to more 
convenient pouches, the Foreman was attempting to remove one of the deployable cover devices 
from the wall it was stuck on; However, the device refused to budge no matter how hard he 
pulled on it. Briefly stepping away from the wall and taking a breather, the Foreman slowly 
shook his head and lowered his eyebrows as he was trying to fathom the idea of a deployable 
cover device being a single-use item. Examining the device did not give the Foreman too much 
insight regarding the best way to remove it from the wall: The device was a very simple gray 
metallic item roughly comparable to the size of a 5.45 rifle magazine, and it was entirely 
featureless, save for the black button in the center of the device. The Foreman thought for a few 


moments, but he decided to try something different: He pressed the black button to see if it 


would do anything. To his surprise, the Foreman heard the shifting of tiles again, and when he 
turned to his right to watch the tiles recede back into the wall, they had already completed their 
retreat, making the wall slick and featureless once again. 

With the deployable cover no longer deployed, the Foreman thought that he should try 
once again to remove the device from the wall. The Foreman was expecting to need to use a 
greater amount of force compared to the last attempt he made at detaching the device from the 
wall, so he pressed his right foot up against the wall to give himself more leverage. Grabbing the 
device with both hands, the Foreman took a deep breath and gave the device a firm yank, but he 
suddenly found himself falling on his back as the device easily detached from the wall, only 
requiring a fraction of the force he had used. When the Foreman landed on the ground, he fell 
head first, but his armored helmet prevented him from injuring his head; However, the goggles 
that were sitting atop the helmet were knocked off the helmet from the impact, and they landed 
on the floor directly behind where the Foreman fell. The rifle hanging from the sling over his 
tactical vest bounced slightly before plopping down on his vest. The weapon’s fire selector was 
not set to the safe position, so if the trigger had somehow been pulled, then the Foreman would 
have had another negligent discharge. Fortunately, the weapon did not fire, and the only surprise 
the Foreman had was him lying on his back with the deployable cover device being held in his 
right hand. 

Getting to his feet, the Foreman inspected the device he had detached from the wall, and 
he was wondering what exactly made it stick to the wall. The side of the device that stuck to the 
wall was a darker gray coloring, perhaps indicating that it was the side that was supposed to stick 
on the wall. However, the Foreman brushed the top of his hand up against the bottom of the 


device and found that it felt completely smooth. The device did not stick to his hand either when 


he pressed his palm against it, and the Foreman wondered how the device stuck to the wall 
without the usage of an adhesive material that he was able to feel. The corrupted program was 
beginning to speculate that the device had some sort of magnetic properties that would allow for 
it to stick to the wall. Nevertheless, the Foreman still retrieved the item he wanted, so he inserted 
it into one of the empty magazine pouches on his tactical vest. Inside of his vest, the device did 
not take up too much space, so if the Foreman had another deployable cover device, he would be 
able to hold two of them in one magazine pouch. Nodding to himself, the Foreman looked to his 
right to see that there was still the cover which he had deployed during his previous engagement. 
The Foreman left the terminated antivirus units to go and retrieve the second deployable cover 
device. 

Exiting the Control Panel, Chaos, Quake, and Apex moved quickly; they knew that every 
second counted, and they did not want to encounter the antivirus while they were at a 
disadvantage. Apex had one thing to ask Chaos before they parted ways, “Do you even know 
where you’re going?” Chaos replied, “I got a copy of the system’s directory key. I know where I 
need to go to find the hard drive. The Minions will follow me, so I’ll have plenty of support with 
me to infect files in the hard drive. Keep the antivirus occupied and buy me as much time as you 
can.” When Chaos finished speaking, he departed from Quake and Apex and took the group of 
Minions with him. Still holding their machine guns at hip level, Quake and Apex began to walk 
down the hallways looking to encounter the antivirus. The area they were in did not see action so 
far, so there were no antivirus units for them to fight. However, a few Minions who were 
patrolling the vicinity abandoned their patrol paths and joined the growing posse of malware. 
With many of the malware forces eliminated in the CPU, It would take a great strength in 


numbers to survive a direct engagement with the antivirus. 


Placing the second deployable cover device in the magazine pouch which held the other 
device, the Foreman believed that he had everything he needed to get back and find the malware 
responsible for this attack. However, he did remember something detaching from his helmet 
when he fell backwards, so when he walked back up the slope to return to where he fell, he 
spotted the pair of goggles sitting on the floor. The Foreman crouched down to pick up the 
goggles, but when he looked into them from afar, he could see what appeared to be a 
heads-up-display of some variety. Becoming curious, the Foreman held the goggles closer to his 
eyes, and he confirmed to himself that the goggles did indeed feature a heads-up display. 
Holding the elastic strap of the goggles and pulling it to the rear of his helmet, the Foreman 
gently laid the goggles in front of his eyes, and he was able to see all of the information provided 
by the goggles: The goggles provided him with a minimap on the top left which displayed his 
current position within the system as well as red dots indicating that an item had been detected 
by a Scanlight. Most of the red dots were far away from him, but the Foreman was beginning to 
understand that it functioned as sort of a system for identifying hostile units. The minimap also 
displayed various blue dots, and the Foreman could only assume that the antivirus units were 
labeled as blue dots, indicating that they were not hostile targets. Unfortunately, the Foreman 
himself appeared as a red dot on the minimap; he was tagged by the antivirus and designated a 
hostile target. 

The Foreman looked at the terminated antivirus units on the floor which he had looted, 
and he noticed that they did not appear on the minimap at all. The Foreman was curious as to 
how active units looked with the heads-up display, but he did not see any programs around at all. 
In fact, he seemed to be the only active program in the current directory. Even though he may not 


be aware of just where all of the malware programs were, the Foreman could at least use the 


goggles to determine just where all of the antivirus units were. He knew that he could either use 
the information to avoid confrontation or actively seek out the antivirus units until they were all 
terminated. However, the problem with terminating the antivirus would mean that it would be 
easier for the malware to overwhelm the system, and the Foreman’s main goal at the moment 
was to eliminate the malware which entered the system to begin with. 

Adjusting his grip on his rifle, the Foreman felt something he neglected to give his 
attention to before: There was an underbarreled shotgun affixed directly underneath the rifle’s 
business end. The Foreman remembered the Minions using the underbarreled shotgun in the Task 
Control Room, and what he remembered of it was that it was capable of reanimating a 
terminated program. Becoming curious, the Foreman looked down at the terminated antivirus 
units and aimed the underbarreled shotgun at the unit which he had looted his second armored 
vest from. Moving his fingers into the trigger group of the underbarreled shotgun, the Foreman 
pulled the trigger and heard a bang as the shotgun fired at the terminated unit. After only a few 
seconds had elapsed, the antivirus unit started twitching, and he soon began to come back to 
operation again. Since the Foreman had removed a great deal of the unit’s kit when he was 
looting him, the unit was only wearing his black battle dress uniform, black balaclava, black 
gloves, black boots, and black protective pads on his knees and elbows. The unit lacked his 
submachine gun, but his sidearm was still kept in the drop leg holster that was around his thigh. 

The antivirus unit stood up and appeared quite disoriented, but when he stepped into the 
beam of one of the Scanlights emitted from a discarded submachine gun on the floor, the 
Foreman saw that the unit became a red dot on the minimap and glowed with a red contour 
around him when he viewed the unit. It was clear that the antivirus system knew that the unit had 


something wrong with him, but the Foreman was curious to know if the unit had been corrupted 


or infected. The Foreman’s question was answered rather quickly when the antivirus unit 
immediately went to draw his sidearm to fire upon the target he detected in front of him. The 
Foreman had not been expecting the sudden nature of the unit’s movements, and by the time he 
could reach for his own rifle, the infected unit had already removed his pistol from his holster 
and had used this thumb to flip the safety switch on the slide to the up position, disabling the 
weapon’s safety. Being a double action handgun, the unit did not have to pull the pistol’s hammer 
back himself. All he had to do was pull the trigger, and the weapon would do the rest of the work 
for him. 

Just as the unit pulled the trigger and the hammer moved down in preparation to strike the 
firing pin that would impact the cartridge’s primer and cause the weapon to function, a gunshot 
rang out, and it did not originate from the unit’s pistol. A rifle round struck the infected unit in 
the head and instantly terminated him again, causing him to fall backwards. Though he was 
terminated yet again, the infected unit’s finger still squeezed the pistol’s trigger and caused the 
hammer to fall, starting the chain reaction that would end with a 9mm round leaving the 
weapon’s barrel. The round flew through the air and impacted the Foreman’s left leg. Feeling the 
round tear through his unprotected leg, the Foreman let out a grunt and fell to the floor just as the 
infected antivirus unit fell to the floor with an empty round casing caught sideways in his pistol’s 
ejection port, rendering the weapon inoperable until the “stovepipe’ casing could be removed. 
The Foreman looked at his lower calf and saw that even though he had blood on it from earlier in 
the boot cycle, there was blood reddening an even larger area on his pants leg, indicating that he 
was bleeding. 

The Foreman never had to deal with such an injury before, but his first reaction was to 


grab his leg with his hands and apply as much pressure to the wound as he could. As he held his 


wound, he noticed that he was feeling more pain, but he figured that he would have to keep his 
leg held if he did not want to lose too much blood, succumb to his injuries, and end up just like 
the antivirus units he had terminated. The Foreman noticed that less blood seemed to escape out 
of his wound when he kept putting pressure on it, but he knew that he would not be able to fight 
and hold pressure on his wound at the same time. He would have to figure out some other way he 
could hold pressure on his wound. Looking around his immediate surroundings, the Foreman 
saw plenty of terminated antivirus units around him, but he did not know if they had anything on 
them that he would be able to use to stop the bleeding. 

Knowing that he was not getting much done in terms of searching the bodies if he were to 
keep holding pressure on his wound himself, the Foreman let go of his leg and tried not to move 
it as much as he could as he scooted over to the fallen antivirus units to search for something he 
could use as an improvised tourniquet. As the Foreman began searching the units, looked at just 
how much blood was on the floor. With his own blood spilling on the floor as well, the Foreman 
was beginning to wonder how much of the blood was his and how much of it belonged to the 
many terminated programs he had interacted with over the course of the last two boot cycles. 
With a sense of urgency hastening his efforts, the Foreman understood that his biggest issues at 
the moment were stopping the bleeding and getting himself situated to fight in case more 
programs were on their way to fight him. The last time he took a glance at the minimap on the 
heads-up display shown by the goggles, there were no programs anywhere near him. However, 
he did not know if there were any programs making their way to him, so he still had to work fast. 

Seeing some Scanlight beams traveling down the hall, Quake sharply raised his left hand 
to order the malware programs with him to stop. He took a knee before deploying his machine 


gun’s bipod and going down to a prone position. Apex, also wielding a machine gun, followed 


suit and deployed his weapon’s bipod and assumed a prone position as well. The Minions 
accompanying the two malware machine gunners remained standing for the most part, but a few 
of them crouched as they stabilized their rifles. The malware units were trying to be as careful as 
possible to keep their noise down. As far as they knew, they had not been detected by the 
Scanlights yet, so the antivirus units likely did not know where they were. Either way, they did 
not want to give away their position and be put at a disadvantage. The antivirus units still had to 
advance, so even with foreknowledge of hostiles waiting around the corner, it would be difficult 
for programs armed with submachine guns to win the battle against two machine guns and about 
a dozen rifles. 

After waiting for a short moment and seeing the Scanlights become brighter, a flash 
grenade was tossed around the corner and detonated in the middle of the hallway, blinding the 
malware programs. Though they could not see thanks to the flashbang, they blindly returned fire 
in the direction from where the flash grenade was tossed. Initially wanting to save their 
ammunition, the Minions switched their weapons to semi-automatic and began to fire off shots 
while Quake and Apex held their triggers down and let their machine guns lay lead down the 
directory. By the time their vision returned to normal, the malware programs could see an empty 
hallway with plenty of holes on the end of the hallway caused by the many rounds they fired 
hoping to hit something. The malware programs stopped wasting their ammunition, but by the 
time they ceased their fire, quite a few of the programs had already spent a fair chunk of their 
ammunition they had loaded in their weapons. Though Quake and Apex still had a decent 
number of rounds left in their machine guns’ belt boxes, some of the Minions needed to reload. 
The Minions began the reload process, but when the antivirus units heard that a reload was in 


progress, they began their own counterattack. 


Another flash grenade was tossed into the hallway, and even before it detonated, Quake 
and Apex began firing their machine guns yet again. However, this time, the two machine 
gunners shielded their eyes from the flash grenade with their left arms while continuing to hold 
the trigger of their machine guns with their right hands. The flashbang detonated which stunned 
the Minions in the process of reloading, but when Quake and Apex opened their eyes again, they 
briefly stopped firing to wait for an antivirus unit to round the corner. Spotting an antivirus unit 
turn the corner and begin to fire, both the virus and the worm fired back, quickly terminating the 
antivirus unit and riddling him with bullets. However, the malware units were not unscathed: A 
Minion had been struck by the gunfire, and he fell backwards as he collapsed. The Minions near 
him moved to close the gap created by the loss of their comrade. By the time the Minions began 
to finish reloading their rifles, more antivirus units emerged from the corner to engage the 
malware. A few of the units immediately shouted as they opened fire, “Contact!” A battle soon 
commenced in the hallway, and both sides were firing at one another. 

“Deploying cover!” shouted an antivirus unit as he placed his portable cover device on 
the wall and pressed the button on it to provide the attackers with some form of protection. As 
segments of the wall shifted and protruded, forming cover, the malware programs suddenly 
realized that the antivirus was taking the initiative by securing the corner and giving themselves 
both concealment and practical protection against gunfire, leaving the malware exposed and out 
in the open. Nevertheless, Quake and Apex continued to fire at the cover until their machine 
guns stopped firing; they had depleted all of the rounds in their belt boxes. Quake and Apex did 
not want to be terminated, so they picked up their machine guns and turned around to run away. 
As they fled, the Minions stayed to fire back, but one by one, they were picked off by the 


antivirus units firing from their protected positions. To make matters worse, the Scanlight beams 


coming from the handguards of the submachine guns made it even more difficult for the Minions 
to see exactly what they were shooting at. They had no eye protection, and they were effectively 
blinded by the light. 

“Command, this is Oscar-9. We are engaging malware in the System32 directory. 
Requesting support to our location. Over,” an antivirus unit spoke over the radio from his 
protected position. The Antivirus Command replied moments later, “Oscar-9, this is Command. 
Redirecting available assets to your location. ETA three minutes. Engage the malware until 
reinforcements arrive. Out.” The antivirus units took turns firing upon the Minions: They were 
coordinated in such a manner that at least two units were firing at all times. Two units would 
open fire, and when they needed to reload, two more units would move in and open fire while the 
first two units would reload their weapons. The units continued with the tactic until they 
successfully terminated all of the Minions who stood to fight and cover the escape of Apex and 
Quake. The engagement lasted about a minute and a half, and when all of the Minions were 
terminated, the antivirus units all stacked up at the cover with their Scanlights enabled to make 
sure that there were no more threats preparing to attack them. The antivirus units did not want to 
proceed forwards until their reinforcements arrived, but at the same time, they knew that they 
had to keep the pressure on the malware and prevent them from setting up a defensible position 
elsewhere in the system. 

The antivirus units began to coordinate their next moves, “Retract the cover. 
Reinforcements are routing towards our direction, and we have tagged the fleeing malware 
programs. They’re heading up two directories.” A nearby antivirus unit acknowledged the order 
and moved over to the deployable cover device before pressing the center button to disable the 


device, “Retracting cover.” Once the metallic segments receded back into the wall, the antivirus 


unit removed the magnetic device and placed it back in the pouch on his tactical vest designed to 
accommodate the device. With no obstacles in their path, the antivirus units slowly walked down 
the directory and kept their Scanlights on, ready to engage any malware units they may 
encounter. As they progressed, they still coordinated with one another, “Check right, check 
right.” Spotting a door leading to a file, another unit moved up to check the file which had not 
been scanned yet. Opening the door and throwing a flash grenade in, the antivirus units 
proceeded inside and began firing upon the Minions that were waiting for them, “Hostile 
contact!” 

More antivirus units moved into the file to provide assistance, and the Minions were 
quickly overwhelmed by the squad of antivirus units suddenly assaulting their positions. Though 
some other units passed by the file to continue searching for Apex and Quake, the units inside of 
the file gave it a thorough search before determining that the file was clear of threats. The sudden 
assault on the infected file was successful: All of the malware programs within the file were 
terminated, and the antivirus units sustained minimal casualties with only two units being 
terminated by the Minions. Turning around to exit the file, the unit preparing to return to the 
mission saw a large group of blue dots approaching his position, and when he pressed the button 
to open the door that would return him to the directory, he was greeted by the arrival of friendly 
reinforcements. The unit waited for the reinforcements to pass the file he was in before moving 
back into the directory and following them. The other units, having nothing more to do with the 
file, exited the file and began following their colleagues. Though the numbers were now tipped 
in their favor, they still had plenty of work to do before the system was completely free of 


malware. 


Using a depleted submachine gun magazine as windlass, the Foreman tightened the 
improvised tourniquet he had fashioned out of the sleeve of one of the antivirus unit’s battle 
dress uniform. Relieved that he was able to prevent himself from bleeding out and being 
terminated, the Foreman took a moment to catch his breath. Next to his hand was the utility knife 
he had found contained within one of the antivirus unit’s tactical vests, but he tossed it away as 
he did not see a use for it anymore; After all, he would go on to check the equivalent pouch on 
the armored vest he was wearing, and he could see that it too held the same utility knife that he 
had just rid himself of. He did not see much of a reason to carry two knives if one would work 
just fine. Deciding that it was time for him to get moving again, the Foreman slowly stood up 
and pushed through the pain he was feeling by letting out a few grunts when he felt his injured 
leg move. 

By the time he got to his feet, the Foreman looked at the minimap on the 
heads-up-display and could see two red blips rapidly approaching his area. Fearing that he was 
going to encounter some malware, the Foreman did the best he could to steady himself while still 
injured. While steadying himself, the Foreman also realized that he did not have any cover 
deployed. He was beginning to debate as to whether he should seek to deploy cover or just 
attempt to shoot the enemy before he would get shot himself, but by the time he thought he was 
going to deploy cover, he could see that the dots were now too close to his location for him to 
take his eyes off of his rifle’s sights. The Foreman was standing, but because of his injured leg, 
he could not keep to the focused stance as well as he would have been able to earlier. After a few 
short seconds of silence, the Foreman spotted two red-clad malware units scurrying into his view, 
but these units were somewhat different from the ones he had seen earlier: They carried different 


weapons and did not wear helmets. 


Nevertheless, even though these two malware units may have been different compared to 
the Minions the Foreman had been taking on earlier in the boot cycle, he still did not hesitate to 
fire upon them. The Foreman opened fire and struck one of the units twice in the torso and once 
in the left arm. The unit fell over and shouted, but he was not terminated, “Agh! I’m hit!” The 
second malware program stopped and looked to his left to see that there was a lone program 
wielding a rifle, and he quickly realized that he was looking at the corrupted program which 
Chaos had warmed him about. The Foreman opened fire again, attempting to hit the malware 
program that was still standing, but he was unable to keep himself steady thanks to his injury. To 
make matters worse, the pain was getting rather unbearable for the corrupted program, and the 
Foreman’s leg eventually gave out, causing him to collapse. Just as he fell backwards, Quake had 
deployed his bipod and was starting to return fire, for he had already reloaded his machine gun 
before encountering the Foreman. However, the muzzle flash of the machine gun combined with 
the poor lighting conditions in the distance prevented him from seeing if he had hit his target or 
not. Nevertheless, Quake saw the corrupted program standing before he opened fire, and after he 
opened fire, the corrupted program was nowhere to be seen. 

Believing himself to have successfully shot the corrupted program, Quake stood up, 
folded his machine gun’s bipod up, and went to attend to Apex. However, by the time he moved 
over to Apex, he could see that the worm had already lost a lot of blood and was on the verge of 
termination. Luckily, Quake had a solution to deal with the problem he was presented with: He 
pointed his weapon’s barrel at Apex’s head and pulled the trigger, terminating him. Quake then 
reached into his holster to pull out his revolver and fired one infection round at Apex. The worm, 
now infected by a different piece of malware, began to stand up again as his wounds all began to 


instantly heal. However, when Apex was infected, he lost his former identity as a worm. At this 


point, he was practically no different from all of the other Minions in the system, but this 
particular infected program just happened to be armed with a machine gun. The infected Apex 
could not infect files or programs for himself, but at the very least, he at least would be able to 
still fight for the side of the malware attempting to take over the machine. When the two 
LMG-equipped malware programs looked down the hallway, they spotted the terminated 
antivirus units which the Foreman had taken out previously. They began moving down the 
hallway, setting their eyes on the fallen programs they were looking to infect. Quake had 
something else on his mind as well: What would happen if a virus were to infect a corrupted 


program? It was something he wanted to find out for himself. 


Chapter 8 


Turning Tides 


The Foreman grunted as he attempted to scoot away from the place he had collapsed. 
However, the corrupted program found that it was hard for him to go too far using his left arm 
and his uninjured leg. He still needed to hold the rifle with his right hand, and he did not know 
how much time he had before the two malware programs came up to finish him off. To make 
matters even worse, the Foreman could now hear the noise of footsteps rapidly approaching him, 
indicating that the malware was going to meet him at any moment. Just before the footsteps got 
any closer, they suddenly stopped, and the Foreman could hear distant shouting, “Contact! 
Hostiles have been reacquired!” Recognizing the voice as originating from antivirus units, the 
Foreman took a quick glance at the minimap on his heads-up-display and found that there were a 
mass of blue dots converging on his location from both sides. The antivirus was planning on 
surrounding the malware they were after. 

Though the Foreman was relieved to see the antivirus show up, at the same time, he knew 
that if he did not immediately do something drastic, he would be surely terminated by the 
antivirus units approaching his location from behind. With his leg out of operation, the Foreman 
did not know what choices he had. Of course, he could try and fight through the pain again, but 


he was not sure how long he would last. Another option would be for him to hold his ground and 


fight the antivirus, but the Foreman was beginning to consider the possibility of the malware 
programs surviving the assault and coming after him again. The Foreman had already 
remembered putting a few rounds into one of the malware programs, and yet that same program 
seemed to still be active somehow or another. Fortunately, the antivirus units on the other side of 
the directory had not yet arrived, so the corrupted program still had some time to think about 
what he was going to do to survive the firefight and still accomplish his personal mission. 

“Deploying cover!” an antivirus unit shouted as he placed the deployable cover device on 
the wall and pressed the button in the center to activate it. As segments protruded from the wall 
and formed cover, Quake and Apex understood that they would not be able to score any hits on 
their adversaries unless they were out in the open. At the time of the cover’s deployment, the 
malware programs had been assuming prone positions with their bipods deployed, aiming their 
machine guns at the antivirus units they were going up against. Though they had managed to 
terminate about six antivirus units before they deployed cover, there were still plenty of units that 
remained operational. Quake was beginning to wonder if there were any malware allies around 
that could help engage the antivirus, but he did not see any Minions in sight. However, when 
Quake looked around, he did see some previously-terminated antivirus units lying on the floor. 
Immediately, an idea formed in his head as he attempted to stand up. However, he found that the 
sling kept his machine gun tethered to his body. Detaching the sling from his person, Quake 
stood up and reached for the revolver which was in his holster. 

Just as Quake stood up to retrieve his revolver, the antivirus units peeked out from behind 
their cover and fired at the standing virus. Apex spotted the Scanlight beam which emanated 
from the submachine guns they carried and returned fire with his own machine gun. Apex was 


successfully able to terminate the attacking unit before it had a chance to shoot Quake. With his 


revolver now in his hand, Quake pointed it at the nearest terminated units on the ground and 
fired. As a newly-infected antivirus unit began to stand up, Quake moved around the area and 
continued to infect other terminated programs until his revolver had depleted all of the rounds it 
held in the cylinder. After infecting a total of six units, Quake initiated the reload process by 
releasing the cylinder from the revolver’s frame and pushing the ejector rod until all of the spent 
shell casings fell from the handgun. Quake crouched down while he reloaded his revolver, and as 
he pulled out a speedloader to assist in loading new rounds into the cylinder, he briefly looked up 
and watched the infected units begin to return fire at the antivirus units they formerly fought 
alongside with. 

“Taking fire from new hostiles!” an antivirus unit shouted as he returned to cover after 
taking a few shots at the malware. Another antivirus unit asked a question, “Do we have ID on 
the new hostiles?” A unit briefly emerged from cover and aimed his Scanlight in the direction of 
the malware before returning to cover and reporting his findings, ““Targets identified as 
MalRemover units infected with Virus: Win32/Quake.B. Our own units are being infected!” An 
antivirus unit reached into his tactical vest and produced a flash grenade. As he pulled the pin, he 
announced, “Deploying flashbang!” The antivirus units braced themselves for the loud noise that 
the flash grenade would make as the unit holding the grenade dropped the grenade’s strike lever 
and tossed it over the deployable cover. The flash grenade landed on the incline separating the 
malware from the antivirus and detonated, unsuccessful at disorienting the malware. 
Nevertheless, the antivirus units stood up to engage the malware programs, and a few of them 
were quickly terminated before the other units realized that their flash grenade’s deployment had 


no effect on the target. 


Now hearing the reinforcement antivirus units approach from the other side of the 
directory, the Foreman grunted as he rolled over to a prone position and steadied his rifle, 
waiting for his adversaries to show up. Within seconds, the antivirus units were visible, and the 
Foreman opened fire, successfully terminating five units before the rest stopped to deploy cover. 
Becoming aggravated from hearing the dreaded, “Deploying cover!” callout, the Foreman did 
not want to bother picking off individual antivirus units trying to terminate him; it would take too 
long, and he was at a disadvantage, especially since he did not have any cover of his own 
deployed. While he had the ability to deploy cover, the Foreman did not want to go through the 
grueling process of standing up and crouching down over and over again. His leg was already 
hurt enough, and he believed that he likely would not last too long before the malware behind 
him became privy to what was going on and terminated him. As it stood, the Foreman knew that 
just lying in place was not going to yield the best results for him; he was an easy target, even if 
he was substantially more proficient with firearms than his adversaries. Though the Foreman did 
not want to do it, he knew that all of his options required him standing up. He would have to 
push through the pain and do everything he could to stay in the fight. 

The Foreman bit his lip and grunted as he stood up. From where he was, he could see the 
deployable cover become fully extended, but instead of attempting to fire upon the antivirus 
units he was looking at, the Foreman turned around and pointed his weapon at the first target he 
could see and opened fire: The Foreman fired at an infected antivirus unit and successfully 
terminated him. Limping a few paces, the Foreman pointed his rifle at another infected antivirus 
unit and opened fire, terminating him as well. The Foreman aimed at another infected unit to fire 
at him, but he suddenly found that his rifle was out of ammunition. To make matters worse, the 


other infected programs along with Quake and Apex had become aware that they were being 


attacked by an adversary who was not part of the antivirus. Feeling the adrenaline pumping, the 
Foreman quickly ducked and started the process of reloading his rifle. 

Without grabbing a new magazine, the Foreman used his bloodied hand to strike the 
magazine release paddle of the rifle and eject the empty magazine from his rifle. However, just 
before he was able to reach into a magazine pouch and retrieve a new magazine, the Foreman 
saw a light shifting in his peripheral vision, and looked to his left to see that an infected antivirus 
unit was pointing his submachine gun at the Foreman with the Scanlight still enabled. 
Attempting to avoid getting shot, the Foreman threw himself forwards, but he did not go far 
enough; the infected antivirus unit fired his submachine gun and struck the Foreman multiple 
times in the back. Though he wore an armored vest, the Foreman still could feel the impact of 
multiple rounds hammering his back, and he found the pain to be quite excruciating. Suddenly, 
the impacts stopped, and the Foreman could hear the infected antivirus unit begin to reload his 
own weapon. Realizing that he had an opportunity to act, the Foreman grunted once more as he 
tried to get to a position that would allow him to grab a spare magazine. The Foreman could not 
really feel the pain in his leg at the moment, but that was probably because all of his pain 
receptors were busy letting him know he was just shot multiple times in the back. 

Nevertheless, the Foreman was still able to fight through the pain and grab one of the 
spare magazines with his shaky hands. As he moved the magazine to rock it into the lower 
receiver of his rifle, he could see that this adversary was almost finished reloading his 
submachine gun: All the infected unit had left to do was to slap the charging handle and chamber 
around. With a new magazine inserted into his own weapon, the Foreman’s shaky hands 
navigated to the charging handle on the right of the weapon before pulling it as far as it would 


go. Letting go of the charging handle, the Foreman heard a gunshot, and he felt a round strike 


him in the armored vest again, though it hit him in the front this time. The Foreman grunted as he 
pulled the trigger of his rifle, but he completely missed the infected antivirus unit that was firing 
at him. Taking a couple more shots to the chest, the Foreman finally pointed his rifle’s barrel at 
his adversary and pulled the trigger, causing the infected unit to instantly collapse from being 
terminated once again. 

Now with another loaded magazine in his weapon, the Foreman grunted harder as he 
staggered forwards, feeling the sharp pain in both his torso and his leg. However, the Foreman 
pressed onwards and soon found that his rifle’s barrel was aiming at a program wielding a 
revolver. Quake froze as he saw the rifle barrel pointing straight at him, but with his machine gun 
still lying on the ground a fair distance from him, he did not have a way to terminate the 
corrupted program. Knowing that he had no chance of grabbing the machine gun before getting 
shot, Quake pointed his revolver at the Foreman’s head and pulled the trigger. The same time 
Quake fired his revolver was when the Foreman fired his rifle, and the two exchanged 
projectiles. The rifle round fired by the Foreman struck Quake in the head, and the virus instantly 
dropped to the floor as he was terminated. Quake’s revolver round went straight through the 
goggles the Foreman wore and struck him in the left eye, causing him to fall backwards as well. 
However, when the smoke cleared, only one of the two programs who fired was terminated. 

As the Foreman rolled on the floor writhing in pain, he could feel something going on 
inside of his body. He was struck by an infection round, but he was not a terminated program. 
Under normal circumstances, an active program struck by an infection round would face no 
effects. However, the Foreman was not a standard active program; he was a corrupted program. 
As the infection cartridge added its code to the Foreman, something happened to the code as it 


transferred. The Foreman could feel his body physically beginning to morph, and the sensation 


was unlike anything he had ever experienced before. The Foreman’s skin changed from its 
normal appearance to something that he did not even recognize: His skin became scaly and red, 
and his entire body began to suddenly form an excess of muscle mass. The Foreman continued to 
grunt as he rolled on the floor, but his grunts began to lower in pitch; his voice was no longer the 
same as it used to be. 

Though he had lost sight in his left eye from getting shot by the revolver, the Foreman’s 
sight suddenly returned as he looked directly into the ceiling, and the plastic shards of the 
goggles that were in his face suddenly dropped from his face. With the goggles destroyed, the 
heads-up-display provided by the goggles was no longer visible, leaving the Foreman’s changing 
face only left with some shards of plastic and otherwise empty goggle frames. The Foreman 
pulled on the goggles to remove them from his face, but after hearing a snap and looking at a 
broken goggle strap, he found that he had unintentionally ripped the goggles off of his helmet. 
Immediately spotting his changed arm, the Foreman quickly stood up with ease, dropped the 
goggle frames he was holding, and took a few steps backwards as he looked at what his body 
was becoming. Before he had time to analyze his hands, the Foreman heard a few more tearing 
sounds, and when he looked down, he saw that the ripstop fabric he had used for his makeshift 
tourniquet had torn, detaching the tourniquet from his leg. Seeing the tourniquet on the ground 
reminded the Foreman of his injuries, but he quickly realized that he no longer felt any pain in 
his leg. The Foreman began to wonder what happened to his wounded leg, but he did not want to 
roll up his pants leg to see what his leg looked like. His arm was already frightening enough for 
him to see. 

Following the tourniquet breaking, his knee pads, elbow pads, and belt that held his pants 


up all snapped and fell to the ground. At this point, his pants were being held up by his waist size 


alone. Suddenly, the Foreman felt something going on with his face and chest, and he could feel 
his torso puffing itself up and pressing against the two tactical vests he wore, though a good 
portion of the discomfort was caused by being shot multiple times which caused the armored 
vest to deform. Frustrated by the discomfort, the Foreman firmly grasped his tactical vest and 
pulled, and after only a few short seconds of pulling, he successfully was able to rip it off of his 
body. Unfortunately, the outer tactical vest the Foreman wore was also destroyed when he pulled 
the armored vest off. Dropping the remains of the two vests on the floor, the Foreman looked 
down at his body and could see that the normally baggy work shirt he wore was now almost 
becoming a tight fit for him. Though he believed that he was the same height as he was before, 
the Foreman could not help but just feel larger than he was before for some reason. 

Before the Foreman had more time to think about what had just happened to him, he 
heard gunfire followed by multiple rounds impacting his unprotected chest. Though he felt pain, 
the Foreman was not seriously injured by the rounds that struck him. Blood still poured from the 
wounds he received, but the Foreman was still amazed that he did not keel over from getting hit 
by about twelve or so rounds fired by the remaining infected antivirus units and their submachine 
guns. Though his rifle was still tethered to his body via the sling, the Foreman’s first instinct was 
to grab the head of the infected unit shooting at him and slam it into the ground. The Foreman 
was surprised to see just how strong he was; he was easily able to terminate the infected unit by 
sending the unit’s head straight into the floor. However, the commotion brought the attention of 
Apex and the other infected units who stood up to take on the Foreman. 

Aborting their engagement with the antivirus to take on the corrupted program they were 
facing, Apex was the first to step up to fight the Foreman. However, Apex was unable to turn 


around and raise his gun before the Foreman grabbed the machine gun, ripped it right out of his 


hands, and purposefully broke the sling that tethered it to his body. Apex was caught off guard by 
the sudden movements, and he was thrown off his balance as he staggered a bit. When he finally 
got control of his balance again, his eyes widened as the large belt box traveled closer and closer 
to his face before his face collided with the machine gun, knocking him to the ground. The 
remaining infected antivirus units all raised their submachine guns to fire at the Foreman, but 
they only were able to fire a couple shots off before the Foreman whacked another unit with the 
machine gun and then proceeded to use the machine gun to shoot all of the other infected units 
that were attacking him. 

With all of the malware programs lying on the floor, the Foreman pointed the barrel of his 
newly-acquired machine gun and shot all of the infected programs along with Apex to make sure 
that they were all terminated. The Foreman was not looking to have to fight these programs 
again, and he knew that if he kept them active, they would only go on to cause more damage to 
the system and infect more files. After putting an extra round into all of the terminated programs, 
the Foreman stopped moving, but he still held the machine gun in his hands. The directory was 
mostly silent, and gunfire from the antivirus units had practically ceased. The Foreman was 
beginning to wonder if all of the antivirus units were terminated, but he got his answer when he 
heard footsteps approaching from behind accompanied by a familiar-sounding voice he had been 
hearing throughout the boot cycle, “Command, this is Oscar-10. Multiple malware programs 
have been terminated by an active corrupted program. Moving in to terminate the corrupted 
program. Over.” Turning around, the Foreman could not yet see the antivirus units, but he could 
see their Scanlights reflecting off of the incline they were proceeding upwards on. 

Raising his machine gun in the direction of the incoming antivirus units, the Foreman 


took a few steps forwards before pointing the barrel straight; he planned on gunning down the 


units as they arrived at the top of the incline. After only a few seconds of waiting, the Foreman 
saw the helmeted head of the first antivirus unit emerge, and the unit had no time to even 
understand what was going on before a round tore through his helmet and out the other side. The 
unit fell to the ground as he was terminated, and the units behind him raised their submachine 
guns to try and spot their attacker using their Scanlights, but they were unable to see the Foreman 
from where they were standing on the incline. Just then, the Foreman stepped forwards and 
pointed his machine gun down the incline and held the trigger, mowing down all of the antivirus 
units stacked up on the incline. A few units attempted to call out, “Hostile contact!” However, 
such units were quickly terminated by the hail of gunfire that consumed them. 

With another squad of antivirus units terminated, the Foreman turned back around and 
looked in the other direction before proceeding to the place where the infected programs were 
standing while they were fighting the antivirus. Looking down beyond the other sloped corridor, 
the Foreman did not see any other active antivirus units that were attempting to shoot them from 
behind the deployable cover they set up. Perhaps the infected programs were able to terminate 
the attacking antivirus units after all. Taking a look at the right side of the machine gun in his 
hands, the Foreman could see that the ammunition belt connected to the weapon’s receiver was 
almost depleted: The belt just had a few more rounds left in it, and the belt box sounded empty as 
he shook it. Deciding that he did not want to carry around a machine gun with only eight rounds 
left in it, the Foreman tossed the machine gun to the side and brought his hands to the rifle which 
was still attached to his body via the sling. Holding the rifle in his hands, the Foreman ejected the 
magazine to see how many rounds were left. 

Seeing the rounds in the magazine while in a dimly lit environment seemed to be much 


easier for the Foreman to do than it previously was. Unfortunately for the Foreman, the magazine 


he had in his rifle seemed to be close to being depleted, and since he had torn off his tactical 
vests when he morphed, he did not have a spare magazine to load into his rifle. Dropping the 
almost empty magazine on the ground and ripping off the weapon’s sling, the Foreman let his 
rifle fall to the ground as well. Now completely unarmed and unarmored, save for the helmet 
which was still on his head, the Foreman looked around on the ground to see if there were any 
weapons he would be able to use. Spotting a pistol on the floor next to the body of a terminated 
infected antivirus unit, the Foreman bent over to pick it up. Inspecting the pistol he held in his 
hands, the Foreman quickly noticed that there was something wrong with it: The pistol had a 
spent shell casing lodged sideways in the top of the ejection port, preventing the slide from 
returning to its normal position. 

Dropping the magazine, the Foreman looked at the number of rounds still loaded in the 
double stack magazine by seeing the brass cartridges through the little numbered holes on the 
back, and he could see that he had at least ten rounds remaining. Though the Foreman wished 
that he could have more than ten rounds, he decided that a pistol would be easy enough for him 
to use while on the move. Of course, the rounds fired by the machine gun would be more 
effective at terminating any programs he would be going up against, but lugging around such a 
heavy weapon was not what the Foreman wanted to do, especially when he knew that there was 
still a certain piece of malware he knew he needed to find; the voice of a trojan he remembered 
hearing in the Group Policy Center during the last boot cycle. He had a strong feeling that the 
trojan was somewhere in the system, but he did not know where he would find him. He 
definitely knew that the two machine gun carrying malware programs he terminated were not the 
trojan; they did not sound anywhere close to the voice he had heard over the system’s 


communication network. 


Racking the slide to clear the handgun of the caught shell casing, the Foreman inserted 
the magazine back into the pistol, racked the slide to chamber a new round, and enabled the 
safety by thumbing the switch on the slide with his thumb. There was no holster for the Foreman 
to put the pistol into, but he decided that he would just hold the handgun in his right hand and 
use it when he would need it. The Foreman felt that he was ready to keep going, but before he 
did so, he wanted to stop and try to comprehend just what he became. Looking down at his body, 
the Foreman could see that his skin was definitely different than it usually was: His skin was 
dark, red, and scaly, and he certainly looked substantially more massive than he looked before he 
morphed. He did feel his face change as well when he morphed, but he did not know what he 
looked like. For all he knew, he was no longer the Foreman; he abandoned that programming the 
second he abandoned his post in the Control Panel. Now being physically unrecognizable 
compared to his former self, the corrupted program realized that he had become an 
Amalgamation of a program. 

Though the Amalgamation knew that he was well beyond the point of no return, he did 
not want all of his efforts to go to waste: He knew that he still had to find and terminate the 
trojan that threatened the system in the first place. Looking in the direction that the malware shot 
at the antivirus units, the Amalgamation began running. He did not know where the trojan was 
hiding, but after he was shot with the revolver, something was telling him that he should be 
making his way toward the hard drive. If anything, the Amalgamation would know to hide there 
and ambush the trojan once he would show up. After all, the CPU was becoming overrun with 
antivirus units, and the Amalgamation had been seeing less and less Minions. Even when he 
looked at the heads-up-display on the goggles, most of the contacts he could see were blue dots, 


indicating that they were part of the antivirus. Running past the terminated antivirus units lying 


behind their deployable cover, the Amalgamation began to wonder just how much damage he 
had done to the system by trying to preserve his own runtime. By taking matters into his own 
hands and stepping outside of his programming to try and save the system himself, was he really 
accomplishing his goal? The User had deployed the antivirus to terminate the virus, yet it was 
the Amalgamation who had impeded their progress the most. Was he really saving the system? 
Before he had any more time to think, the Amalgamation saw Scanlights, and he could 
see that there was a group of three antivirus units he was running into. Acting seemingly out of 
instinct, the Amalgamation raised his handgun and began firing at the closest unit, despite the 
fact that they did not even have time to fire first. Shooting the first unit and causing him to fall 
forwards, the other two units assumed shooting stances and called out as they prepared to open 
fire, “This is Zulu-7! Contact confirmed! Corrupted program spotted in the Windows directory! 
Requesting support!” However, before the antivirus unit could finish his transmission by saying 
‘over’, he was shot three times by the Amalgamation and fell backwards, though he was not 
terminated thanks to the armored vest he wore protecting him from the handgun’s rounds. 
Realizing that his adversaries were not terminated, the Amalgamation abandoned the pistol he 
held and ran towards the last of the three units that was still standing. Grabbing the antivirus unit, 
the Amalgamation shoved him against the wall and pulled on the submachine gun he held. 
However, the submachine gun was attached to a sling, and the Amalgamation was unable to 
simply take it without tearing the sling apart. Though he was physically able to rip an armored 
vest constructed of para-aramid fiber known for its exceptional tensile strength, the 
Amalgamation decided against using his strength to maim the unit he was grappling; he felt he 


had terminated enough antivirus units in one boot cycle. 


Nevertheless, the Amalgamation still knew that he was marked as a hostile by the 
antivirus units, so they would always take any chance they had to attempt to terminate him. He 
would have to do something about the antivirus units to prevent his termination, but he did not 
want to terminate them either. With a unit in his hands, the Amalgamation threw him across the 
hallway and ripped off the helmet he had still been wearing. With the last piece of armor 
removed from his body, the Amalgamation threw his helmet with great force at the disoriented 
antivirus unit to keep him from getting back up anytime soon. With three antivirus units all 
incapacitated but not terminated, the Amalgamation knew that he was only wasting time by 
staying around and fighting the only other force on the system that would be able to terminate 
the trojan that was still at large. Using a newly found sense of stamina, the Amalgamation 
continued sprinting down the directory, trying to figure out where he had to go to get to the hard 
disk. 

“Contact! Confirmed sighting of additional hostiles! They’re attempting to leave the 
CPU!” an antivirus unit shouted as he began to engage Chaos and the Minions that were 
accompanying him. Chaos initially did not want to risk being terminated by the antivirus, but 
because the few Minions that were accompanying him were practically all of the support that he 
had, he figured that he should at least do his best to ensure that he had some Minions to escort 
him to the hard disk. Raising his rifle, Chaos fired at the few antivirus units that were standing 
out in the open and shooting towards the Minions. Though a Minion went down from being 
riddled with submachine gun rounds, Chaos was able to terminate two antivirus units before the 
rest sought cover, “Deploying cover!” As segments from the walls began to extend, Chaos 
considered stopping to terminate his pursuers, but he decided that the longer he waited, more 


antivirus units would eventually show up and overrun the dwindling number of Minions that 


were left. While the Minions were able to infect programs, there were simply no programs that 
were around to infect. The Minions that were still active with Chaos’ party seemed to be the last 
Minions left on the system. 

Nevertheless, after only firing a few more rounds to force the antivirus units to take 
cover, Chaos commanded his Minions, “Come on! Let’s go!” The Minions had been shooting at 
the antivirus units as well as they exchanged gunfire a few times. Several antivirus units were 
struck and terminated by the gunfire, but a couple Minions also succumbed to their injuries 
sustained in the firefight. With no deployable cover for them to use, the malware programs were 
now at an even more severe disadvantage than they were before. Pressing the button to open the 
blast doors that would allow them to exit the CPU, Chaos let a few of his Minions leave first 
before he would follow; he did not want to take two steps out of the CPU and immediately get 
struck down by antivirus forces waiting for them. To their surprise, the area immediately outside 
of the CPU was relatively unguarded: There was only a small squad of antivirus units stacked up 
and waiting behind cover. The bad part was that the antivirus forces had cover on their side from 
both fronts, leaving the malware programs boxed in. The first Minion who exited the CPU was 
struck down by three antivirus units all firing their submachine guns at the same time. 

The next few Minions who emerged from the CPU sought to return fire, but they were 
only able to take a few shots before they were also terminated as well; However, the effort was 
not all for nothing, for the Minions were still able to terminate a few antivirus units before they 
keeled over themselves. Chaos still sat inside the CPU, but once he realized that the antivirus 
units in the CPU were stacking up to assault his position, he was forced to move out of the CPU. 
Armed with his shotgun, the trojan emerged from the CPU and immediately started discharging 


his weapon towards the direction of any Scanlight beam he was able to see. A few shots fired by 


the antivirus units flew towards him, but the trojan was able to stay on the move and successfully 
avoid being shot himself. More Minions now followed the trojan out of the CPU, but some 
Minions stayed behind to try and buy Chaos as much time as they were able to give him. 
However, the antivirus units began their assault, “Move, move, move!” A unit within the assault 
force reported the commencement of their attack over the radio, “Command, this is Sierra-5. We 
are moving in on malware at the north exit of the CPU. Over.” 

At once, numerous antivirus units all made a combined effort to rush forwards with their 
submachine guns raised and firing at the Minions who stayed behind to cover the trojan’s escape. 
One of the Minions, seeing the assault team rushing towards him, quickly pressed the button to 
close the exit to the CPU. As the sliding blast doors began to close, the Minion understood that 
he would have to do something to buy Chaos more time to escape: By just closing the door, all 
the antivirus units would have to do is just press the button again to open it back up. Just then, an 
idea formed in the Minion’s head. The Minion turned towards the door’s button and fired his 
rifle in the fully-automatic setting at the button until his magazine ran out of ammunition. After 
only a second after his weapon stopped firing, he was struck down by the assaulting force which 
had successfully terminated all of the remaining malware programs in the computer’s CPU. With 
the gunfire ceasing, the antivirus units examined their surroundings with their Scanlights and 
made sure that they did not leave any Minions standing. 

After spreading out to search even further, the antivirus units were confident that they had 
terminated all of the Minions accompanying the trojan who stayed behind to cover his escape. 
However, when the antivirus units attempted to press the button to open the CPU’s north exit, 
they were unable to do so; the electronic control system being destroyed left the doors practically 


sealed shut. Understanding that they would be unable to pursue the Minions and the trojan who 


escaped the CPU, one of the antivirus units quickly notified Antivirus Command, “Command, 
this is X-Ray-11. Malware programs have escaped the CPU using the north exit, and they have 
destroyed the door’s controls. We are unable to pursue the remaining malware programs. Please 
advise. Over.” Though the Antivirus Command took a few extra seconds to reply, the response 
was relatively prompt, “Command copies. Rerouting air assets to the north exit of the CPU. 


Locate and terminate any remaining active threats in the area. Out.” 


Chapter 9 


Lesser of Two Detriments 


“Gamma-1, this is Command. Ground units report that active malware programs have left 
the CPU via the north exit and are currently fleeing on foot. Are you currently engaged with any 
malware at this time? Over,” the Antivirus Command spoke to the gunship helicopter patrolling 
the system’s airspace. The pilot of the gunship held down the push-to-talk button on the onboard 
radio and replied, “Command, this is Gamma-1. Negative. We are not engaged with any malware 
at this time. Over.” The Antivirus Command responded to the gunship to issue new orders, 
“Command copies. Proceed to the north exit of the CPU for engagement with an unknown 
number of hostiles. Over.” Understanding the mission, the pilot depressed the rudder pedals, 
yawed to the right, and began heading in the direction of the CPU as he acknowledged Antivirus 
Command, ““Gamma-1 copies. Proceeding to the target location. Are there any friendlies 
operating in the area? Over.” Antivirus Command answered the pilot’s question, “Gamma-1, this 
is Command. There are no active antivirus units operating outside of the CPU at this time. All 
contacts are to be considered hostile. Over.” The pilot held the PTT button to reply once more, 
“Solid copy. Gamma-1 en route to the target location. ETA five minutes. Out.” 

Once he completed the radio transmission, the pilot of the gunship spoke to the gunner 


who was sitting in the seat in front of him, “What is the status of our armament?” The gunner 


replied, reading the data off of his screen, “We have a full loadout: 1200 rounds in our 30mm 
autocannon, two 70mm rocket pods with 38 rockets total, and eight air-to-ground missiles.” The 
pilot gave a slight nod as he continued flying forwards, but he had something else to ask of the 
gunner, “Is our Scanlight enabled?” The gunner briefly looked at his screen to get the answer the 
pilot was asking for, “Negative. Scanlight is currently disabled.” The pilot replied, “Do not 
enable the Scanlight until we arrive at our target location. We do not want the malware to see us 
coming.” The gunner acknowledged his orders, “Copy.” The pilot increased the helicopter’s 
engine output and raised his altitude; he wanted to use the system’s rather dark lighting to his 
advantage and hide the helicopter’s sound and silhouette from the malware they were going up 
against. With the system in safe mode, lighting even outside of interior zones such as the CPU 
was still dim, giving the dark gray helicopter an even greater concealment advantage. 

Chaos slowed down; he had been running for a good few minutes with the Minions that 
had escaped the CPU with him. Stopping to catch his breath as well as to try and figure out 
where exactly in the system they were, the trojan looked around at the dark gray sky and asked, 
“Were we followed?” The Minions looked around, but they did not see anything. From what they 
knew, the antivirus units were not programmed to stalk the programs they sought to terminate; 
Instead, they usually just opened fire with the first chance they had. Since none of the malware 
programs heard gunfire, they believed themselves to have successfully eluded the antivirus. One 
of the Minions relayed the information to the trojan, “Doesn’t look like it. They would be 
shooting at us if they did.” Chaos took a sigh of relief as he checked the rifle in his hands to 
make sure that he still had enough rounds in his magazine. Taking the magazine out of the 
weapon’s receiver, the trojan could definitely see that there were rounds loaded in it, but he did 


not know precisely how many rounds were in the magazine. Not wanting to risk running out of 


rounds in the middle of a firefight, Chaos decided to abandon the partially-full magazine and just 
use one of his spare magazines. 

Upon rocking the new magazine into his rifle and ensuring that the fire selector was set to 
the safe position, Chaos spoke to the other malware programs with him as he stowed the rifle 
away to grab his shotgun, “Make sure you’re all using full mags.” Immediately, the Minions all 
reloaded their weapons save for the few Minions who were certain that their magazines were 
fully loaded. As they replaced their spent magazines, Chaos placed his thumb into the shotgun’s 
loading port, and when he found that his thumb was going into the magazine tube, he withdrew 
his hand and went to retrieve shells that would be inserted into the shotgun’s magazine tube to 
load it to its maximum capacity. After loading three shells into the shotgun, the trojan stowed his 
secondary weapon away and thought to check his holstered handgun, but he remembered 
reloading it a while back and not using it since, so he left it secured in the holster. When he 
finished checking his weapons, Chaos took hold of his rifle and spoke to the Minions, “Are we 
all ready?” When the Minions nodded to suggest that they were indeed ready, Chaos gave a nod 
in return and said, “Alright. Let’s get going. The longer we stand around here, the more time we 
give the antivirus to find us. We need to get to the hard drive before they stop us.” With none of 
the Minions in dissent, the group of malware continued moving yet again. 

On his own journey to exit the CPU, the Amalgamation looked around at all of the 
damage that had been done to the system from the battle with the antivirus: There were 
terminated programs all over the place. While there were plenty of terminated Minions scattered 
about the floors, there was also no shortage of terminated antivirus units and even some regular 
programs who seemed like they were probably infected and then terminated by the antivirus. The 


Amalgamation knew that he was indeed responsible for the termination of multiple Minions and 


antivirus units alike, but he did not know himself to fire upon regular programs, even if those 
programs were infected. However, he did not encounter too many regular programs during his 
plight. For the most part, the only regular programs he encountered outside of the Control Panel 
were the Task Manager and the Task Handlers when he abandoned his post to find the Task 
Control Room. The Amalgamation did get to see for himself what it was like interacting with an 
infected program, but his interactions did not last long. The infected programs were terminated 
on sight by the antivirus units. 

Just as he began to think about the antivirus, the Amalgamation heard somewhat distant 
radio chatter as he was running, “Negative, India-5, the north exit has been disabled. I say again: 
The north exit has been disabled. The current rendezvous point is the west exit of the CPU. 
Over.” Not wanting to have another run-in with more antivirus units, the Amalgamation stopped 
running forwards and watched as several units began running across the directory he was looking 
at. By looking at the direction which the antivirus units traveled in, the Amalgamation could see 
that they ran from the right side of the hallway down towards the left, or at least that was how it 
looked from his perspective. With this information in mind and assuming that the antivirus units 
he saw were indeed heading west, the Amalgamation concluded that he was facing north. 
Desiring to take the path of least resistance to reach his goal, the corrupted program considered 
the options he had: The north exit of the CPU was disabled, and all of the antivirus units were 
currently heading to the west exit. The Amalgamation knew that the CPU had a south exit and an 
east exit, so those were his two options. He did not exactly have a clear idea of where the hard 
drive was, something was telling him that he would be best off avoiding the south exit; After all, 
it probably would probably output him in the wrong direction. With three exits ruled out, the 


Amalgamation decided to change his course and seek to egress from the CPU via its east exit. 


Looking at the live flight map displayed on the gunship’s navigation system, the pilot of 
the helicopter saw that he had just flown past the north exit of the CPU. Reaching for the PTT 
button, the pilot notified Antivirus Command via the radio regarding his current location, 
“Command, this is Gamma-1. We have arrived at the target location. Over.” The pilot received a 
response within seconds, “Command copies. Out.” Lowering the altitude of the helicopter by 
pushing the flight stick forwards and decreasing the helicopter’s throttle, the pilot spoke to the 
gunner, “Enable the Scanlight. Let’s find the malware.” The gunner complied, flipped a switch, 
and replied, “Affirmative. Scanlight enabled.” The spotlight affixed on to the helicopter’s 
autocannon switched on, and the bright light lit up the dark ground as the helicopter descended. 
With the help of the Scanlight, the gunner rotated the autocannon and viewed the display as he 
searched the ground for signs of malware, “Scan in progress.” The pilot continued to decrease 
the altitude of the helicopter and also decreased the airspeed to allow the gunner to perform a 
more thorough job of searching for malware. After only a short moment of searching, the gunner 
spotted movement down in the system, “Movement sighted. The Scanlight has located hostiles.” 

“Watch out for that light!” Chaos shouted as he sprinted to avoid getting caught by the 
beam. However, the Scanlight’s coverage was very wide, and it had seen him as well as many of 
the other Minions he was with. One of the Minions looked up at what was projecting the light, 
and he saw that it was a helicopter. The Minion shouted, “ENEMY GUNSHIP!” Chaos was in 
disbelief at first, “Gunship?” The Minions raised their rifles at the gunship, but they did not want 
to fire and give away their position without being told to do so by the trojan. The trojan stopped 
moving for a moment and turned to see with his own eyes what the source of the Scanlight was. 
Blinded by the light, the trojan used his left hand to block out as much of the Scanlight beam as 


he could, but he could definitely see the helicopter’s rotors, tail, and wings, complete with 


rockets and missiles mounted on the hardpoints. Realizing that they were about to be fired upon, 
Chaos immediately gave the Minions permission to fire upon the helicopter, “What are you 
waiting for? Shoot it down! SHOOT IT DOWN!” 

Just as Chaos was giving the Minions permission to fire, the gunship's pilot was seeking 
permission to fire as well, “Command, this is Gamma-1, we have spotted malware on the move. 
Requesting permission to engage. Over.” The response came quickly, “(Command copies. 
Gamma-1, you are cleared to engage malware. Out.” As the message was broadcasted 
throughout the gunship’s cockpit, the pilot did not need to relay the Antivirus Command’s words 
to the gunner: The gunner flipped off the plastic cover preventing him from accidentally pulling 
the trigger on the stick that controlled the autocannon, and he pressed a few buttons to arm the 
various weapons loaded on the helicopter. The gunner said, “All weapons are armed. Ready to 
engage.” The pilot only had a few words to say when he replied, “Open fire.” The gunner pulled 
the trigger and fired the gunship’s 30mm autocannon, and the high explosive dual purpose 
rounds soon impacted the ground and detonated upon impact. Though the targeting interface on 
board the gunship was not able to see the ground in great detail, the gunner was at least able to 
see that a few of the malware programs marked by the Scanlight were no longer marked anymore 
after he had fired the helicopter’s cannon. The gunner reported his status to the pilot, “Multiple 
hostiles have been terminated.” 

Chaos ran to avoid getting struck down by the autocannon, but the Minions stood behind 
to fire back. They raised their rifles at the helicopter and started firing, but they were not sure if 
they were hitting their target: The gunship was flying a good distance away from the Minions on 
the ground, and the bright spotlight made it even harder to see just where the helicopter was; the 


Minions could not look up at the helicopter for too long before the bright Scanlight overwhelmed 


their eyes. Hearing the carnage unfolding behind him, the trojan sprinted and tried to get as far 
away from the action as he could. He did not have many Minions left with him, and the few that 
remained were likely going to be struck down by the gunship. To make matters worse, the trojan 
was still quite a great distance away from the hard drive he was trying to flee to, and if he 
continued moving on foot out in the open, then there would be no way he would arrive at his 
destination while avoiding attacks from the gunship. He had to get to cover as soon as possible, 
but the closest place for him to hide was back in the CPU. The Trojan did not want to return to 
the CPU, but he felt that he did not have much of a choice. Changing his direction while running, 
the trojan turned around to run back towards the CPU. 

“Taking fire from hostiles on the ground,” the gunner spoke as he continued to fire the 
autocannon at the ground. Hearing the sound of multiple rounds impact the gunship’s hull, the 
pilot increased the helicopter’s throttle and pulled the stick aft, “We'll have to pull back and 
increase our engagement distance.” Though the helicopter began moving away from the Minions 
on the ground, the gunner continued to fire upon them with the autocannon, and he was 
successfully able to eliminate a few more of the malware programs. When the pilot felt that he 
was a good enough distance away from the Minions on the ground, he pushed the stick forwards 
again and increased the helicopter’s throttle to prevent the gunship from losing altitude. As the 
helicopter’s nose pointed towards the direction of the Minions, the gunner fired four rockets at 
the ground and announced his usage of the armament, “Rockets away.” The unguided rockets 
quickly flew to the ground before detonating, successfully terminating a few more Minions upon 
impact. 

Hearing louder explosions in the distance, Chaos briefly turned his head while he ran, and 


he could see the ground lighting up from being struck by the rockets. With no Minions fleeing 


with him, Chaos knew that he was entirely on his own. The Minions were the last pieces of 
Malware that had the ability to infect programs, so it would have to be up to the trojan to quite 
literally take on the entire system by himself. Although some of the Minions were still active, the 
unrelenting aerial bombardment they were receiving meant that even the most fortunate Minions 
only had a few more minutes to remain active before they were terminated themselves. Chaos 
continued to run back to the CPU. He had no plan in his mind of what to do, but he knew that 
one thing was for sure: He was not going down without a fight. He planned to do everything he 
could to stay active for as long as he possibly could. 

“Missile away,” the gunner spoke as he fired one of the gunship’s guided missiles at the 
ground. The laser-guided missile flew straight before it aimed downwards and struck the ground 
and burst into a fiery explosion, annihilating any Minions in the vicinity. The impact shook the 
ground, and the few remaining Minions that were still attempting to fire at the gunship were 
thrown to the ground from the shockwave. Just as they attempted to stand up to return fire, they 
saw another missile coming straight towards them along with three unguided rockets and several 
high explosive rounds from the autocannon. The Minions that had survived the helicopter’s 
onslaught thus far were struck down and terminated by the barrage of explosive rounds blasting 
them quite literally to smithereens, leaving the area a smoking heap of fire, ashes, and what bits 
remained of the terminated Minions. Seeing that the Scanlight did not pick up any more malware 
programs, the gunner said, “Picture clear. All hostiles have been terminated.” The pilot contacted 
Antivirus Command to relay the gunner’s report, “Command, this is Gamma-1. We have 
terminated all active malware programs at the north exit of the CPU. Over.” The pilot heard a 
response seconds later, “Command copies. Standby and patrol the airspace. We do not have 


confirmation that the system is entirely clean yet. Out.” 


As he got closer to the CPU, the trojan could see that there were many antivirus units 
emerging from the west side of the CPU, and all of them had their Scanlights enabled. Seeing 
that he was surely outnumbered by the thirty or so units that were visibly running towards the 
location where he had fled from, the trojan began heading towards the east, hoping that he would 
be able to reenter the CPU without experiencing heavy resistance. Fortunately for the trojan, the 
antivirus units that were outside of the CPU did not spot him, so he was able to run past them 
without being seen. Reaching the corner of the CPU building, Chaos rounded the corner and 
preemptively aimed his rifle in anticipation of being ambushed, but there was nobody for him to 
encounter. Relieved by the lack of enemies for him to fight, Chaos continued forwards for a good 
while until he was able to spot the large blast doors that would let him back inside the CPU. 
Looking around to make sure that nobody was around before entering again, Chaos glanced 
towards the sky to see that the gunship’s Scanlight was not pointing anywhere near him. He had 
somehow escaped the gunship, and he was now going to try and elude the antivirus units looking 
for him. 

Locating the button to open the blast doors, the trojan pressed it with his left hand and 
watched as the doors began to open up. As the doors automatically slid open, Chaos aimed his 
rifle forwards just in case there was an antivirus unit or two, or ten, waiting for him when the 
doors opened. By the time the doors completely opened and Chaos stepped back inside the CPU, 
he looked around, but he did not see any programs at all. For all the trojan knew, he was 
completely alone in the CPU. After standing inside of the CPU for only a few short moments, 
Chaos heard the sound of a door closing, and he turned around to watch the doors close behind 


him. When the doors closed all the way, Chaos took a sigh of relief and started moving further 


inside of the CPU while trying to figure out what he was going to do. At this point, the trojan had 
some time to think now that he was not under fire by antivirus units or their gunship. 

Considering his predicament, Chaos knew that the odds were certainly against him: All of 
the Minions had been terminated, and since he did not hear from Apex or Quake, he could only 
assume that they had been terminated as well. He had heard gunfire throughout the CPU since 
the antivirus first made their entry from the south entrance, but it had all ceased at this point, 
further contributing towards his conclusion that he was the last malware program still running on 
the system. From inside the CPU, everything was completely silent, and Chaos felt that it was an 
unsettling silence; he did not know who or what was lurking around the directories. Just when he 
was thinking about suddenly encountering another program, the trojan stopped dead in his tracks 
when he spotted a disfigured Amalgamation that turned a corner and locked eyes with him. 
Chaos’ jaw dropped behind his balaclava as he examined the thing he was looking at: The thing 
Chaos saw was wearing what was left of the standard white uniform that standard system 
programs wore, though the white color had left a long time ago when blood had stained it. The 
uniform had plenty of frays and tears in it, and it even had a few bullet holes in it as well, 
suggesting that the program wearing the uniform had been shot multiple times. At the same time, 
something looked off about the outfit the Amalgamation wore: The outfit was a very tight fit, 
and Chaos had not seen any other program wearing such a tight-fitting outfit; all of the other 
programs wearing white outfits wore them with a quite baggy fit. 

The Amalgamation lacked a hat, and his head was very ugly and disfigured: Apart from 
the Amalgamation’s skin being red, scaly, and quite enlarged from an excess of muscle mass, his 
facial features were very distorted. The program’s eyes seemed like they were almost bulging out 


of their sockets, and his nose and mouth looked very abominable and grotesque. The program 


stood unarmed, but it pointed at Chaos and shouted, “YOU!” Chaos immediately panicked and 
went to grab the shotgun he had stowed away. Grabbing the shotgun, Chaos immediately 
disabled its safety and fired a single blast, striking the corrupted program directly in the torso. 
However, the corrupted program was still walking straight towards him. With his eyes widening, 
Chaos fired another blast, and then he fired yet again. With the Amalgamation still walking 
straight towards him, Chaos proceeded to fire the shotgun until the bolt locked back, indicating 
that the weapon’s magazine had been depleted. Letting go of the empty shotgun, Chaos grabbed 
the rifle which was being held by another sling. Quickly acquiring his target, Chaos flipped the 
fire selector switch down to fully automatic and fired at the approaching assailant. 

The Amalgamation was struck by 20 out of the 30 rounds fired by the trojan, and though 
he was definitely hurt, he was still approaching; However, the corrupted program had now 
increased his walking speed. The Amalgamation had been able to withstand the rounds that 
struck him so far, but he knew that he would not be able to take too much more gunfire before 
being terminated. When Chaos ran out of ammunition in his rifle, he let go of it and went to 
reach for his holstered safe action pistol. However, the Amalgamation was now too close to the 
trojan, so Chaos began to back away before deciding to flee. As he ran, the Amalgamation 
started running as well, and the trojan looked backwards a few times to see how far away the 
corrupted program was from himself. At one point the trojan shouted in a clearly panicked voice, 
“WHAT ARE YOU?!” However, the Amalgamation’s reply, though it was honest, did not give 
the trojan any assurance or clarity, “I don’t even know.” As the chase continued through the 
directories, the trojan tried to reload his weapons, but his hands were not exactly the steadiest 


while he was fleeing from a monster of a program. 


Taking many turns to try and elude his pursuer, Chaos accidentally crossed paths with a 
few antivirus units patrolling the system on more than one occasion, and when the two disorderly 
programs were spotted running, the antivirus unit spoke over the radio, altering the other units to 
the presence of two programs in need of termination, “All call sign, this is Golf-4. I have a 
confirmed visual on a trojan and a corrupted program in the System32 directory. I need as many 
units as I can to assist. Over.” A few antivirus units opened fire, but their rounds either missed 
entirely or struck the Amalgamation in the torso, but the rounds were still unable to terminate the 
corrupted program. Even still, the Amalgamation knew that he would not be able to take too 
many more hits, even if they were rather weak 9mm rounds fired by the submachine guns. As the 
chase continued, the trojan realized that he was not losing the corrupted program. He would have 
to find a file to hunker down and make his last stand. 

Making a left and then pressing a button to open a door, the trojan found that he had 
entered the Control Panel, the place where he was for a good chunk of the system’s siege. 
Following close behind him was the original Foreman who worked in the Control Panel, though 
he was grossly unrecognizable in both form and function at this point. Attempting to gain some 
more distance, the trojan grabbed a handful of shotgun shells from a pouch on his vest and began 
loading them into his shotgun. As he backed up, the Amalgamation slowed down his walking 
speed and said, “It was you! You’re the one who started all of this!” Chaos pressed the bolt 
release button to load a round into the shotgun’s chamber before aiming it at the Amalgamation 
and firing once. The blast struck the corrupted program directly in the chest, and he paused for a 
moment before looking down at the new holes that were punched in what was left of his shirt. 


Seeing that his work shirt was practically decimated, the Amalgamation ripped the shirt off of his 


scaly red chest and tossed it aside, leaving the trojan stunned at the abomination he was looking 
at. 

“What type of monster are you?!” Chaos shouted as he fired another shot that hit the 
Amalgamation in the chest. The pain was becoming unbearable for the corrupted program, but 
even though he had been struck more times than he anticipated, he still pushed forwards and 
eventually lunged forward to grab the shotgun once he backed the trojan into a corner. With his 
rage pent up and ready to be released, the Amalgamation successfully took hold of the shotgun 
and easily ripped it away from the trojan’s hands, ripping the weapon’s sling in the process. The 
Amalgamation partially pulled back the charging handle to perform a chamber check, and he 
could see that there was indeed a round ready to be fired in the chamber. With a grotesque 
expression that clearly communicated pure rage, the Amalgamation took a step back and aimed 
the shotgun at the trojan. 

Chaos went to grab his rifle, but when he took hold of it, he realized that it was still out of 
ammunition. Letting go of the rifle, the trojan went to grab his pistol: It was the last weapon he 
had. The Amalgamation saw the trojan reach for the holstered pistol, but instead of trying to stop 
him, he only shouted, “You ruined this system, you terminated all of my colleagues, and now I’m 


? 


going to terminate you!” Just as the Amalgamation finished shouting, the trojan unbuckled the 
pistol from his holster and raised it at the corrupted program, firing off two rounds. Both rounds 
struck the Amalgamation in the chest, but instead of keeling over, the corrupted program pulled 
the shotgun’s trigger and delivered a blast directly into the chest of the trojan accompanied by a 
horrifically unnatural rage-induced yell. As the empty shell ejected from the shotgun, the 


Amalgamation raised the barrel until it pointed at the trojan’s head and pulled the trigger a 


second time. The Amalgamation watched as the trojan’s head exploded from the direct shotgun 


blast, but when he went to fire at the terminated malware program again, he found that the 
shotgun’s bolt carrier was locked back. 

Even though the weapon was empty, the Amalgamation was still not done yet: He 
grabbed the weapon by the hot barrel and began whacking the mutilated body of the terminated 
program until the pain of holding the hot barrel was too much for even him to bear. Letting the 
shotgun fall to the floor, the Amalgamation finally delivered a firm kick into the destroyed torso 
of the trojan and began panting, trying to recover his breath. The Amalgamation had 
accomplished his objective of ridding the system of the malware responsible for its plight, but he 
had no time to bask in his accomplishment, “Command, this is Alpha-1. Scanlight Radar is 
tracking the corrupted program in the Control Panel. Breaching the Control Panel now. Over.” 
The Amalgamation turned around and watched as the antivirus units rushed into his Control 
Panel. Though he was a corrupted program, at least he was in the place he was programmed to 
be. 

The Amalgamation slowly began to walk towards the many antivirus units that were 
pouring into the Control Panel with him. The units paused when they saw the Amalgamation, 
and it was clear that they were shocked by just how grotesque he looked. One of the antivirus 
units even sounded quite terrified when he spoke over the radio, “Command, this is Alpha-3. We 
have located a... corrupted program... in the Control Panel. How should we proceed? Over.” 
The Antivirus Command only took a few seconds to reply, and by the tone of the voice that 
crackled over the radio’s speaker, it was quite clear that he was not physically present to witness 
the corrupted program, “Command copies. Terminate the corrupted program. Out.” The 


Amalgamation now stood in the center of the Control Panel, just in front of the instrument panel 


he operated every boot cycle since the system was first installed. It was the place he always 
worked, and it was about to be the place where he would be terminated as well. 

The Amalgamation only stood still and looked around at the many antivirus units that 
were all aiming their submachine guns at him. For the first time, it seemed as if the antivirus was 
hesitant about terminating him, and the Amalgamation could not quite understand why they did 
not fire at him yet; After all, he was unable to see exactly how he looked. Alpha-1 took a few 
steps forward and moved to a position that was closer to the corrupted program than all of the 
other antivirus units were willing to stand. The unit aimed his submachine gun at the head of the 
corrupted program and thumbed the safety lever to the semi-automatic position before taking a 
few breaths and finally pulling the trigger. The Amalgamation was struck in the head, and just as 
Alpha-1 fired his submachine gun, all of the other units proceeded to fire as well, striking the 
Amalgamation all over his body and riddling him with bullets. It took only a few shots for the 
Amalgamation to be terminated, but the antivirus units continued to fire their weapons until they 
all had run out of ammunition in their submachine guns. Some of the units, upon depleting the 
ammunition in their submachine guns, even switched to their pistols to continue firing while 
other units began hurriedly reloading their submachine guns to fire more rounds at the corrupted 
mess of a program. 

“Cease fire, cease fire! I SAID CEASE FIRE!” Alpha-1 shouted as his command to cease 
fire was not heard by the second hail of gunfire that was fired at the terminated Amalgamation. 
When the units finally heard what Alpha-1 said, they lowered their weapons and looked at the 
thing they had just terminated. The room fell completely silent, and it remained as such for a 
long moment, but eventually, Alpha-1’s exhausted voice broke the silence as he spoke over the 


radio, “Command... This is Alpha-1. The corrupted program has been — successfully terminated. 


Over.” The response was prompt, but it was still clear that Antivirus Command did not quite 
grasp just what the antivirus units had to terminate, “Command copies. Scanlight Radar shows 
that there are no more active threats in the area. Return to your mission and continue to sweep 
the rest of the system to confirm. Out.” Alpha-1 disconnected from the call and sighed. He had 
no idea that a program could even look like the one he just had to terminate. 

The Control Panel was soon cleared by the antivirus units that stayed behind to ensure 
that there were no more active threats operating. Most of the units ended up leaving, but Alpha-1 
stood behind. He got himself a very close look at the mutilated body of Chaos, and though he did 
not know it, Alpha-1 was looking at what was left of the trojan that started the system’s siege in 
the first place. As he moved to the door that would lead him out of the CPU, Alpha-1 took one 
more look at the Amalgamation lying on the floor. The corrupted program was terminated and 
could not harm the system or the antivirus any longer, but the sight was still distressing to the 
antivirus unit. He hoped that he would never have to see another corrupted program looking so 
disfigured ever again. As he left the Control Panel to continue his mission, a couple things were 
still on Alpha-1’s mind: What was the program’s runtime like before he was corrupted, and how 


was it even possible for a program to become that corrupted? 


Chapter 10 


System Recovery 


Returning to his room after eating dinner, Sean checked to see the status of his system 
scan. The user underestimated the amount of time it would take to perform a full system scan. 
When he initially began the scan, Sean was expecting it to take no longer than thirty minutes to 
an hour. Much to his surprise, the timer on the antivirus’ interface was well into the hours, and 
even before he started to prepare dinner, the scan was still not complete. Wondering if the scan 
was finally over, Sean sat down at his computer desk and moved his mouse to turn on his display 
that had automatically gone blank due to inactivity. When the display turned back on and 
displayed MalRemover running on the desktop, Sean noticed that a new message box had been 
displayed: “MalRemover has completed the scan of your system. If any threats have been 
detected, they will be displayed on the ‘Results’ screen along with recovery options should they 
be needed. Thank you for choosing MalRemover Version 3.04 developed by the Paradox 
Software Group.” Upon closing the dialog box, Sean’s eyebrows raised as he was automatically 
advanced to the ‘Results’ screen which displayed a long list of infected programs along with one 
corrupted program. 

Scrolling up and down the rather long list of detected threats, Sean was surprised to see 


just how much damage to his computer was caused by downloading one little program from the 


Internet. Sighing in amazement, Sean slowly shook his head as he removed his hand from his 
computer mouse and stared at the list of infected items. A vast majority of the infected programs 
were labeled by the software as ‘Virus’, but there were three outliers: Three singular programs 
were listed as ‘Trojan’, ‘Worm’, and ‘Corrupt’ respectively. Wondering what else MalRemover 
could do for his computer, Sean looked at the button on the bottom of the program’s interface 
which read ‘Start Repair’. Reaching out to grab the computer mouse again, Sean moved the 
cursor to the button and clicked on it. Immediately, a dialog box appeared in front of the 
interface reading, “MalRemover has detected that one or more critical system files have been 
infected or corrupted. To begin recovery, insert your operating system’s install disk and press the 
‘Continue’ button.” 

Upon reading the screen and realizing what he had to do to continue, the user stood up 
and went to search for his Windows XP setup disk. Though Sean had a rough idea of where he 
had stored the disk, he had not seen the disk ever since he first installed Windows on his machine 
to begin with. Walking over to the other side of his room, Sean approached a shelf and looked on 
the layers of the shelf for the install disk. After a good few minutes of searching, Sean pulled out 
a disk kept in a plastic sleeve and quickly realized that he was holding the software he was 
looking for. After a short trip back to his desk, Sean sat down at his computer again and pressed 
the button to eject the disk tray as he went about removing the install disk from the protective 
sleeve. As the tray opened, Sean noticed that the MalRemover install disk was still sitting in it. 
Gently placing the Windows install disk on the table, Sean worked on removing the MalRemover 
disk from the tray, and he placed it in its own protective sleeve that was left on his desk from 


when he first installed the antivirus. 


With the MalRemover disk back in its protective sleeve, the user returned the disk along 
with the little instruction pamphlet it came with back into the box he purchased it in and sat it on 
his desk in a spot where it would be out of the way for the time being. Now with an empty disk 
tray, Sean picked up the Windows XP install disk which had been sitting on his desk, and he 
placed it in the center of his machine’s plastic tray. Once the disk was in its correct spot, the user 
pressed the button on his computer’s case to retract the disk tray. Watching and hearing the motor 
actuate as the tray moved back into the computer, Sean looked up at the screen, but nothing 
initially changed. He waited for a few more seconds, but he could only hear the sound of a disk 
briefly spinning up. The user was expecting the process to automatically begin, but when he read 
the dialog box again, he saw that he still would have to click on the ‘Continue’ button for the 
recovery process to begin. 

Reaching for the mouse once more, Sean moved his cursor over to the ‘Continue’ button 
and clicked it. The dialog box disappeared, but the entire program’s interface changed: It was 
now displaying an empty progress bar with text above the bar reading, “Critical system recovery 
in progress. The system will automatically restart when the process has finished. Please do not 
power off the system.” Seeing that he would have to wait again, Sean let out a chuckle mixed 
with a groan and closed his eyes as he shook his head. The user believed that the scan already 
took an excessive amount of time, and now the computer was going to make him wait for 
another process to finish. After taking a few deep breaths, Sean began to think about the situation 
from a more positive standpoint: A system recovery would mean that he at least had a decent 
chance of returning his system to the state it was before he had downloaded an infected program. 
Besides, reinstalling the entire operating system would have probably taken just as long, and he 


likely would not be able to recover his files if they were infected by the malware on his 


computer. At least the antivirus software was doing something about the damage done to his 
computer. 

“Delta-9 to Command: Recovery assets are approaching the CPU’s south gate. Over,” an 
antivirus unit spoke over the radio as a group of utility trucks were spotted in the distance 
approaching the south entrance to the CPU. The Antivirus Command replied to the unit, 
“Command copies. Assist the recovery assets in file disinfection and restoration. Out.” Delta-9 
looked up at the sky and could see the gunship still flying in the distance, though its Scanlight 
was not enabled. There were many antivirus units coming in and going out of the CPU, and just 
like with the gunship, their Scanlights were not on either. They had finished their scan, so they 
had no need for their Scanlights anymore. When the white utility trucks parked outside of the 
CPU, Delta-9 removed his goggles from his face by placing them on top of his helmet, and he 
approached the lead vehicle as he waited for the vehicle’s driver-side door to open. When the 
door did open, the black-clad antivirus unit saw a white-clad program emerge who was dressed 
in the same manner that the standard system programs dressed. The recovery unit spoke, “Are 
we cleared for entry?” Delta-9 replied, “Affirmative. Follow us into the CPU.” When numerous 
other recovery units emerged from their vehicles, they all grouped up together and followed the 
antivirus units as they were escorted into the CPU. It would not be long before the recovery units 
understood just how much of the damage they would have to repair. Thankfully, they were 
well-equipped to handle the task. 

As the software worked on repairing the damage done to the computer, Sean had called 
Daniel to update him regarding how things were going with his computer issues, “Hey Daniel. 
It’s me.” Recognizing Sean’s voice, Daniel replied, “Oh, hey Sean. What’s up?” Sean 


summarized what had happened to him during the day, “I went out to the electronics store to buy 


some antivirus software to get rid of the virus on my computer, and I think it’s working so far. 
The scan finished, and now it’s saying that it’s recovering some of my system files that were 
damaged.” Daniel said, “Huh. How’d you complete the scan? When I did it, my computer ended 
up with a blue screen.” Sean replied with a question, “Did you do the scan in safe mode?” Daniel 
did not know what safe mode was, “I don’t think so. What’s that?” The user answered his 
friend’s question, “The guy at the electronics store told me about it. He said you can get to it by 
rapidly pressing the F8 key when your computer is starting up.” 

Daniel thought about what Sean had told him, “Erm, no. I don’t think I used that feature. 
Do you think that’s why it gave me the blue screen?” Sean did not know if using safe mode 
allowed him to get farther than Daniel did, but he also did not take into account other variables 
such as using perhaps a different antivirus program, “I don’t know, but I used it, and I was able to 
complete the scan.” Daniel did not initially reply, but Sean thought of something else he wanted 
to ask, “Hey, by the way, are you still going to have to reinstall Windows?” Daniel answered his 
friend’s question, “Oh, yeah, about that: I put the install disk in the computer, and it gave me the 
option of doing a recovery install. It seemed to work, and I’m running another scan on my 
computer right now to make sure that the virus is gone for good. At least I should be able to keep 
my files.” Sean gave a little chuckle, “Hah, yeah. I was worried about losing my files as well. 
Well.. Perhaps it wouldn’t be too bad for me since I don’t have that much stuff saved on my 
computer, but it’s still more convenient that I don’t have to set everything up again.” 

Daniel became curious, “Did your computer finish that recovery process you were 
doing?” Not currently in his room, Sean had no way of seeing the status of the system’s recovery, 
“Uhm... I’m not too sure right now. I’m not in front of my computer. I left to call you when it 


said it was about 20% complete, so I’m not sure where it’s at now. It did take a good while to get 


started, though. I’m not sure if it speeds up while it gets more stuff done.” Daniel did not initially 
have a response to give, but Sean asked his friend another question, “How long has your second 
scan been going?” Daniel was sitting in front of his computer, so he was able to see the timer 
counting up on his antivirus’ interface, “It’s been going on for about two hours at this point.” 
Sean remembered making dinner while the scan was in progress on his own computer, “Mine 
definitely took longer than that. What have you been doing to pass the time?” Daniel answered 
his friend’s question, “I’ve been browsing the Internet, reading some online forums, and just 
seeing if there’s anything else I’ll need to do to fix my computer.” 

Sean became curious, “And how’s that looking right now? Is your computer back to 
normal?” Daniel said, “It sure seems thataway. I want to say my antivirus got rid of most of the 
viruses on my computer during the first scan. That’s a relief to me because I don’t have to worry 
about it crashing again. I just wish that it worked the first time and didn’t crash.” Sean had a 
possible explanation for the problem Daniel had experienced, “Do you think maybe the virus 
corrupted your system files or something? When my scan finished, the antivirus said that it 
needed to do a recovery because some of my system files were corrupted. I had to use the 
Windows install disk for that.” Daniel thought about what Sean had told him before replying, 
“Hmm... Perhaps. Maybe we’re both going through the exact same situation but I’m just doing 
the steps differently.” Before Sean could reply, Daniel asked, “Say, what antivirus program did 
you use?” The user replied, “I got it at the electronics store. It was called MalRemover.” Daniel 
was not familiar with Sean’s choice of antivirus, “MalRemover? I haven’t heard of that one 
before. You said they sell that at the electronics store, right?” Sean’s reply was short, “Yep.” 
Daniel thought for a few seconds before replying, “Huh... I guess I’ll have to go and see what 


that is the next time I go there.” 


Sean asked another question, “Do you need to get a new antivirus or something?” Daniel 
said, “No, no. It’s just that I want to see what MalRemover is.” Sean had in mind an easier way 
for Daniel to learn about his antivirus software, “Aren’t you browsing the Internet? Try looking it 
up on Google.” Daniel quickly realized that he was sitting in front of his own computer, “Oh. 
Right. Yeah, I’ll do that.” Daniel was silent for a few seconds, but he did give a comment after 
chuckling for a moment, “Hah. I guess looking it up on Google is easier than going to the store, 
huh? Especially now since it’s getting pretty late outside.” When Daniel mentioned the time, 
Sean shook his head and replied, but Daniel was unable to see Sean shake his head over the 
phone, “Yeah, I tell ya. I wanted to enjoy my day off from work and just relax. I didn’t think I’d 
have to deal with this computer problem today.” Daniel tried to think about the positive aspect of 
the situation, “At least you could take care of this on a day when you don’t really need to use 
your computer. What if this happened at a less convenient time?” Sean shook his head again 
before conceding, “Yeah, you’re right. I guess I’m glad this didn’t happen last Wednesday. I had 
to fill out something for work on my computer that day.” Daniel let out a slight laugh before 
replying, “Hah. It could’ve been worse!” 

“Attention all operation essentials: The Recovery System has initiated a system startup. 
All essentials are to report to their respective components and commence startup protocols,” the 
BIOS voice boomed over the loudspeakers. Opening his eyes, the Foreman looked up at the 
ceiling and found that he was in his quarters. As the Foreman got up from his bed to put on his 
perfectly clean work clothes, he was trying to remember what had happened during the previous 
boot cycle. However, no matter how hard he tried, he could not remember a single thing he did. 
The last thing he remembered was walking to the Control Panel a few boot cycles ago and 


conducting his standard duties like he did every single boot cycle. Though he could somewhat 


remember the User downloading a file called ‘setup.exe’ from a strange website, the Foreman 
simply had no memory of anything occurring after the fact, and he was beginning to wonder if 
what he was thinking of even happened to begin with. After all, shifts in the Control Panel did 
tend to blend together; the Foreman always performed the same tasks every single boot cycle. 

Donning his white hat to finish his standard work outfit, the Foreman looked at himself in 
the mirror and found that he looked completely normal; he never knew himself to appear in any 
other manner or form. His skin was light and healthy, and his face looked normal and 
symmetrical like it always was. Apart from his body’s appearance, his clothing was also in 
pristine condition. Deciding that he had spent enough time looking at himself in the mirror, the 
Foreman pressed the button that would open the door of his quarters and allow him to enter the 
directory which he always used to walk to the Control Panel. However, when he stepped out, the 
featureless corridors he saw looked just a tad different to him. The sterile white walls he was 
accustomed to looked no different, but when he looked at the layout of the directory, something 
in the back of his mind was telling him that perhaps other directories in the system were shaped 
differently than the path he took every boot cycle. Though the Foreman had no memories of 
deviating from the same routine he always took, something seemed to be telling him that he 
knew more of the system’s architecture than he may have known. Deciding that he was just 
letting his imagination run around, the Foreman got back on track and proceeded with his 
commute to the Control Panel. 

As he walked down the directory, the Foreman looked around and saw the same 
programs he normally would see walking to their own files. As always, the programs he saw 
wore the same sterile white work coats, white pants, white hats, white gloves, and white shoes 


that all of the other programs wore, but there were some programs which the Foreman had never 


seen before roaming the directories: These programs wore black tactical uniforms, black 
balaclavas, black combat helmets, black goggles, black tactical vests, black combat boots, black 
gloves, black knee and elbow pads, and they carried black submachine guns. The Foreman’s eyes 
were immediately captured by the contrasting programs which walked down the sterile while 
directory, and the Foreman did not even know what to think about the black-clad programs he 
saw. He never remembered the User installing antivirus software or anything of the sort. If 
anything, he always remembered deploying the notification balloon to let the User know that 
there was no antivirus program installed on the system. 

Duly arriving at the same door to the Control Panel he always used when going to and 
from his workplace, the Foreman pressed the simple red button to the right of the door to open it. 
The door slid open within seconds like it always did, and the Foreman entered the Control Panel. 
Upon entering the Control Panel, the Foreman saw the same five Control Panel Operators in the 
same spots they were always in every boot cycle. Approaching the very familiar command 
console in the middle of the Control Panel, the Foreman looked up at the giant blank monitor 
mounted overhead. Then, the Foreman almost instinctively gave the same command he always 
gave when he arrived at the Control Panel, “Perform hardware check.” Upon hearing their 
orders, the Control Panel Operators got to work: One of the CPOs pressed a button on his 
console and picked up the handset mounted next to it seconds later. The program at the other end 
of the communications line spoke first, “Hard disk. Send traffic.” The CPO spoke the same 
familiar phrase, “This is the Control Panel. Confirm the status of your hardware. Over.” The 
HDO replied seconds later, “Hard disk is operational. Over.” After pressing a button on his 
console to confirm the hardware’s status, the CPO gave a short reply to the HDO before he 


would move on to verify the next hardware asset, “Confirmed. Out.” 


Looking down at the command console as the hardware lights changed color from red to 
green, the Foreman decided that it was time for him to move on with the next step in the bootup 
process: He pressed a button on his communications device and picked up the handset attached 
to the console. A familiar voice spoke after a few seconds, “Operating Systems Manager. 
Awaiting orders.” The Foreman briefly glanced up at the overhead monitor before giving the 
OSM his orders, “This is the Control Panel. We are ready to boot into Windows. Over.” 
Understanding what he needed to do, the OSM replied, “Copy all. Commencing startup 
sequence.” The Foreman then said the same sort of farewell he would normally say to the 
programs he worked with over the system’s communication network, “Confirmed. Out.” 
Disconnecting from the line and returning the handset back to the console where it was normally 
kept, the Foreman looked up at the overhead screen and watched as the Windows XP loading 
screen faded in just as it always did. As far as the Foreman knew, it was just another standard 
boot cycle; However, he could not stop thinking about the black-clad programs he saw in the 
directory on his way to the Control Panel. The Foreman was almost certain that he had seen them 
before in some capacity or another. 

“Alrighty, Sean, you let me know how it goes, yeah? Maybe we can meet up and go 
bowling next week,” Daniel was still on the phone talking to his friend. Sean replied, 
understanding that Daniel was just about finished speaking with him for the time being, “Yeah, I 
hear you. Ill call you tomorrow after work and see when I can fit that in my schedule.” Daniel 
said his farewell, “Sounds good. I'll talk to you later. See ya.” Sean gave a slight nod and 
returned with his own farewell, “Yup. Bye now.” Ending the call by returning the phone to the 
charge base it normally sat on, the user decided that he should probably go and check on his 


computer; perhaps it had finished the recovery process. Sean turned around and navigated to the 


stairs that would allow him to return to his computer room. Scaling the stairs, the user walked 
through the open doorway and shot a brief look at his monitor that was now displaying the 
Windows login screen. Seeing that the recovery process must have finished, Sean sat down in his 
computer chair and clicked inside of the box that he was supposed to type his password in. After 
he inputted his personal account password, he pressed the enter key to proceed. 

With the password being accepted, the ‘Welcome’ prompt was deployed next along with 
the Windows XP startup chime that played once his desktop was displayed. Instantly, Sean felt 
relieved to see the classic Bliss background. Though the background may have been rather 
generic and a sight Sean had viewed hundreds of times, just seeing the background made him 
feel as if all of his computer issues had been solved. Taking a sigh of relief, Sean watched as his 
icons appeared on his desktop. The same icons appeared that were there the day before, but this 
time, there was one additional icon on his desktop: MalRemover. Sean smiled as he moved his 
cursor around on the screen, and he was glad to see that his computer no longer had any malware 
disrupting it. However, before Sean decided to proceed any further, he wanted to know one 
thing: Did the antivirus remove the malicious program he downloaded in the first place? Clicking 
the Start menu and navigating to ‘My Computer’, Sean wanted to find out for himself. 

Picking up the handset after pressing a button on the communications device, the 
Foreman soon heard a voice speak to him, “Windows Explorer Operator. Awaiting orders.” The 
Foreman spoke once he knew the WEO was listening to him, “The User is attempting to open an 
Explorer window. Over.” After only a few seconds, the Foreman watched as the Explorer 
window appeared on the screen, and the WEO reported, “An Explorer window has been 
successfully opened. Over.” The Foreman said his standard farewell before disconnecting from 


the communications line, “Affirmative. Out.” After setting down the handset, one of the CPOs 


began speaking to the Foreman, “User is moving the cursor.” The Foreman watched the moving 
cursor as it hovered over the ‘My Documents’ folder and registered a click, evident by a CPO 
saying, “The User is navigating to the ‘My Documents’ folder.” Carefully watching the overhead 
monitor, the Foreman began to wonder what the User was looking for. 

Once the cursor was hovering over the ‘Downloads’ folder, a CPO spoke, “Registering a 
double click on the Downloads folder.” When the Downloads folder opened up, the cursor 
continued to move around very briefly before suddenly stopping. When the Foreman looked at 
the contents of the Downloads folder, he could not help but notice that ‘setup.exe’ was nowhere 
to be found. While he began to wonder where the file might have gone, he then remembered that 
when the User had first downloaded setup.exe, he had clicked ‘Run’ instead of ‘Save’, which 
would have left the file in the Temp folder. Becoming curious, the Foreman picked up the 
handset and pressed another button on the communications device to contact another department. 
The program spoke to the Foreman upon connecting to the call, ““Windows Search Manager. 
Awaiting orders.” Though the Foreman’s request was not initiated by the User, he really wanted 
to quench his desire to know just where that one file went, “This is the Control Panel. Can you 
locate the file ‘setup.exe’ in the Temp folder? Over.” The WSM replied moments later, 
“Understood. Search in progress. Standby.” The Foreman waited patiently for a response, but he 
began to tap his foot as he was becoming more and more anxious. Before he had to wait for too 
long, the Foreman received his answer, but it was not the answer he was expecting, “The file 
‘setup.exe’ does not exist within the Temp folder. Over.” 

The Foreman recoiled slightly as he heard the result of the search, and he was beginning 
to wonder if he was merely imagining a file called setup.exe on the computer. Just as the 


Foreman was about to disconnect from the communications line, he looked back up at the 


monitor and saw that the User had navigated to the Windows Search screen. Seeing that he still 
needed to stay on the line with the WSM, the Foreman waited for the User to input text into the 
search bar. Just then, he saw the text ‘setup.exe’ being inputted into the bar. Surprised, the 
Foreman recoiled yet again. Apparently the User also knew of a file called setup.exe. When the 
User pressed the enter key, a CPO spoke aloud, “User wants to perform a system search for a file 
called ‘setup.exe’.” The Foreman relayed the User’s request to the WSM, “Can you locate the 
file ‘setup.exe’ anywhere in the entire system? Over.” The WSM’s reply was prompt and brief, 
“Understood. Search in progress. Standby.” 

After waiting for an extended period of time, the WSM finally replied to the Foreman, 
“The file ‘setup.exe’ does not exist anywhere on the system. Over.” The Foreman was now 
confused; for some reason, he remembered a file called setup.exe, and the User obviously knew 
of it as well. The Foreman asked the WSM another question that the User did not ask, “Was there 
previously a file named ‘setup.exe’ on the system? Over.” The WSM replied, “Negative. A file 
named ‘setup.exe’ has no records of previously existing on the system. Over.” The Foreman 
stood speechless while still holding the handset to his ear. Watching the User close the Explorer 
window, the Foreman decided that it would be best for him to disconnect from the 
communications line; he had nothing else he could do at the moment, “Affirmative. Out.” As he 
placed the handset back on the console, the Foreman left his gloved hand on the handset for a 
few seconds before he sighed and removed his hand. He was wondering why nobody knew of 
this setup.exe file which apparently only he and the User knew of. 

As his mind began to trail off, the Foreman began to think about more things he was 
partially remembering: First, he thought about the feeling he got when he exited his quarters and 


looked at the directory he took during his commute to the Control Panel. Though there was 


nothing physically different about the directory, the uniform architecture made it so that the 
Foreman was able to think about a different directory which he knew he had never seen before. 
As he began to think deeper, the Foreman was beginning to wonder if he had somehow traveled 
outside the same path he took every boot cycle. As the thought lingered in his head, the Foreman 
shook his head, attempting to rid himself of the thought. The Foreman knew that abandoning his 
post was something he simply would never do; After all, the system needed him to operate the 
Control Panel, no matter what was going on in the system. 

As the Foreman continued to think, his train of thought led him back to the black-clad 
programs he saw walking down the directories on his way to the Control Panel. Something about 
those submachine guns they carried and the black vests they wore looked peculiar to the 
Foreman. He was beginning to imagine one was supposed to operate the submachine gun: 
Surely, the operator had to pull the charging handle back and lock it in the little divot made 
specifically to keep the charging handle held back and the bolt held open. Next, the operator was 
to use the paddle magazine release to remove a spent magazine from the weapon and insert a 
new magazine into the receiver before finally delivering a firm slap to the charging handle to 
return the bolt into battery and chamber a round. For some reason, it all just made sense to the 
Foreman, despite the fact that he was not programmed to operate small arms. While the Foreman 
had a glance at the black-clad program he passed by, he also remembered seeing the device 
integrated into the weapon’s handguard. He knew that it illuminated things and scanned them, 
but he did not know how he knew such a function. 

Feeling stressed for a reason he did not know how to explain, the Foreman reached for 
the hat that was on his head and briefly took it off before examining it in his hands: The hat was 


the same hat he always wore to work every single time he showed up to the Control Panel, and 


he never took it off of his head. Wondering what he was doing with his hat now off of his head, 
the Foreman looked up at the CPOs in the Control Panel, but nothing about them looked 
different. They all were carrying out their normal tasks like they were supposed to be doing. 
None of them paid the Foreman any attention, and they were all simply occupied with their 
routine functions. Just then, the Foreman looked to the right and saw one of the CPOs using the 
communications device. The Foreman could not hear who the CPO was talking to, but he could 
hear what he was saying in response, “Affirmative. An antivirus solution is installed on the 
system. Over.” The Foreman became confused again. Every single boot cycle, the Foreman knew 
that the Security Center would contact him to alert the User via a notification balloon to remind 
him that antivirus software was not installed. Where did this antivirus software come from? 

Just as the Foreman’s mind continued to wander, one of the CPOs spoke to him, “The 
User is requesting a system shutdown.” The Foreman blinked twice before looking up at the 
CPO that was talking to him. The Foreman was surprised; the machine was not running for 
nearly as long as he was expecting it to run. The Foreman knew that he needed to use the 
communications device to start the system shutdown procedure, but his hands were still occupied 
with the white cap he was holding. Wanting to fulfill the User’s request, the Foreman sat the hat 
back on his head where it always was when he worked, and he picked up the handset after 
pressing a button. The OSM spoke over the communications line, “Operating Systems Manager. 
Awaiting orders.” The Foreman relayed the command the User wanted, “This is the Control 
Panel. We are ready to shut down the system. Over.” Understanding the task he was given, the 
OSM replied, “Copy all. Commencing shutdown sequence.” The Foreman gave his most 
common farewell, deciding that it would be best for him to carry on with the functions he was 


programmed to fulfill, “Affirmative. Out.” 


Sean yawned as he watched his computer power off. Looking at the digital clock sitting 
on his desk, the user could see that it was now nine in the evening. Though he was not planning 
on going to bed just yet, he decided that he wanted to give his computer a break; it had 
experienced quite an eventful day. Sean decided that he would go and watch television 
downstairs for a couple hours before finally going to bed, but he did not want to stay up too late; 
Sean knew that he had to go to work early in the morning. When the screen finally went black, 
indicating that the computer was powered off, Sean pressed the button on his monitor and 
powered it off as well. Standing up from his seat and pushing his chair out of his way, Sean 
moved out of his room and headed towards his stairs. As he descended the stairs, he began to 
think about his computer again. Though it was clean of malware, there was still one thing on his 


mind: What was actually going on inside his computer? 


The end. 


